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Summary

This document describes the automatization of CERNphone testing. Tests are based on the VOLTS
project. Tests are executed each hour, and the state is sent to MONIT, to keep track of the service’s
status. All tests are running in a virtual machine on top of OpenStack and managed by Puppet.
The architecture of the project is composed of four docker containers i.e. prepare, database, vp,
and report. In addition, a work environment for developing the tests locally before deploying is
provided.

Contents

1 Introduction 3

2 State of the Art 3
2.1 VoIP Patrol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
2.2 Puppet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
2.3 CERNphone . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.3.1 Kamailio . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.3.2 Asterisk . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

3 Tests run 6
3.1 prepare . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
3.2 database . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
3.3 vp . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
3.4 report . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

4 Automated testing 7

1



5 Future Work 9

A Appendix: prepare configuration 11

B Appendix: Hiera configuration variables 12

2



1 Introduction

This work had been done during the CERN summer student programme in 2022, in the
IT-CS-TR group, under the supervision of Ihor Olkhovskyi.
Regression testing is beneficial for software projects [11]. For instance, it permits a safer de-
velopment, improves quality, and reduces costs. So it was decided to add it for CERNphone.
To do so, a working environment for testing the tests has been implemented [10]. Also, a VM
running on top of OpenStack that is continuously testing CERNphone has been deployed
[7]. The tests are end-to-end tests, based on the VOLTS project [10]. Where actions can be
defined in an XML format e.g. calling a number, as well as, the expected behaviour. Finally,
the result tests are stored on logs. Moreover, metrics from the tests are sent to MONIT [2].
In the following sections, it will be discussed the different technologies involved in the project,
how we run the tests, and the automatization of those.

2 State of the Art

2.1 VoIP Patrol

VoIP Patrol is an application that allows performing end-to-end tests. It runs on top of
PJSUA2 Fig.1.

Figure 1: Low level libraries under VoIP Patrol

The tests are defined in an XML file. For each tests distinct actions could be specified
e.g. making a call, sending an alert Fig.2.

After performing the tests, a JOSNL file is generated. This file contains the information
of all of the performed tests Fig.3.
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Figure 2: Making a call XML file example

Figure 3: Resultant JSONL file after a test run

2.2 Puppet

Puppet permits automating the server management [4]. It has a server-client architecture.
On the one hand, there is the puppet server, where is stored the puppet code which defines
the desired state of the node. On the other hand is the puppet agent, which is running in
each of the nodes Fig.4. Periodically, the puppet agent asks for the puppet code i.e. the
manifest, and checks if the desired state and the actual state of the node match. If not it
takes the necessary actions to make it match. Leaving the node as the developer has defined.

2.3 CERNphone

CERNphone is a telephony solution that replaces CERN’s legacy Alcatel fixed telephone
line.

The IT department has implemented two CERNphone applications. On one hand, there
is CERNphone mobile for Android and iOS. On the other hand, CERNphone desktop is
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Figure 4: Puppet server-agent architecture

designed to run on Windows, macOS, and Linux. Moreover, IP phones compatible with SIP
are also supported.

CERNphone relays on Telephony Open-source Network Evolution (TONE) for routing
external calls [6]. However, CERNphone provides its own SIP backend. It is composed of
a frontend i.e. Kamailio, and a routing engine i.e. Asterisk Fig.5. Different machines are
running those, and are distributed in two different CERN sites i.e. Meyrin and Prévessin.

2.3.1 Kamailio

Kamailio is the frontend of the SIP backend. The control communication to the CERN-
phone mobile travels on top of SIPS and TLS, whereas the media is sent over UDP. For the
CERNphone desktop, the WebRTC standard is used to communicate via RTP.
In addition, it also manages the authentication of the client.

2.3.2 Asterisk

Asterisk is the routing engine of the system. It routes all the calls. There are two differ-
ent casuistics. A call between CERNphones, which is completely managed by CERNphone
Asterisk’s servers. And a call between CERNphone and an external number. In this case,
CERNphone relays on TONE infrastructure, which is also composed of Kamailio and Aster-
isk servers. An external phone could be either a phone not using CERNphone or an Alcatel
CERN’s landline device.
Asterisk also manages all the necessary data for the system to work properly i.e. user’s
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Figure 5: CERNphone external call going through CERNphone’s SIP backed, and TONE

names, phone numbers, team phone numbers, etc. Nevertheless, critical data is managed by
the FAP department.

3 Tests run

Four docker containers are in charge of running tests i.e. prepare, database, vp, and report
[1]. They run in sequential order. In the following sections, you will find in detail the process
of reading the test definition, running the test, and obtaining the report.
Tests can be grouped into scenarios. Thus, each scenario contains one or more tests.

3.1 prepare

prepare is the first container that takes action. It parses the YAML configuration file and
the XML scenario definitions. The YAML configuration file permits to set communication
parameters used among different scenarios e.g. user accounts, transport protocol, etc. Fur-
thermore, the XML files follow a Jinja2 template style. In this file, all the tests and database
operations are defined. An example of both files is shown in Appendix A.
According to these files, prepare generates a unique XML file per scenario. This file contains
the needed information for the next steps.
It creates a file scenarios.done to certify that all the scenarios are prepared.

3.2 database

The database container runs two times for each scenario. In the first one, it parses the
prepared XML file and performs all the required database actions for the running scenario
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e.g. insertion of a user. Leaving the databases ready for the tests Fig.6. For each action, it
logs a JSON into the database.jsonl file, and after it will be used to generate the report.

Figure 6: VOLTS typical use case

The second run is triggered when the vp container has finished. In this run, all the
database operations are reverted. Therefore, the database is cleaned up and left as before
the scenario run.

3.3 vp

vp reads the prepared XML and runs the tests in the scenario using VoIP Patrol. At this
stage, all the mock actions are performed e.g. making a call. All the results are stored in
the voip patrol.jsonl file. Which is used to generate the report.

3.4 report

The report container parses the JSONL files from the vp and the database containers and
generates a report. This report could be printed as a table or as JSON. Furthermore, it
processes the results and sends how many tests have failed to MONIT via HTTP. Therefore,
it is possible to monitor CERNphone status via MONIT. MONIT offers distinct tools to
keep track of the metrics, among them are InfluxDB and Grafana [2].

4 Automated testing

OpenStack is the infrastructure-as-a-service used within CERN computing facilities [3]. On
top of OpenStack, I did deploy a VM that is performing periodical testing. As this project
is planned to be a long-term project, it was decided to use Puppet to manage the state of
the VM. Therefore, a new module called VOLTS was created, as well as, a new environment.
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Figure 7: Test run

Furthermore, all the configuration variables are managed by Hiera (see Appendix B). In
puppet, I defined the file system according to functional-testing [10], the docker credentials
using Teigi, a cron job that runs the tests periodically, and the necessary docker images to
run the tests.
The running of tests are directed by two scripts i.e. run.sh and run and log.sh. Both are
located in the /root directory Fig.8.

Figure 8: VM /root directory

All the log files are stored in the /var/log/volts/ directory. For each run, two files are
stored i.e. a text file and a JSONL. Both are named following the same pattern i.e. yy-mm-
dd hh:mm, corresponding to the start of the run. Nonetheless, the text file containing the
logs from the docker containers, and the tests run report. It has the file extension .log. And
the JSONL file contains the JSONLs produced by the database and vp containers.
Moreover, each time a new log is registered all the log files older than 30 days are removed
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(see logs backup days in Appendix B), to limit system memory.
Furthermore, to ensure mutual exclusion between distinct test runs, a lock is used. I de-
cided to create a directory as a lock. Thus, when a tests run begins it tries to create the
/tmp/volts.lock/ directory if it can not because it exists an error message is sent and the
run ends. Otherwise, the run executes.

5 Future Work

Considering that each scenario is independent of the other. I propose to parallelize the tests.
Because it would have a significant impact on the execution time, which currently is 14
minutes for 46 scenarios. In addition, it would have superior scenario scalability.
However, to do so database operations should be changed. Because, the second run of the
database container i.e. the cleaning up, could have a non-desired effect on other scenarios.
A possible approach could be to perform all the necessary database operations for all the
scenarios, after the prepare container finishes. Then, vp can run all the scenarios. Finally,
when all the scenarios are run, the cleaning up could be executed.
Another challenge of this proposal is to manage correctly the data used in multiple scenarios
e.g. user account. To overcome it, a dynamic generation of user accounts could be imple-
mented.

As the log system is certainly simple it could be improved by using a logging framework
e.g. Syslog [5].

Currently, VOLTS support TCP and UDP as transport protocols. I propose to add also
WebSocket, due to, nowadays, communication via desktop has become more important [8].

Finally, I propose adding voice quality tests to VOLTS. A potential approach could be
the use of Google’s ViSQOL [9]. Which permits making a call, reproducing mock audio, and
recording the echo. After ViSQOL processes both files i.e. the original mock audio and its
echo. And generates a MOS-LQO quality metric.
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A Appendix: prepare configuration

Figure 9: Example of a config.yaml file

Figure 10: Example of a XML scenario file, where database actions and tests are defined
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B Appendix: Hiera configuration variables

Hiera variable

report type Supported options: table, table full, json, and json full
monit address Target address to send data to MONIT team
threshold degraded Indicates the threshold of failed tests needed to show the applic-

ation as degraded
threshold unavailable Indicates the threshold of failed tests needed to show the applic-

ation as unavailable
cron min Regulates the frequency of testing (cron notation)
logs backup days How long the logs would be stored (in days)
is send to monit Specifies if the data should be sent to MONIT
docker repository Docker repository where the images are pulled from
email Email address provided to MONIT team
docker username Docker username for pulling the images from the registry
vp result file name Results file name of vp container
db result file name Results file name of database container
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