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Abstract

The CERN OpenStack private data center offers cloud resources, services and tools to
a scientific community of about 3,000 CERN users. In the infrastructure, about 14,000
virtual machines are deployed, covering several use cases, from web front-ends to databases
and analytics platforms. Cloud service managers have to make sure that the desired
computational power is delivered to all the users. To accomplish this task, spotting
anomalous server machines in time is crucial. The previously adopted solution consists
in monitoring the performance metrics of the machines using a threshold-based alarming

system.

In this thesis, we present the new anomaly detection system that currently runs in
the CERN cloud infrastructure. Given the mentioned multi-variate time series metrics,
we run three different unsupervised machine learning models: Isolation Forest, LSTM-
autoencoder and GRU-autoencoder. Then, using different ensemble strategies, the system
automatically proposes the most anomalous servers of the previous day to the CERN cloud
managers. We show the related end-to-end pipeline going from the data sources to the
detected anomalies, the details of the architecture of the system, the pre-processing steps

implemented, and the design choices regarding our solution.

Furthermore, we present a new labelled evaluation dataset related to the CERN cloud use
case, and the results of our experiments with respect to it. Particularly, we show that the
three adopted models, despite their very different nature, all achieve high performance
in terms of AUC-ROC. Furthermore, we show that both the individual models and the
ensemble strategies outperform the previous system in terms of true positive rate, for
the given false positive rate required by the data center’s operators. In addition, we
compare the time performance of the models, and we show that the training is robust to

the selection and size of the training set.

Keywords: Cloud Computing; Data Center; CERN; Anomaly Detection; Multi-Variate
Time Series; Machine Learning; Isolation Forest; LSTM; GRU; autoencoder
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Sommario

Il centro dati privato basato su OpenStack del CERN offre risorse, servizi e strumenti
cloud a una comunita scientifica di circa 3.000 utenti. Nell’infrastruttura vengono imple-
mentate circa 14.000 macchine virtuali, che coprono diversi casi d’uso, dai front-end web
al database e alle piattaforme di analisi. I gestori dei servizi cloud devono assicurarsi che
la potenza di calcolo desiderata venga fornita a tutti gli utenti. Per portare a termine
questo compito, é fondamentale individuare in tempo i server anomali. La soluzione prece-
dentemente adottata consiste nel monitorare le metriche dei server mediante un sistema

di allarmi basati su soglie statiche.

In questa tesi, presentiamo il nuovo sistema di rilevamento delle anomalie attualmente in
esecuzione nell’infrastruttura cloud del CERN. Date le metriche di serie temporali mul-
tivariate menzionate, eseguiamo tre diversi modelli di apprendimento automatico senza
supervisione: Isolation Forest, LSTM-autoencoder e GRU-autoencoder. Quindi, utiliz-
zando diverse strategie di insieme, il sistema propone automaticamente ai gestori cloud
del CERN i server piu anomali del giorno precedente. Mostriamo la relativa pipeline
end-to-end che va dalle origini dei dati alle anomalie rilevate, i dettagli dell’architettura
del sistema, le fasi di pre-processing implementate e le scelte progettuali relative alla

nostra soluzione.

Inoltre, presentiamo un nuovo set di dati di valutazione etichettato relativo al nostro caso
d’uso e i risultati degli esperimenti relativi ad esso. In particolare, dimostriamo che i tre
modelli adottati, nonostante la loro diversa natura, hanno tutti prestazioni elevate in ter-
mini di AUC-ROC. Inoltre, mostriamo che sia i singoli modelli che le strategie di insieme
superano 'attuale sistema utilizzato al CERN in termini di tasso di veri positivi, per il
dato tasso di falsi positivi richiesto dagli operatori del centro dati. Inoltre, confrontiamo
le prestazioni temporali dei modelli e mostriamo che il training ¢ robusto rispetto alla

selezione e alle dimensioni del training set.

Parole chiave: Computazione Cloud; Centro Dati; CERN; Anomaly Detection; Time
Series Multi Variate; Machine Learning; Isolation Forest; LSTM; GRU; autoencoder
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]_ Introduction

Cloud computing is becoming the default paradigm to follow and to implement in many
fields. The flexibility and the efficiency offered by it drive the choice of the companies that
want to be competitive and able to scale applications in a dynamic way. Furthermore, for
achieving this standard, there is the need for underlying hardware capable of supporting
it and also the need of detecting and managing the failures that can happen. Indeed,
cloud computing permits the building of more complex applications, which, on the other
hand, makes it more probable to have system failures during the lifetime of the system
itself.

These failures can propagate in the system with a cascade effect. For instance, a system
that doesn’t work properly for some hours can lead to a general dissatisfaction of the users
or, even worse, to a decrease in the value of the company in the market. For this reason,
it is always better to detect these errors as soon as possible in order to then decide which

actions to take for solving the problem.

In this chapter we will introduce the context of our project, we will understand the possible
scenarios, we will formulate in a formal way our problem, we will see the methodology
and the contributions of the work of this thesis, and, finally, we will list the chapters of

the thesis describing what we will show for each of them.

1.1. Context

CERN (Conseil Européenne pour la Recherche Nucléaire) is the European Organization
for Nuclear Research, one of the world’s largest centres for scientific research regarding
particles and high Energy Physics. The main goal of the organization is to provide
particle accelerators and other infrastructures needed for high-energy physics research.
As a result, numerous experiments have been constructed at CERN through international
collaborations. The main site at Meyrin, in the Geneva area, hosts a large computing
facility, which is primarily used to store and analyze data from experiments, as well

as simulate events. Researchers need remote access to these facilities, so the lab has
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historically been a major wide area network hub.

To provide resources to the scientists and to accomplish its research goals in High Energy
Physics, CERN relies on the computational power of its data center. The computing
facility is structured as a private cloud, managed via components of the free open-source

Infrastructure-as-a-Service platform OpenStack (better explained in the section 2.2.1).

v Cloud resources

Used

~ Openstack services stats

Users

3336

Volumes

7402

Figure 1.1: The resources available and used in the CERN cloud. We can see the number

of projects, users, virtual machines, and hypervisors involved in the infrastructure.

The CERN personnel structure consists of different departments where each department
is divided into groups, each group is divided into sections and in each section, there are
multiple projects going on. For instance, the team who worked on this thesis project
is part of the Resource Provisioning Service section, which is included in the Compute
and Monitoring group, which is comprised of the Information Technology department
(IT-CM-RPS). At the time of writing, the CERN OpenStack cloud contains about 10000
bare-metal servers where 2000 of them, configured as hypervisors, host about 14000 vir-
tual machines, serving 4500 different projects, as shown in Figure 1.1. Each hypervisor,
during its lifespan, produces several performance metrics related to its components. Those

metrics are time series, and their values usually reflect the status of the hypervisor.

Definition 1.1.1 (Bare-metal server). A bare-metal server, also known as single-tenant
physical servers or managed dedicated server, is a physical computer server that is used
by one consumer, or tenant, only. Each bare-metal server offered by the infrastructure is
a distinct physical piece of hardware that is a functional server on its own. They are not

virtual servers running in multiple pieces of shared hardware.

Definition 1.1.2 (Hypervisor). A hypervisor, also known as a virtual machine monitor,
or also called server in this thesis, is computer software, firmware or hardware that creates
and runs virtual machines. A hypervisor allows one host computer to support multiple

guest virtual machines by virtually sharing its resources, such as memory and processing.

In this document, we will call bare-metal servers those servers that don’t use virtualization

and that are not part of the cloud infrastructure we will monitor. On the contrary, we
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will use hypervisor for those bare-metal servers with virtualization capabilities, which

compose the cloud we will monitor and study.

Definition 1.1.3 (Virtual Machine). A Virtual Machine (VM) is a compute resource
that uses software instead of a physical computer to run programs and deploy apps. One
or more virtual “guest” machines run on a physical host machine (the hypervisor). Each
virtual machine runs its own operating system and functions separately from the other
VMs, even when they are all running on the same host. For instance, this means that a

MacOS VM and a Windows VM can run on the same physical server.
Others definitions follow. They will be useful for the next chapters of the thesis.

Definition 1.1.4 (Metric (or plugin)). As visible in Table 2.1, we refer to metrics, or
plugins, when we talk about the performance metrics of the hypervisors. Those metrics are
represented by time series, and they are related to the main component of the machines.

The main known metrics are related to the disk, the CPU, the memory, and the network).

Definition 1.1.5 (Cloud managers). At CERN, we call cloud managers those employees
who have a deep knowledge of the cloud infrastructure of the organization and are able
to solve the issues detected by the users. They usually work also on new implementations
regarding the cloud and, in particular, they are our main final users. Cloud managers
will use our system, giving feedback to improve it or feedback to let us understand if the

results are valid and if they can be used in the daily operations.

Definition 1.1.6 (Monitoring dashboards). The Monitoring dashboards are a set of in-
formation, plots, tables and links used for monitor the situation of the cloud machines.
Usually they are implemented using Grafana, the main tool used by the central monitoring
infrastructure. Many of the plots show the metrics related to a specific hypervisor or to a

specific set of hypervisors, for instance, we can monitor statistics about a group of them.

We must highlight anyway that, during the last year, the number of servers in the cloud
infrastructure changed drastically, as showed in Figure 2.2. The number of users and
project is almost the same, but the infrastructure evolved and it was optimized involving
less servers in general. As a consequence, misbehavior are more probable because of the
less used resources, and for this reason, an AD system, running continuously on the CERN

cloud, is even more decisive.

Furthermore, the data center and the cloud are used for high throughput computations
related to the physics experiments and to the applications or services offered to the whole
CERN personnel. In both cases, a misbehavior of the infrastructure can have an impact

to the quality of service for the users. For this reason, it is fundamental to appropriately
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App 1 App 2 App 3
Bins/Libs Bins/Libs Bins/Libs

Guest OS | GuestOS | Guest OS

App 1 App 2 App 3

Bins/Libs

Operating System Host Operating System

Hardware & Infrastructure Hardware & Infrastructure

o 4N o 5,

Dedicated Machines Virtual Machines

Figure 1.2: The difference between bare-metal servers, on the left, and hypervisors, on
the right. In the first case, we have a single OS running different applications. In the
second case, we have the same hardware and infrastructure, but, adopting the virtual-
ization paradigm, we are able to have different guest operating systems running different

applications independently.

monitor the cloud and to be sure that self-healing procedures are implemented when

possible [1].

Regarding the monitoring aspect, the status of the cloud infrastructure is observed through
multiple dashboards where is also possible to have alarms reporting high values to the
cloud managers. In particular, the alarming systems used at CERN are mainly composed
by threshold-based triggers. Those triggers usually capture only well-known problems,
sometimes they notify false positives and finally, they tend to overwhelm the experts with

unneeded notifications.

We find here the main reasons behind the start of our work. We need an alternative
approach for detecting automatically possible anomalies in the cloud infrastructure, in
order to avoid the negative aspects of the previous methods used for alerting and to
benefit from all the data we are able to capture from the hypervisors. Our approach
is based, indeed, on Machine Learning techniques. We want a system not driven by
predefined rules, but by the data itself. Our new system, in particular, makes use of
unsupervised methods because of the lack of an adequate number of labels. Moreover,

having an unsupervised approach reduces the costs in general, doesn’t need to have new
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labels if the infrastructure evolves, and optimizes the system for future uses also for

slightly different use cases.

The mentioned Machine Learning models we are considering are defined as AD algorithms
(Section 2.3) and the time series that we get from the hypervisors’ metrics will be our
inputs (Section 2.4). In particular the models used by our system and considered in
the experiments will be three, coming from two different families of algorithms. We will
consider, from the family of traditional statistical models, the Isolation Forest, explained
better in the section 2.4.1. On the other hand, from the family of Deep Learning models,
we will consider the LSTM-autoencoder and the GRU-autoencoder, explained better in
the section 2.4.2.

1.2. Motivations

Given the context of the project, it is also important to understand the specific target
problem that we want to solve. We analyze here the scenario in which our system will

work, and we highlight the motivations of our study.
The typical series of events we are focusing on is the following:

1. An hypervisor starts to have some kind of problems. The possible problems’ natures
are many. For instance, it is possible that a particular VM is consuming too many
resources, or the disk can be in its degrading phase. The specific reason is not

important for our case study, we only care about the detection of those anomalies.

2. After a not well-defined period of time, the problems of the hypervisor have a noticed
impact on one or multiple users. Also here many scenarios can be true. It is possible
that some experiments are producing wrong results, or that they are taking more
time than usual. Maybe some experiments can not even be run because of some
hardware error, or perhaps, a service breaks and the related users start to encounter

1ssues.

3. After one or more of those episodes, the afflicted user will create a ticket in order
to report the issue. These kinds of tickets will propagate until reaching one of the

CERN cloud service managers.

4. The cloud manager who takes charge of the ticket will try to get to the source of
the problem described by the user, finding also a way to solve the issue. Also here
we have many different ways to solve these kinds of situations, but again, we are

not really interested in this aspect.
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5. After the changes are done by the cloud manager, the user is notified and the metrics
of the problematic hypervisors are monitored to understand if the problem is finally

solved.

As you may already noticed, all those steps require the coordination of many services and
many people. Moreover, it takes a lot of time from the beginning of the anomaly to the
final resolution of the issue, and in particular, this time is totally lost with respect to the

hypothetical service down or to the experiment that couldn’t continue.

The Anomaly Detection (AD) system proposed by the work of this thesis aims, indeed,
to cut all those steps, trying to detect anomalies during the first step, before any service
or any user is really affected by it. The keyword of this approach is prevention. Instead
of solving reported issues, the goal is to prevent problems by checking if any anomaly is

present in his early stages.

In the CERN cloud, a prevention system is already implemented, but it is not enough.
Indeed, as mentioned in the previous section, the monitoring infrastructure used by the
cloud managers offers a threshold-based alarming system able to alert and notify them
in case a specific metric of a machine goes above a specific value. However, even if this
method is the simplest possible one, and even if it is, after all, a good way to identify
extreme anomalous cases, it has many weak points that motivate us to implement a new

data-driven system for the AD purpose:

e The threshold-based alarms are related to single metrics. On the opposite, our
system considers a multi-variate context where the combination of many metrics

can identify an anomaly, especially in the early stages of the possible issue.

e The thresholds are static values that must be decided in advance. This is a wrong
approach from many different points of view: different metrics need different thresh-
olds, with the evolution of the infrastructure also the threshold should change ac-
cordingly, and if a specific metric of a hypervisor is high and very close to the

threshold, but not above it, there is no notification.
e The described system is not able to give a ranking of the anomalies.

e The managers have to check every single metric plot to understand the situation
and, moreover, a hypervisor can be duplicated in many of the visualization plots if

more than one metric is above the thresholds.

e Last but not least, everything about the alerting system is decided by the managers
of the cloud and it is only driven by the personal experience and not by the data
and by the statistics of the cloud itself. With our AD System, on the other hand,
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we can benefit from the potentiality of both those two aspects.

A different approach using a data-driven model can overcome those issues. The Machine
and Deep Learning models that we will take into consideration give us the possibility
to use a multi-variate representation of an undefined number of metrics characterizing
the specific hypervisor. We have to decide anyway a specific threshold to be used for
having a binary output, but we can also avoid this last step and have a ranking of the
anomalies, being more flexible and helping the managers in the prevention of possible
issues. Furthermore, the output of the system can be visualized in a single dashboard
or even in a single plot, making it easier to check the results. Finally, the models don’t
really need specific values to be decided, they look at the statistics of the data and they
decide the underlying logic to be applied following those and not expecting inputs from

the managers.

It is clear that such a model can really help. It can bring a lot of value to all the data that
the data center is able to generate, and it can be a game-changer regarding the prevention

and the detection of anomalies.

1.3. Methodology

The solution for building a system able to perform an AD task may seem easy, but the
complexity given by working with the CERN infrastructure, by the amount of available
new data every day, and by the constraints about frameworks and services to be used,
makes it more difficult than expected. For this reason, it is crucial to specify our method-
ology, in order to both understand the steps that led us to the final solution and follow
the thesis Chapters.

We can divide the methodology into 2 main parts. The first is about our focus on building
such a system. The second is about making experiments for finding the best solution

regarding the system itself, and for giving theoretical results.

1.3.1. Methodology: AD System

The approach for building the AD system is based on different aspects, following features
of Design Science and Software Engineering. We present some of them in the following
list.

¢ Encapsulation: we want that every step of the system is enough encapsulated to
work without the need of the other ones, despite those steps that are logically before

it. Moreover, we want to be able to easily understand if a specific step is broken or
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not. Indeed, an easy way to debug should always be at the center of a project that

is expected to last months or years.

e Versioning: a versioning framework is needed for being able to have the code
always updated, and for having a way that makes it possible to both find older

versions of the code and add new features in a pragmatic process.

e Testing: we need an environment for testing purposes. Our system, while running
in production, will interact with many different services and frameworks. In order
to not mess up with those, it is important to have a way to test the new and the

old features of the system.

e CI/CD: we don’t want to just test the whole system, but it is also necessary to
apply procedures for ensuring Continuous Integration and Continuous Delivery of
the code. In order to do it, we need to have automatic tests in our versioning

framework, being able to test single parts of our system.

e Pre-Processing: raw data can be not standardized or they can have any kind of
issues at any moment in time. A data pre-processing step is needed in order to
perform data cleaning, to choose a specific data format always used, and to be sure

to always have the same configuration without unexpected behaviors.

e Optimization: we want to optimize the operations and the resources in order to
not repeat multiple times the same kind of computations. For instance, if we have
already done the pre-processing of some data and we need them again, we don’t

want to re-process the original data, but we want to use the already processed ones.

e Pipelining: we need a pipeline going from the extraction of the initial data to
the publishing of the anomalous results. Nevertheless, this pipeline must be run
continuously with the new data that are available from the CERN central monitoring

infrastructure.

e Documentation: in parallel with the progress of the code development, it is es-
sential to keep updated the documentation. It is useful for both ourselves and other

people interested in the library or in our system in general.

Many procedures, techniques, and methods are used to guarantee those aspects: Software
Prototyping, Iterative Development, briefly shown in Figure 1.3, Performance Evaluation,
Comparative Studies, and Simulations. After all those iterative processes, we are able to
have a final pipeline able to work in a containerized way, able to produce results about
the anomalousness of the hypervisors in the cloud infrastructure, and able to run in a

testing environment with the possibility of debugging.
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Figure 1.3: The Iterative Development diagram. Because of new required features or
thanks to experts’ feedback, we had to re-think and re-implement many times the structure

of our system.

To accomplish all the goals, many services, programming languages, frameworks, and
libraries are used in a complementary manner. In the next chapters, we will focus more
in detail on all those practical aspects, understanding better the services and the reasons
that pushed us to use them. Here anyway, for summarizing those aspects and giving to
the reader some hints about how we reached the final solution, we will list some of the

tools we use:
e We use GitLab for the versioning and for the CI/CD jobs.

e For the containerization we use Docker. The Docker images are many and different
depending on the purpose of the container. For instance, the Docker images used
for connecting to the CERN services usually don’t change, while the one containing

our library changes at every new push on Gitlab.

e In order to get the performance metrics, the Collectd service is used. It takes
the time series from the hypervisors and saves the data using HDFS, the Hadoop
Distributed File System.

e From HDFS we are able to process the data thanks to Apache Spark.

e The machine and deep learning models are implemented in Python using many

libraries including Sklearn, Pandas, PyOD, and TensorFlow.
e The results are published from Fluentd to FElasticSearch with a logging mechanism.

e From FElasticSearch we visualize the final dashboard on Grafana or on Kibana, from

where the cloud managers can consult them and send us the feedback.
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e All the pipeline process is orchestrated and scheduled with Apache Airflow.

e The system runs in a virtualized environment created using the CERN cloud Open-
stack service itself. For instance, the machine on which our pipeline run is between
the machines inspected by our system, being part of the cloud infrastructure under

study.

1.3.2. Methodology: Experiments

In order to make experiments we used many of the techniques, tools, and procedures we
saw in the methodology of the system. However, it is important to clarify some aspects

that were mainly driven by the need for those experiments.

The first important distinction is the use of an interactive approach for writing the code.
For the experiments is often crucial to be able to modify the code and the functions
in the easiest possible way. Clearly, especially in terms of production, having a library
with a versioning framework behind it is necessary, but still, it is not the best option in
terms of flexibility. For those reasons, we decided to use a Python Notebook environment
for all the work concerning experiments. In particular, we used the SWAN (Service for
Web-based ANalysis)! framework: it is a CERN-based service and it allows interaction
with the other services we are interested in. For instance, we want to connect to the
CERN Spark cluster for the processing of the data, or we want to connect to the CERN

FOS Storage framework in order to have compatibility with the operational system.
SWAN is used also for other purposes:
e to show to other colleagues, teams or departments the work done for this project,

e to make it possible for others to interact with our library or to consult our results,

and
e to debug our library and to develop new features.

Secondly, we don’t need only a tool to launch our experiments, but, most importantly, we
need a labelled dataset for evaluating the different models or approaches we want to test.
This is a crucial point, and moreover, the lack of annotated datasets related to our specific
use case makes this even more important and time-consuming. The final decision is to
create our own dataset using the CERN original data, with the constraint of reducing to

the minimum the bias of the labels.

There is nothing more to add to the methodology related to the experiments. Despite

Thttps://swan.web.cern.ch /swan/
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the use of SWAN and the new dataset, we used the same other tools implemented for the
system, with the only difference that our experiments are driven by a systematic literature
review, statistical hypothesis formulations, and mathematical modeling fallowing those

hypotheses.

1.4. Contributions

During the project we were able to finalize many outputs that can be useful, in particular
at CERN, for other users, other future students, and other teams that aim to solve similar
problems. Moreover, we brought also contributions related to the performance of three
AD models with respect to a unique cloud computing case study as the CERN one is.
We also bring results related, more in general, to which preprocessing steps are better in

a multi-variate context for this kind of objective.

All the contributions of this work, and especially all the details about them, will be
clearer going ahead with the reading. However, here we want to give a comprehensive
list of the goals that we achieved, in order to allow the reader to know what the project’s

accomplished intentions and objectives are:

e AD library?: before anything else, in whatever project, a library to be used in
systems and experiments is necessary. This was also one of the main contributions
of the previous work [2]. We started from it, improving the potentialities offered by
the functions, generalizing them, and fixing all the bugs we found. The library is
also used by other teams at CERN and by other people in different contexts. For
instance, in the University of Victoria, Canada®, they adapted our library for their

use case.

One of the most important aspects regarding the code is the ability to use specific
parameters for the specific use of the functions. During the software engineering
phase, the focus was always the minimization of the hard-coded parameters, in
order to make it possible to use the library for other case studies. Furthermore, it is
important to highlight that this library includes many functions related to the data
science field. For instance, we have functions for data processing or data inspection,
for including personalized Machine Learning models in the core of the system, for
specifying which parameters and fields are needed in the results publishing, and for

testing purposes.

2https://gitlab.cern.ch /cloud-infrastructure/data-analytics /- /tree/qa-v0.4/
3http://hepredocs.phys.uvic.ca/reports/kamel-wtr-2021.pdf
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e Daily operational AD system: after the creation of a modular, scalable and
parametric library, the contributions of the project include the pipeline that we run
automatically every day. The pipeline is in charge of computing the anomalous
scores of the hypervisors included in the cloud infrastructure under study. This
system is not only able to compute those results, but it optimizes the resources
consumed, and it also publishes the scores using the same CERN monitoring frame-
work used by all the users and managers involved in the cloud operations of the

organization.

e Evaluation dataset: as already said, in order to make experiments, we need to
create a labelled dataset. This is one of the main contributions because it doesn’t
only make possible all the theoretical work of the thesis, but it also sets the stage for
future experiments or future dataset extensions. Furthermore, this dataset can be
anonymized and published for other external experiments, or for public challenges
following, for instance, the Kaggle* format. Its importance, given the lack of labelled
datasets in contexts like ours, actually increases. There are not many datasets
dealing with multi-variate performance metrics related to cloud computing machines
providing general usage resources. These kinds of data centers are often owned by
big tech companies, and usually, they don’t share data related to their servers’

metrics.

e Performance results and comparison of the systems: the last contribution is
related to the experiments we run on the evaluation dataset. We show empirical and
quantitative results, highlighting the improvements that the new system brings to
the CERN cloud use case. In particular, we present the pros and cons of the models
that we run in the system, emphasizing the performance with respect to complexity,
needed time for train or inference, and efficiency in finding anomalies. In addition,
we benchmark the proposed models against the previous CERN alerting system,
showing that both the individual models and the ensemble strategies outperform it
in terms of True Positive Rate, for the given False Positive Rate required by the

data center’s operators.

1.5. Structure of the Thesis

As last part of the introduction let’s introduce the next chapters mentioning briefly the

topics included in each of them:

“https://www.kaggle.com/
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e Chapter 2, State of The Art: here we will mention the major topics related to
our thesis. In particular, we talk about cloud computing and how it is implemented
in the CERN context, about the AD task and how it is implemented in the multi-
variate time series context, and about the details of the specific models we will

inspect and investigate.

e Chapter 3, Proposed Solution: here we will present our solution, formulate the
problem, and show details about the data processing we need to perform and about

the architecture of the daily operational system.

e Chapter 4, Implementation Details: in this chapter, we will go deeper into the
design decisions of our solution. While in the previous chapter we mention the main
points regarding our system, here we see some detailed scenarios where our system
is needed, some background information about the project, the requirements of the

system, and the related design choices.

e Chapter 5, Evaluation Dataset: after describing everything about our solution,
we present the evaluation dataset that we created for running the experiments. In

particular, we focus on the rules we used to have unbiased labels.

e Chapter 6, Experiments: here we will present and discuss our experiments and
the related results. Moreover, we will introduce the metrics we use to assert the
performance of the model and the parameters we decided to use for both the system

and the experiments.

e Chapter 7, Conclusions and Future Work: finally, in this chapter, we will
summarize the work of the thesis with a conclusion and we will talk about possible

future work related to our system.

e Appendix A, Detailed Results: the first appendix is about the figures related
to the results that can not be included in the main text because of their dimensions.
Moreover, they are not fundamental to get the main messages we want to pass
in the discussion of the results. However, we include them in this appendix for

completeness.

e Appendix B, Code Snippets: the second appendix shows some snippets related

to the code of our library.
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2 ‘ State of The Art

We approach the work of this thesis presenting the state of the art of the different entities
composing our problem. In particular, we will go through the concepts of cloud computing
and Anomaly Detection (AD), focusing on the aspects more important for us. Moreover,
we want to learn more about the input data we will work with, about the expectations
in a cloud computing environment, and about the most used unsupervised AD models in

multi-variate settings.

The majority of the information we group here comes from research papers and studies
about these topics. For instance, we will get most of the information about cloud comput-
ing from [3-6] and most of the details about different unsupervised techniques to perform

Anomaly Detection from [7-10].

2.1. Cloud Computing

Thanks to the fast development of processing technologies, storage capabilities and Inter-
net connectivity, we can rely on cheaper computing resources with better performance and
in general more available than before. The result of this transformation is the transition
to a new standard called cloud computing, in which resources like storage, memory or
computational power are provided through the Internet and the users can utilize them as

general utilities requesting or releasing them in an easy way.
The advantages for the end-users are many, and the main important ones are the following;:

e Higher scalability: the cloud service can be expanded easily, and it is possible to

be more transparent from the usability point of view.

e Easier access: the hosts in the cloud infrastructure are generally web-based and
this means they are easily accessible through different devices with the only necessity

of an Internet connection.

e Reduction of risks: the user doesn’t have to think about possible hardware failures

or about any possible problem related to the cloud infrastructure.
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We can also define cloud computing as referring to [11]: Cloud computing is a model for
enabling convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly

provisioned and released with minimal management effort or service provider interaction.

Moreover, we can associate many technologies already known and used before to this new

standard:

e Grid computing: the paradigm that consists in coordinating the resources in order
to achieve a specific computational goal. Cloud computing is similar to this, but, to
provide dynamic and shared resources, we have one more step by using virtualization

at the hardware and at the application levels.

e Virtualization: the technology that allows to abstract the majority of the details
about physical hardware and that provides the possibility of using virtualized re-
sources giving more flexibility to the user applications. A virtualized server is called
a Virtual Machine (VM) and usually, there are many different VMs running in single
physical hardware called Host or Hypervisor.

e Autonomic computing: the paradigm that aims at having self-managing comput-
ing systems, capable of reacting possibly without any human intervention reducing

the management complexity of the system.

Cloud computing shares some features with those technologies, but it also offers particular

further benefits. They can be summarized with the following aspects:

e Shared resource pooling: the infrastructure offers a pool of dynamically assigned
computing resources. This kind of assignment capability allows flexibility to the

provider and to the end-user, managing the resource usage in an optimized way.

e Geo distribution and ubiquitous network access: as already mentioned, ac-
cess to cloud infrastructures is guaranteed by the use of the Internet as a service
delivery network. Moreover, cloud computing is also based on the fact that the
infrastructure is distributed and that it consists of multiple data centers located in

different locations around the whole globe.

e Dynamic resource provisioning: cloud computing differs from the traditional
computing model also for the capability of providing and releasing computational
resources on the fly. In the previous paradigms, resources were provided according

to peak demand.

e Self organizing: the management of resource consumption follows the real-time
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needs of the users. This yields high agility enabling a fast response to changes in

service demand.
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Figure 2.1: The different levels of the cloud computing architecture 13,

Finally, we can also visualize the architecture of cloud computing by looking at the dif-
ferent layers of it in Figure 2.1. We can identify 4 different layers. Going from the lowest

to the highest level we have:

e Hardware layer: managing physical resources including physical server, routing
devices, power and cooling systems. We can refer to this layer talking about the data
center, considering a set of thousands of servers organized in racks and connected

between each other through switches and routers.

e Infrastructure layer: creating a pool of computing and storage resources using
virtualization. Essential layer that provides key features thanks to the partitioning

of physical resources.

e Platform layer: handling operating systems and frameworks on top of the infras-
tructure Layer. Usually, there is API support for the implementation of the different

aspects needed by the running applications.

e Application layer: running the actual applications. They have more features,
better performance and flexibility thanks to the decoupling of the lower layers and

to the modularity properties they have.
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2.1.1. Performance Metrics

Going deeper into the topic of cloud computing, it is important to understand which
metrics are involved. After all, they will be, in one way or the other, the inputs of our ML
models and it is critical to know them. In [5] we have a complete list of all the metrics we
can have, depending on the different paradigms we are interested in. On the other hand,
we can be interested in evaluating commercial cloud services. In [6] we can find all the

metrics for that purpose.

It probably doesn’t make sense to list every possible metric, but it is fundamental to
mention some of them in order to understand the next chapters, especially the ones

related to the Monitoring of cloud services:

e Resource utilization: the percentage of resources (CPU, Memory, Bandwidth, ...)

needed for the current workload.
e Resource load: the number of tasks waiting in the queue for utilizing the CPU.

e Maximum running resource: the maximum number of resources used in a spe-

cific setting.

e Response and delay time: numbers defined by the difference between the time

of a sent request and the time of the processing of it.

e Network congestion: the incoming and outgoing network load, usually in terms

of requests per second.

e SLA violation: the percentage of tasks having a delay time above a certain thresh-
old.

Let’s remember that this list is just a generalization and that, as we will see later on,
each general aspect we are listing here is usually translated in different multiple low-level

metrics. Those, defined by the time series, will be used as inputs.

2.2. Cloud Computing at CERN

We saw what we mean by talking about cloud computing and we listed general properties,
architecture aspects and metrics which evaluate the performance. However, the complex-
ity of the topic is also given by the fact that every use case differs from the others. Different
companies or organizations implement different solutions to follow the cloud computing
paradigm using various technologies. cloud services can be private, public or hybrid, it

is possible to use commercial services or to build our own cloud and moreover, and, for
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every segment of the service, there are many available technologies with their own pros
and cons. Being this project focused on the CERN use case, it is important to understand
how cloud computing is implemented, which technologies and frameworks are used, and

which features or limitations we have.

In [12] we can find, for example, information about the history of the cloud infrastructure
at CERN. In particular, the paper, published in 2015, goes deeper in the details on
which experiments the cloud team did, and on which results they had comparing different
possible solutions for supporting the ATLAS experiment from a resource provisioning
point of view. Anyway, it is probably better to focus on more recent information about

the cloud computing at CERN and especially to review the main aspects described in

[13, 14].

2.2.1. OpenStack

Nowadays, at CERN, the selected cloud software to be adopted is OpenStack!, an open-
source cloud computing infrastructure software. It is an laaS (Infrastructure as a Service)
project and it is one of the most used in the field by many major companies. Firstly, the
resources offered from the cloud team were mainly VMs and related attached volumes.
Thanks to the improvements to the availability and to the increasing number of provided
features, the cloud infrastructure is able now to offer also services like containers or

network components.
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Figure 2.2: The overview dashboard of the CERN OpenStack cloud. It is possible to
understand how many physical and VMs are in the data center and the amount of data

processed by the cloud computing infrastructure.

Thttps: //www.openstack.org/
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The servers run CentOS? 7 and, after an extension in 2013, they are distributed into two
different data centers located in Meyrin (Geneva, Switzerland) and Wigner (Budapest,
Hungary). For management purposes, they are grouped into cells and then aggregated in
a more scalable architecture. Thanks to this structure, it is possible to operate several
cells, and it is easier to quickly grow the infrastructure with the changing demand of
computing power. These machines are used for many purposes at CERN, some of the

main use-cases are:

workloads related to various experiments (LHC, LHCb, ATLAS, CMS [15-17]),

schedule of the CERN Batch nodes [18],

Continuous Integration and Development of the different teams’ projects, and

personal VMs for test purposes.

2.2.2. Monitoring Metrics at CERN

Once again, it can be useful to linger on the monitoring metrics. In particular, we want
to highlight how they are managed in the CERN cloud infrastructure and which ones are
used. In order to monitor the cloud, many services and technologies are used. In [19] we
can find insights about them and about the whole pipeline going from the data sources
to the metrics visualization, shown also in Figure 2.3. We are especially interested in
understanding which is the technology that permits us to get those metrics, and we want

to be aware of what each plugin is about.
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Figure 2.3: The monitoring pipeline and the related technologies used at CERN [19],

The first step of the monitoring pipeline is to provide a standard and solid data flow of

Zhttps://hub.docker.com/ /centos/
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those metrics. This task is accomplished by Collectd®. It is installed on all the nodes,
and it gathers and sends all the metrics (defined in 1.1.4) to the central infrastructure,
in order to permit all the possible next steps of the pipeline. Furthermore, it is used to

collect I'T services logs, generating almost 1 TB of data per day.

The collection of the metrics time-series allows the I'T service managers to perform also

additional operations like:
e configuring more metrics and developing new specific ones,
e building service dashboards to provide real-time indicators to be analyzed, and
e creating custom alarms in order get notified if something is wrong.

Finally, the list of the main plugins used in the CERN cloud infrastructure can be visual-
ized in the Table 2.1. The complete list of all the possible plugins collected from Collectd
can be found here*, but we want to focus our attention to the most important ones with

respect to our use case.

2.3. Anomaly Detection

The next main topic of the thesis, after cloud computing, is, of course, Anomaly Detection.
Indeed, if cloud computing is the main context of our use case, the detection of anomalies
is what we are doing from the practical point of view, and it is fundamental to understand
all the possibilities that there exist to comprehend how this task can be tackled. In the

next paragraph, we will refer mostly to [7-10].

Anomaly Detection refers to the problem of finding patterns in data that do not conform
to expected behavior. These non-conforming patterns are often referred to as anomalies,
outliers, or exceptions depending on the different application domains. For instance,

anomalies and outliers are the two terms commonly used in our context.

The task of detecting anomalies finds use in many applications such as fraud detection in
financial settings, insurances, fault detection in safety-critical systems or military surveil-
lance [7]. Anyway, before going deeper into the detection mechanism, it is essential to
understand in the first place what are these anomalies. The definition of anomaly is often

subjective, but, at the same time, it affects all the project.

Given a well-defined notion of normal behavior, anomalies are patterns in data that

do not follow that notion. Those anomalies can be there for several reasons including

3https://collectd.org/
“https:/ /wiki.opnfv.org/display /fastpath /Collectd+Metrics+and+Events
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Plugin Type Type Instance Description
percent idle Time CPU spends idle.
. Time the CPU has spent
CPU percent mnterrupt servicing interrupts
Time that the CPU spent
percent system running the kernel.
percent wait The time the CPU spends idle while
waiting for an 1/O operation to complete.
Time CPU spends running
percent et un-niced user space processes.
i dronped in /out The total number of
Interface —1OPP received /transmitted dropped packets.
 octets in /out The total number of
- received /transmitted bytes.
memory buffered The amount, in kibibytes, of
temporary storage for raw disk blocks.
Memory memory cached The amount of physical RAM, in
kibibytes, left unused by the system.
memory free The amount of physical RAM, in
kibibytes, left unused by the system.
Total amount of usable RAM, in kibibytes,
memory total which is physical RAM minus a number of
reserved bits and the kernel binary code.
Time spent doing I/Os (ms). You can treat
disk io time io time this metric as a device load percentage (Value
Disk of 1 sec time spent matches 100% of load).
. . The number of read /write
disk_ops read/write operations issued to/the disk.
pending ops - The queue size of pending /O operations.
Switches switches i Number of context.switches
done by the operating system.
Load average figures giving the number of
load shortterm jobs in the run queue or waiting for disk I/O
Load ;
(averaged over 1 Minute).
Load average figures giving the number of
load longterm jobs in the run queue or waiting for disk 1/0

(averaged over 15 Minutes).

Table 2.1: The main Collectd metrics used in the CERN cloud infrastructure. The metrics

in bold will be the ones used for our system.
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malicious activities or spontaneous failures. In Figure 2.4 we can find an example in two
dimensions. In particular, we can notice that the majority of the data is distributed in
two bigger clusters (N; and Ny), while, on the contrary, some of the data points are more

distant from the others and not inside those 2 groups (01, Og, O3).

Here comes the subjective aspect. O, Oy and O3 can all be defined as anomalies, but it is
possible, for instance, considering the points in O3 not anomalous, because a new cluster
is forming there. Another case consists in considering O, not anomalous because not so

much distant from the main cluster.

AV

01

Figure 2.4: Various examples of anomalies in a 2-dimensional hyperspacel.

The definition of what is an anomaly is of primary importance to decide the methods and
algorithms we can use for the AD task. Generalizing this concept, there are several kinds

of possible anomalies that we might want to detect:

e Point anomalies: the simplest type of anomaly, when we can consider anomalous

an individual data instance.

e Contextual anomalies: an anomaly given by a specific context, where the context
can be induced from the structure of the dataset. For instance, two data points with
the same attributes’ values can differ from the anomaly point of view because of

their different contexts.

e Collective anomalies: an anomaly given by a set of data points’ values. The
single data point value, in this case, doesn’t matter at all. Only if other correlated

points have certain values, we define that group of data points as anomalous.

Moreover we have also different type of AD depending on the labels availability of our

dataset:
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e Supervised AD: when there are enough labels for training a model. There are
two main issues in this case. Firstly, the anomalous labels will always be far fewer
with respect to the normal ones, having all the problems that come with unbalanced
datasets. Secondly, in real applications and use cases, it is very difficult to label
anomalies with great precision. In general anyway, once you have good labels for
the anomalies, there is no need to use special models, and usually, it is “just” about

building a predictive model.

e Semi-Supervised AD: when there are enough labels of normal data. The strategy,
in this case, is to build a model learning only from the normal data and to use such

a model to discover anomalies in the test data.

e Unsupervised AD: when there are no labels. This is the most common case
because of the general difficulty of collecting good labels about anomalies. In addi-
tion, adding to the training dataset some of the anomalies from the test data, also
semi-supervised techniques can be used in the same way. There is an important
hypothesis anyway to consider. In the case of Unsupervised AD, we assume that
normal instances are far more frequent than anomalies in the data. If this is not

true, there will be many false positives.

2.3.1. Anomaly Detection Techniques

After the understanding of the general purposes of the AD task, we should focus on the
various categories of techniques that it is possible to apply and implement, looking also

for their pros and cons.

Classification Based Techniques

Classification means that there is a model capable of learning from a labelled dataset and
of distinguishing from normal and anomalous data in the testing phase. In particular, we
have multi-class techniques, in the case that the given problem has many normal classes,
or one-class techniques, in the case the given problem has only one normal class. We can

visualize the difference in Figure 2.5.

In this category, we find many possible models. Some of them are Neural Networks,
Bayesian Networks, or Support Vector Machines. Usually, the testing phase of these
algorithms is very fast and, using the right dataset, the models can be very efficient in
distinguishing anomalies and normal data. On the other hand, it is not easy to have a

good dataset, and moreover, in the testing phase, we get in output a specific label, while
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Figure 2.5:  Examples of multi-class and one-class problems in a 2-dimensional

hyperspacel.
sometimes we are interested in values indicating the anomalousness probability.

Nearest Neighbors Based Techniques

In this case, the assumption is that normal cases occur in dense neighborhoods while
anomalies are distant from these groups. Surely, in order to use these algorithms, we have
to define a distance, usually positive-definite and symmetric, and we have to implement
different methodologies with respect to continuous and categorical attributes or to multi-
variate instances. The algorithms that use this type of technique can be divided into two
main groups: the ones using the distance of a data instance to its ky, nearest neighbor,

and the ones computing the relative density of each data instance.

This class of techniques doesn’t assume anything about the generative distribution of the
data points, they can perform better in the case of semi-supervised adaptation and it is
easier to use different data types if it is possible to define a distance. However, these
models don’t work properly if the normal data points don’t have close normal neighbors,
or if the distance is not well-defined with respect to the problem. Another issue is related
to computational complexity. Indeed, computing the distance between each test instance
and all the other instances belonging to either the test data itself or to the training data,

leads to a O(N?) complexity.

Clustering Based Techniques

With clustering techniques, it is possible to group similar data in specific clusters, usually
without the need of labels. There are different clustering algorithms for different use cases,
depending on the assumptions on the data distribution. There are three main potential

assumptions we can find:
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e Normal data instances belong to a cluster in the data, while anomalies either do not

belong to any cluster.

e Normal data instances are close to their closest cluster’s centroid, while anomalies

are far from theirs.

e Normal data instances belong to large and dense clusters, while anomalies either

belong to small or sparse clusters.

Given a specific assumption, we can use specific algorithms for that case. These models
can work in an unsupervised manner, they can adapt for different data types and the
computational complexity in the testing phase is low, because we always assume to have
a low number of clusters. Unfortunately, we have also several drawbacks including a
high dependency on the underlying clustering algorithm, no specific AD optimization, a
big training phase complexity, reaching O(N?2d) in some cases, misbehavior in case the

anomalies form clusters themselves.

Pure Statistical Techniques

In this category, we find all those techniques and strategies using the underlying assump-
tion that normal data instances occur in higher probability regions of a stochastic model,
while anomalies occur in lower probability regions of the same model. The idea is almost
always based on fitting a model in order to learn the normal data behavior and then, to
see in the test phase how good is the model to predict. For instance, the hardest is the
prediction, the more probable is for the specific data point to be an anomaly. This is the
case where we find the greatest number of different possible models. In particular, we

have:

e Parametric techniques: here the normal data are assumed to be generated by a
parametric distribution with parameters © and probability density f(x, ©), where z
is an observation. The anomaly score of a test instance z; is the inverse of f(z;, ©,,),
where ©,, are the parameters estimated from the model given the data. Here we
find Gaussian-Based models, Regression-Based models, and models using a mix of

different Parametric Distributions.

e Non-parametric techniques: in this case, the model is not defined a priori. We
only use the data are used and fewer assumptions are made. In this category, we

find Histogram-Based and Kernel-Based models.

The advantages of statistical techniques are the fact that they have a well-defined confi-

dence interval for the predictions, they are generally accurate if the distribution hypothesis
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is valid, and they can be used for unsupervised techniques. On the negative side, there are
the assumptions themselves, the difficulty on choosing the right hypothesis test statistics
to be used, and the fact that some of the models don’t perform well in multi-variate

settings.

Deep Learning Techniques

In the last years, many Deep Learning (DL) models are being developed, studied and
improved. Such models found also place in the AD task, where they are usually promising
with respect to the normal ML models because of the ability, for instance, to reduce false
positives, to find temporal dependencies between different attributes, or to not be infected

from the possible noise of the test instances.

In Figure 2.6 the major techniques of this kind are shown. We can also identify, starting
from the general idea of DL methods, three different more precise sub-categories: DL for
feature extraction, Learning feature representations of normality and end-to-end anomaly

score learning [10].

/" Deep learning for feature ™,

. extraction J Autoencoders

Generative adversarial networks

Generic normality
feature learning
Predictability modeling

Self-supervised classification

Learning feature \
repi i of normality /

Distance-based measures

N " : I
y measure-dependent [o] lass classification measures
feature learning

Ranking models Clustering-based measures

Prior-driven models

r"’-'End-to-end anomaly score"\.,
learning /
— Softmax likelihoold models

End-to-end one-class classification

Figure 2.6: Taxonomy of the main DL AD Techniques!*!.
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2.4. Anomaly Detection on Time Series

After an overall look at the general AD task, it is also important to focus on the specific
use case of time series. Indeed, at the CERN data center, almost all the monitoring
data received can be considered time-series and therefore, we must go through those AD
models’ adaptations that make it possible to use these kinds of input for accomplishing

our desired goal.

In [20-23] it is possible to find a lot of information about the topic. In particular, we find
details about dealing with discrete sequences where multiple problem formulations could
be valid, building new proposals to improve speed and accuracy, using autoencoders or
dealing with IoT time series. The strategies to handle time series are many and they all

depend on the specific use case.

In our case, we focus on studying two main kinds of algorithms coming from two different
worlds of AL. From the family of “traditional” ML models, we will focus on Isolation Forest
[24], also called iForest or, even shorter, IFOR. From the family of DL models, we will
focus on autoencoders. In particular, the autoencoders that use LSTM [25] and GRU
[26] units. In the following subsections, we analyze these models more in-depth and, in

particular, how they work in the case of time series inputs.

2.4.1. Isolation Forest

The idea at the basis of this model is that a tree structure can be constructed effectively
to isolate every single instance, having isolated anomalies closer to the root of the tree

and normal points, being probable part of a cluster, more distant from it (Figure 2.7).
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Figure 2.7: A practical example of how the iTree divides the space isolating anomalies
faster than normal data pointsi?4. Indeed, x; will need more divisions of the space to be

isolated, and, on the other hand, x, will just need 4 divisions to be isolated.
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This isolation characteristic of the tree forms the main support to the method. We call
this tree Isolation Tree or iTree. The Isolation Forest builds then an ensemble of iTrees
for a given data set, then those instances which have shorter average path lengths on the
iTrees are considered anomalies. One of the main aspects is the low number of variables of
the method, indeed we can just select the number of trees to build and the sub-sampling
size. Algorithms 2.1 and 2.2 show how the I[Forest is built, Algorithm 2.3 shows how, given
an iTree and a data point, the path length used then in the anomalous score formula is

computed.

Algorithm 2.1 iForest(X,t,0)
Input: X - input data, ¢t - number of trees, 6 - subsampling size
Output: a set of t iTrees

1: Initialize Forest

2: Set height limit [ = ceiling(log20)
3: fori=1tot do

1. X « sample(X,0)

5. Forest < Forest U iTree(X',0,1)
6: end for
7. Return Forest

Every iTree will have maximum height equal to [ and the union of those iTrees will be
the final [Forest.

Algorithm 2.2 iTree(X, e,l)
Input: X - input data, e - current tree height, [ - height limit
Output: an iTree

1. if e > [ or | X| <1 then

2:  Return exNode{Size < | X|}

3: else

4:  Let @) be a list of attributes in X

5. Randomly select an attribute g € )

6:  Randomly select a split point p from max and min values of attribute g € X
7: Set height limit | = ceiling(log.)

8: X« filter(X,q < p)

9: X, « filter(X,q > p)

10:  Return inNode{Left < iTree(X;, e+ 1,1),
11: Right < iTree(X,,e+ 1,1),
12: splitAtt < q,

13: splitValue < p}

14: end if

For building every iTree, a recursive function is used. It starts from the root and it

continues until the height doesn’t reach the maximum or the singular data point. Every
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division is totally random. The ensemble of the different random iTrees, in this way, will

then work on the statistical expectations of the attributes.

Algorithm 2.3 PathLength(z,T,e)

Input: x - an instance, T" - an iTree, e - current path length; to be initialized to zero
when first called

Output: path length of x

1: if T is an external node then
2:  Return e + 2in(T.size — 1) — (2(T.size — 1) /T.size)
3: end if

4: a < T.split Att

5. if x, < T.splitValue then
6: Return PathLength(xz,T.left,e+ 1)
7: else

8:  Return PathLength(x,T.right,e + 1)
9: end if

The PathLength function is the standard one used for tree structures, but it is recursive
and it uses an adjustment term. The fundamental part is the anomalous score computa-
tion. Given an inference data point, the lower the expected distance from the root is, the

more the point is anomalous.

In [27-29] it is possible to find some examples of how Isolation Forest can be adopted
on use cases where time series are involved. The main approach is based on the use of a
window with length w, and on considering all the data points of a given univariate time
series inside that window. This, indeed, will be the approach used also in the thesis, with
some peculiarities given by the unique use case and by the type of anomalies we search

for.

2.4.2. Autoencoders

Autoencoders are unsupervised learning techniques where we adopt neural networks in
order to perform representation learning. In particular, as shown in Figure 2.8, the
neural network architecture imposes a bottleneck that forces a compressed knowledge
representation of the original input. The model assumes that a sort of structure in the
data exists, for instance, that there are correlations between some input features. If
this is not true, having totally independent input features makes the compression and

reconstruction a very difficult task.
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Figure 2.8: Typical architecture of an autoencoder. On the left we have the input layer
composed of N neutrons, meaning that every instance of our dataset will be composed
of values in N dimensions. In the middle, we have the classic bottleneck layers. Here
we have fewer neutrons because we want to reduce the dimensionality keeping only the
remarkable features. In the end, we find the output layer, where the number of neutrons

is the same as the input.

Given an input x and the consequent output Z, autoencoders are trained by minimizing
the reconstruction error, £(x, ). In this way, the model will learn how to reconstruct the
input considering only the most important features. The bottleneck is the key attribute

of this technique because it permits to extract the main features of the data.
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Figure 2.9: Comparison between autoencoder and PCA with respect to the reduction of
dimensionality. The Principal Component Analysis searches for a linear hyperplane, the

autoencoder searches for a non-linear representation®l.
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Furthermore, as shown in Figure 2.9, neural networks are capable of learning nonlinear
relationships. For this reason, autoencoders can be seen as a more powerful generalization
of PCA (Principal Component Analysis). Indeed, what the PCA does is to discover a
lower-dimensional hyperplane that best describes the original data. autoencoders, on the

other hand, are capable of learning nonlinear relations in the data?®.

After understanding how this kind of architecture work, we must mention the way we
can use them for performing Anomaly Detection. We saw that autoencoders learn how
to reconstruct the input. We can use this property for designing the anomalous score
computation in inference time: if we use almost only normal data in the training phase,
the model will be able to reconstruct regular inputs in an accurate way, but we will have
a higher reconstruction error in case of anomalous instances [31, 32]. The reconstruction

error will be indeed our anomalous score.

Unfortunately, when time-series are involved, the simple versions of autoencoders are not
able to perform well and they need some specific preprocessing. It is usually better to use

some sort of memory unit-based model able to get in input this kind of data.

LSTM-autoencoder

The Long Short-Term Memory (LSTM) [25] is a recurrent network architecture capable
of, in conjunction with an appropriate gradient-based learning algorithm, overcoming the
problems of previous similar models related to the fact that the temporal evolution of the
back-propagated error exponentially depends on the size of the weights. It can learn to
bridge time intervals even in case of noisy input sequences, without loss of short time lag

capabilities. The unit used can be visualized in Figure 2.10.
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Figure 2.10: Structure of the LSTM cell with the related formulas.

Shttps://www.jeremyjordan.me/autoencoders,/
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Each cell’s internal architecture guarantees constant error flow, provided that truncated
back prop cuts off error flow trying to leak out. Two gate units learn to open and close

access to error flow and the multiplicative input gate offers protection from the noise.

We try to apply this approach to the autoencoder architecture. After all, we still need
a sort of network able to reconstruct the input. In Figure 2.11 we can visualize the
architecture usually adopted for the LSTM-autoencoder model. Here the autoencoder
concept is still valid and the bottleneck is given by the reduced number of LSTM units

used in the middle of the structure.
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Figure 2.11: Example of a standard LSTM-autoencoder architecture. After the learning

process, the input and output sequences should be very similar.

GRU-autoencoder

Trying to improve the LSTM performance, another unit to be used in Recurrent Neural
Networks was designed: the Gated Recurrent Unit (GRU) [26]. This unit can be visualized
in Figure 2.12.
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Figure 2.12: Structure of the GRU cell with the related formulas.
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This unit should be faster than the LSTM one and it should have slightly better perfor-
mance in general. The architecture in combination with the autoencoder concept is the

same as the LSTM-autoencoder, only the used unit changes.

2.5. Related Work and Challenges

Wang et al. [33] studied methods based on Tukey and relative entropy statistics for online
detection of anomalies in data centers, but they consider only two metrics: CPU load and
Memory. Solaimani et al. [34] proposed a Spark-based AD system for monitoring VMs in

a data center, but they use only four metrics from CPU data.

As opposed to Wang et al. [33] and Solaimani et al. [34], we study a larger number and
variety of metrics in this work, and the system we present is able, with a little change of

the configuration files, to get even more inputs if needed.

Calheiros et al. [35] have studied a dataset recorded from a real data center, considering
a larger pool of metrics from disk, CPU, memory, and network. Anyway, they use only a
single method, which is the Isolation Forest, and they really focus on the seasonality and

on the trends of the metrics.

More recently, Garg et al. [36] proposed a model for data center AD which combines a
meta-heuristic and a DL, component, but they test it on a simulated dataset where they
exclusively used network traffic data. Another line of research is concerned with cyber

security anomalies [36-38|, where mostly traffic data is monitored.

All these studies show the challenges when we talk about performing AD in data centers.
In particular, we can notice that every case is different from the others. In our cloud
infrastructure, for instance, the servers’ performance metrics don’t have any trends or
seasonality, and many different services are offered to the users, making the whole data
center very heterogeneous. Furthermore, our definition of Anomaly is based on the general

behavior of the cloud, not on the behavior of the single machine.

These details, together with the possibility of having many more metrics with respect to
the other previous works, make our study necessary for the implementation of such AD

system in the CERN cloud infrastructure.

2.6. Summary

In this chapter, we went more in-depth on the major topics related to the project of

this thesis. Firstly, we should now have a better overview of what we mean by cloud
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computing. It is the first presented subject because the whole project is about this major
field. The goal, anyway, is not about cloud computing in general, but it is about building
the best possible system for the CERN cloud use case. Because of this, it is also important
to know the details of how cloud computing works at CERN. In order to know the basics
of how building such a system, we also went into the details about the AD task, looking
at which are the objectives and understanding the different ways to perform it. Moreover,
being our case based on time series, we finally checked how it is possible to manage those
kinds of inputs, especially giving an overview of the main models we will implement and

compare in the thesis.

Finally, we presented the studies related to our work. Many papers are cited, but there are
not many studies about the specific subject of implementing and applying the previously
mentioned AI models on a use case similar to the CERN cloud one using time series

metrics in a multi-variate setting.

This will not be the first official study on this specific topic. Another thesis [2], written by
the previous Technical Student in the cloud Data Analytics team at CERN, approached
the same problem. The study reports a comprehensive comparison between the most
known algorithms and models used for performing Anomaly Detection. Moreover, in a
previous paper [1], we reported the work done in the first part of this project focusing on

the engineering aspect.

Both the previous thesis and the last publication will be at the basis of this thesis ap-
proach; for this reason here we are focusing, for instance, on fewer models, selecting the

best ones from the last study but trying to improve them.
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3 ‘ Proposed Solution

In this chapter, we present our proposed solution. We want to show the details of the
approach we used to solve the problem of building the AD system described until now.
There exist many possible solutions for dealing with the constraints of the system, but
we had to select some specific ones. Here we will explain our decisions providing, to the

best of our ability, the motivations that pushed us to make them.

A general overview of our approach can be the following: starting from the previous
related thesis work, we selected the algorithms that seemed to work better for this use
case, we tried to improve them by studying in detail the kind of inputs we can use,
the preprocessing steps and the training phase, we compared them using both experts
feedbacks and quantitative evaluations on a labelled dataset, we built a pipeline to run
the system daily and we provided a dashboard to the experts to visualize the results

produced by the machine and deep learning models.

Given this very small summary, let’s see the problem formulation, the pre-processing

steps, the actors involved and, finally, the whole architecture of the system.

3.1. Problem Formulation

We model a data centre as a set of computer clusters. A cluster C' is composed by N
servers having same hardware equipment and software configuration. Each specific server
in the the cluster is denoted by S; with ¢« = 1,..., N and generates M time series by
recording metrics related to its performance, such as the usage of CPU, memory, disk,

network, etc. We denote with

sl ={sl(t),t =T\, Ty,...} (3.1)

the time series of the j-th performance metric for the server S; acquired at the timestamps
t, where t is arbitrarily numbered from 1 to infinite. For instance, the blue lines in

Figure 3.1 show, for the same server, the time series related to disk 10 time and CPU
load.
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Figure 3.1: Dynamic range of disk 10 Time (top) and CPU load (bottom) for the servers
belonging to a same cluster in the CERN cloud infrastructure. The cluster statistics
(minimum, 25" and 75" percentile, median and maximum values) are reported, as well
as the metric value for a single server (blue curve). Each time series covers one month of

monitoring data, with a time resolution of 30 min.

All the time series {sg,i =1,...,N,j =1,... M} might be acquired at different times
Ty, T, ..., possibly with different sampling frequencies (e.g. Disk 10 Time is being ac-
quired at a frequency in the order of seconds, while CPU Load in the order of minutes).
However, we assume that all these are synchronized, namely that they refer to a unique

reference clock.

We assume that in normal operating conditions, all the time series are being generated
by a process Py which is unknown, and which we refer to as normal.! When at time 7 an
anomaly occurs in the data center, the time series are generated by an anomalous process
P4, which is also unknown and different from Py. The anomalous behavior might affect

only a few servers or a few metrics, thus we model our time series as follows:

$(t) ~ N J (3.2)
P4 if t > 7 for at least some 7, j

where we assume that time series sf that are not affected remain generated by Py even

'Here and thorough the thesis, we refer to normal as being under control, and we never mean Gaussian.



3| Proposed Solution 39

when ¢t > 7. We remark that, even though (3.2) describes a change-detection problem, we
rather refer to anomaly detection in our work since the process P, is typically triggered

by a server following an anomalous behavior.

Our goal is to design an algorithm that steadily monitors all the time series {sf 1=
1,...,N,7 = 1,... M} and that promptly reports any anomaly. To this purpose, we
assume that a training set T'R, containing a portion of the time series from all the N
servers of the cluster C, is given to configure our algorithm. T'R is not guaranteed to be
free from anomalies. However, from empiric evidence we assume that the vast majority of
TR is generated by Py, and anomalies - if any - are very rare. T'R is unlabeled, therefore

we operate in an unsupervised AD scenario.

3.2. Time Series Pre-processing

One of the most important parts of our solution consists in the pre-processing phase. For
addressing our AD problem, we have to process the time series related to the monitoring

metrics. Each server produces M time series related to its performance metrics.

The time series under study are subject to three pre-processing transformations, named
Downsampling, Normalization and Windowing. This sequence of steps is applied to the

training set T'R as well as to the upcoming data on which anomalies are predicted.

Downsampling
Given the time series sg related to the j-th acquired performance metric of the server .S;,
a new time series d/ = (d?(t1), d’(t2), d)(ts),...) is derived reducing the original temporal

resolution by averaging, namely

& (ty) = mean({s’(t) € s} | tp — A <t < t;}) (3.3)

where A is the sampling interval. Hence, the set {d},i =1,...,N,j = 1,..., M} of all

downsampled time series presents the same number of data points aligned in time.

Normalization

Each j-th metric is standardized in order to make all the metrics equally important in our
anomaly detection formulation. The standardization uses the mean p;(C) and standard

deviation ¢;(C') parameters, computed from the data of all servers in cluster C, over the
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training set T'R:

(€)= T &)

\/zz L ldf<> 1,(C))?

where T is the length of the downsampled time series in TR, N is the number of servers in
cluster C' and the definition holds Vj € {1,..., M}. Subsequently, for each server S; and
each j-th metric, the normalized time series n/ = (nl(t,),n!(t5),nl(ts),---) is computed
(1) = 1(C)
j _ d; (tk) — 1
) =)
The parameters {(1;(C), 0;(C)),Vj € {1,..., M}} are stored as part of the model, having

been computed on the training set T'R.

(3.4)

Windowing

The status of a server S; is analyzed in consecutive, non-overlapping time windows of
length L € N, which define the unit of analysis of our method. The temporal behavior
of the server S; in a window delimited by two timestamps [tg,try7_1] i conveniently

represented by the matrix of its downsampled and normalized metrics, referred as the

metric window W, € RM*L:
ni(ty)  ni(tesr) -+ ni(tesr—1)
T (3.5)
nM(ty) nM(te) oo nM(teer—1)

where n(t;) is defined in (3.4). The evolution of the server status is therefore captured
by the series {..., Wi, Wir, Wiksr,-..}.

This matrix representation is important also because it makes it possible to use algorithms
that can model the temporal dimension, for instance, it is the case for the autoencoders
models. It has also a different visual representation used to inspect data with a heatmap
plot (Figure 3.2).
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vmem_vmpage_io_memory_out

0 10 20

Figure 3.2: Heatmap representation, in grey tones, of a metric Window for a single
hypervisor. On the y-axis, the labels identify the metrics, on the x-axis we have the

timel?l,

3.3. Anomaly Detection Approach

We approach the detection of servers having an anomalous behavior in (3.2) by learning
an anomaly score function A that takes as input a window Wj;; and returns positive
scores close to 0 for W, generated by Py, and higher scores for W containing values
generated by P4. This is a rather usual approach in the literature, where the anomaly

score function is a mapping of this type:
A(): RM*E 5 RY (3.6)

that analyzes the collective behavior of all the N servers in the cluster C' and is trained
on the whole training set T'R. We detect anomalies by simply comparing A(W, ;) against
a threshold T" as follows:

1 it AW;p) >T
AD(W;;,,T) = (Wir) (3.7)
0 otherwise

The threshold I' is typically set to control the false positive rate, i.e. how often normal
windows are being considered as anomalous. In particular, I" can be selected as a quantile
of the anomaly score from a subset of windows from T'R that have not been used for

learning A.

We have considered three unsupervised methods to model three different anomaly score
functions A, (A =1,...,3), namely: Isolation Forest (IFOR), Long-Short Term Memory
autoencoder (LSTM-AE) and Gated Recurrent Units autoencoder (GRU-AE).
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Isolation Forest

IFOR [39] is an anomaly detection algorithm that identifies anomalous samples based on
how much these can be isolated from densely populated region containing normal data.
IFOR, is not naturally designed to model the temporal behavior of a multivariate time

RM*L into a vector

series, however, we concatenate the rows of each window W;; €
Wi, € RV with V.= M - L, and use this as an input to IFOR. Except for this aspect,
we use the off-the-shelf implementation of IFOR. During training, a predefined number
of data structures (iTree) is constructed by randomly partitioning 7'R. During inference,
a test window ; j, is fed to each iTrees, keeping track of the leave where this falls, which
denotes how easily w; ; can be isolated from normal data. The average depth of these

leaves is computed and used to assess the anomaly score A(w; ;) as in [39] equation (2).

LSTM and GRU autoencoders

The other two anomaly score functions are obtained by a different approach, which is
based on training a neural model to describe the multivariate time series in T'R. Each
input window W;; to be tested is reconstructed using the trained model, and we take
as the anomaly score the reconstruction error. The rationale behind this approach is
that windows generated from P4 would be poorly reconstructed from a model trained
to reconstruct windows from Py, thus would result in higher reconstruction errors than
normal windows. In contrast with threshold-based methods and IFOR, these solution
learn the temporal dynamic of the time series, thus have the potential to detect anomalous

patterns that do not result in outlying values.

In our experiments, we train two neural autoencoders [40]: one based on Long-Short
Term Memory (LSTM) [25] and another on Gated Recurrent Units (GRU) [26], which
are successful deep learning models to describe multivariate time series. More specifically,
cach window W, undergoes an additional normalization to shrink the min and max
values in a fixed range [0, 1], resulting in ﬁ//zk Then, the window Wzk is fed, one column
at a time, to the trained autoencoder AFE(-) which at the end predicts the reconstructed

window AE(W, ). The anomaly score is the mean squared error of the reconstructed

windows, which can also be written as:

AW i) = HWzk - AE(/M\/:Zk)HF (3.8)

where || X||r denotes the Frobenius norm of a matrix, namely the ¢, norm of the vector

Z of the unfolded rows.
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We tested different autoencoder architectures, either containing one or three LSTM /GRU
cells in the encoding part, and then a symmetric shape for the decoder. At the bottleneck,
each sample of the M-dimensional time series is condense to a scalar. At the end of the
architecture a dense layer is used to adjust output sizes. Note that a dropout is applied

as a form of regularization after each LSTM/GRU layer.

3.4. Ensemble

Since different machine learning models are able to learn different patterns characterizing
normal windows, we decide to aggregate the three anomaly score functions A, in an
ensemble. In order to equally weight the three scores A) and overcome issues raising from
them having different ranges, we define the detection output of each ensemble (EN.S,)
by aggregating the individual outcomes through voting strategies, i.e. by counting how
many individuals trigger a detection, thus satisfy: ADy(W,x,I'y) = 1 for a given metric

window W;

ENS(Wix) =Y AD\(WipTy) >ee=1,....3 (3.9)
A

These ensembles correspond to the implementation of the voting strategies ‘OR’, ‘MAJ’
and ‘AND’ for e = 1,...,3 respectively. In order to tune the false positive rate of the
ensemble, it is convenient to adjust simultaneously all the thresholds I'y, considering only
the values which lead to the same false positive rate for the individual models. It is worth
remarking that, with e > 1 it is often possible to relax the individual thresholds I'y, yet

guaranteeing a stricter control over false alarms for the ensembles.

3.5. Actors

Before moving on, we want to recap who are the actors of our system. They will be

needed during the description of the architecture.

We can identify 3 major actors involved in the AD system: cloud users, cloud managers
and AD system managers. In Figure 3.3 a visual scheme of the actors and their related

services is shown. A deeper explanation of the 3 groups follows.

e Cloud users: these are those employees at CERN who are, in one way or another,
tied at the cloud resources. There are many different kinds of users being part of

this class:

— People not related to the IT who anyway use cloud resources to work. For
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instance, administrative employees and students use services like FOS?, which
runs in the CERN cloud. Or, for example, the physicists working in the orga-
nization are not directly related to the cloud, but they use cloud services for

their experiments (e.g. SWAN, GitLab, ...).

— People who don’t use resources but just access some CERN web services. For
instance, the CERN websites are hosted in the cloud and if some anomalies

make them unstable, those kinds of users are not able to access the websites.

— People who work from home. For instance, for doing that, they usually need

to access the CERN Ixplus® service, which runs in the cloud infrastructure too.

— People who work in the IT department. Those employees are deeply involved
in the I'T infrastructure of the organization and they are surely affected if some

services stop working properly.

Cloud users consist of the group of people in general affected by hypothetical anoma-
lies and they are the ones who, in case of misbehavior, realize that something is

wrong and create a ticket for the cloud managers.

e Cloud managers: these are those employees who literally work on the cloud in-
frastructure. They usually are part of the IT department in the Compute and
Monitoring group, and they have special access to the cloud for management and
implementation purposes. The cloud managers are the ones who read the tickets

sent by the cloud users, trying to figure out the problem and how to solve it.

Cloud managers are the real users of our system: cloud users will not be able to
access it, they don’t need it and they shouldn’t be able in any case to see so deep
information about the infrastructure. On the contrary, the managers will use the
system on a daily basis to discover new possible misbehaviors, trying to prevent any

future impact on the cloud users.

e AD system managers: these are the employees working on the system we are
talking about. In particular, we are the managers of the system and it is our duty
to make it work in a proper way. This includes avoiding as much as we can the
detection of false positives and presenting the anomalous results using a dashboard

easy to consult.

https://eos-web.web.cern.ch /eos-web /
3https://information-technology.web.cern.ch /book /Ixplus-service /Ixplus-guide
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AD System Managers Cloud Managers Cloud Users

AD System < - -» Cloud Infrastructure [« - -» Cloud Services

rafana
openstac (@

Figure 3.3: The main actors of the CERN cloud. Services are offered by the infrastructure,
the AD system takes the information from the infrastructure to train the models and for

computing the anomalous scores.

3.6. Architecture

In this section we will talk about the architecture of our system, mentioning also the
main technologies and tools adopted. We want to see only the main ones here, leaving
the detailed list for Chapter 4.

We will try to summarize all the information gathered until now to explain, in its to-
tality, how the pipeline and its phases work, and to see more details about the pipeline

orchestrator and the jobs schedule.

3.6.1. Pipeline

In Figure 3.4 it is possible to visualize the pipeline we are talking about. Every major
phase of the pipeline is represented by a box, and the arrows represent the flow of data,
results or feedback. Over each phase, we can find the technologies and tools behind that
specific step. As we say in the caption of the figure, it is also important to notice the 2
loops that we have, because they help us in the process of improving the results. However,

they are different and they have different origins:

e The first one, larger in the image, comes from the feedback of the experts (the cloud
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managers). If they notice, during the daily operations, some problems with the
results, or the presence of false positives, which we hardly want to avoid, we get
notified. In that case, we start to study the models using the new information in

order to improve them.

The second one, smaller, comes from the experiments we do with the evaluation
dataset. The process for computing the anomaly score is the same as before, but
instead of sending them to the CERN infrastructure, we use them just for computing

the metrics that we need for the evaluation.

docker 1

\
%@ : A pgthon ‘r\ * 1 Domain Experts

p I aracus e'\z fluentd i =
L | SprKv Machine Learning Core el A ticsearch
|

l, 15 Grafana

Data
source

[Anomalous Scores I

MONIT http
mble Strategy

| | Data .| Unsupervised Anomaly | Monitoring
I”| Preparation | | Detection Models “| Dashboards
: |
1 \‘ Isolation Forest Labelled Daiaset 8%
| E 5
| AutoEncoders E[Etl w
|

1 Quantitative
\ . . N Evaluation !

N Pipeline Orchestrator and Scheduler 7

~ e -7 Benchmarking, Feedbacks

=== Airfflow- =~~~ ~— ==~~~

Figure 3.4: The complete conceptual pipeline of our AD system. Notice that we start

from the data source, moving to the experts’ feedback, which create a feedback loop aimed

to improved our ML core for having better results.

Notice also that the major part of the pipeline is under Airflow’s control. That’s indeed

its job and, besides the storage of initial data and the management of the final results,

everything is “orchestrated” by it.

Let’s focus now on each of the phases to describe better what happens.

1. Data source: here we don’t have so much control. Everything is already managed

and done by the central monitoring infrastructure with the help of Collectd* and
HDFS®. In particular, Collectd aggregate all the data it is able to get from the
hypervisors, and it saves them in the Hadoop File system used at CERN.

. Data preparation: this is one of the two most important phases of the whole

pipeline, where we actually have all the supervision. The AD models we are consid-

4https://collectd.org/
Shttps://hadoop.apache.org/docs/r1.2.1/hdfs _design.html
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ering are unsupervised, because of the lack of labels and because of our definition of
anomaly. This means that the data pre-processing step is fundamental and directly

related to both the performance of the models and the goodness of the results.

For the data preparation, we use Apache Spark®, which allows us to retrieve the
data in a distributed way from HDFS, and to process the data thanks to its many

features and functions.

3. ML core: after the processing of the data, we have now a clean and optimized
dataset to feed our Machine and Deep Learning algorithms. In particular, the
first time the pipeline is launched, we train each of the models included in the
configuration file, and we save them in the cloud storage. Once the models are

saved, we use them to run the inference step, which finally produces all the results.

Notice that we don’t make difference between models belonging to the traditional
methods and the ones belonging to the DL family: thanks to a PyOD" wrapper
class, we are able to call the same methods for both models of the PYOD official
library and personalized models implemented in the wrapper. This wrapper class is
also the one that decides the structure of the JSON to print out.

4. Results storage: this is the phase right after the computation of the anomaly re-
sults. The wrapper class includes in the JSON the anomalous scores and information
about the specific hypervisor, the used algorithm and the input metrics. Created the
structure, and filled it, the JSON is printed by the class. The Fluentd service, which
is continuously checking the outputs of the system, recognizes the JSON structure
as the one it has to send, and it injects the file into the FlasticSearch database used

by the monitoring team.

Now, from the monitoring services used at CERN, we are able to get the results
previously injected, including the possibility to apply some ensemble strategies in
the case of multiple models agreeing about the anomalousness of the same time

window.

5. Monitoring dashboards: finally, we have our anomaly results in the ElasticSearch
infrastructure. In this phase, the experts and ourselves check those results thanks to
the AD system monitoring dashboards, which we will describe more in detail in the
next section. In general, dashboards, in the CERN monitoring team, are designed

and visualized through Grafana®. This tool permits to building a huge number of

Shttps://spark.apache.org/
"https://pyod.readthedocs.io/en /latest /
8https://grafana.com/
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different plots starting from data stored in different databases. A dashboard is just
a specific set of specific plots, usually referring to the same class of information, as
described in Definition 1.1.6.

It must be said that, as easy to imagine, our system is dependent on all the services and
infrastructures we mentioned, with different effects with respect to different services. For
instance, if the HDFS service is broken, we can’t even get the raw initial data, meaning
that the system can not produce results at all. On the opposite, if Grafana is broken for
instance, the system still gets and process the data producing the results, but we are not
able to see the usual dashboards (in that case, for example, we can use other services like

Kibana®, another dashboard framework strictly connected to ElasticSearch).

3.6.2. Orchestration and Scheduling

We want to describe here Apache Airflow, the tool we use for orchestrating the pipeline
and for scheduling the jobs. It is one of the most important parts of the system, and
it allows us to have control over the time in which we run our computations and over
the parallelization of the tasks. Moreover, in order to have a transparent view of our

implementation in Airflow, we will show some figures related to it.

Airflow DAG
Airflow is based on the definition of Direct Acyclic Graphs (DAGs). Those DAGs define

the flow of the computation, giving an order to the tasks to be run. Our DAG is shown

in Figure 3.5.

This pipeline follows the conceptual one, but it leaves outside all the steps related to the
managing of results and related to the visualization of the dashboards. Indeed, in Figure

3.4, we can see that Airflow doesn’t contain those two phases.

Every colored rectangle is a single task. Single tasks can be grouped in larger blue
rectangles. Despite the “dag exit status”, used only to see if the DAG failed or not, it
is possible to identify 4 different task groups:

1. TRN, for the preparation of the training data,
2. TRN _, for the training of the model,
3. INF, for the preparation of the inference data,

4. INF | for the inference and the publishing of the scores.

9https://www.elastic.co/kibana/
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In particular, the two task groups related to the data preparation have a longer series
of tasks and a specific logic based on the success or the failure of the tasks themselves.
Every specific task runs in a containerized Docker environment taking in input the same

configuration files.

TRN RN,

-
spark_check_norm_presence_TRN spark_transform_data_TRN —* spark_mv_data_to_local_TRN
check_local_data, _presence_TRN] ~* spark_compute_norm_TRN —* train_models

INF

spark_check_norm_presence_INF ] ] spark_transform_data_INF H spark_mv_data_to_local_INF ]—-0—*0 -[

spark_compute_norm_INF

INF_

inference_scores H dag_exit_status ]

check_local_data_presence_INF

Figure 3.5: The Airflow DAG we run.

Let’s describe better every task in order to understand better the logic:

e check local data presence: this task checks if we already have the data we
are interested in. For instance, the training data is usually missing just at the first
run of the pipeline, while for every other run of the same pipeline, there is no need
to re-prepare the dataset. Another example is about the possibility of multiple runs
of the pipeline related to the same period. Also in this case, we already have the
data related to both the training and the inference parts, and we want to avoid the

run of the whole process again.

If this task succeed, we go directly to the next task group, training the models. If

it fails, we proceed with the next task of the same task group.

e spark check norm presence: if the previous task fails, it means that we need
to prepare the data. The first step is to compute the normalization coefficients and
save them in FOS. In particular, for every plugin we use, we compute the mean and
the standard deviation. Before doing that anyway, we want to check also in this
case the presence of those coefficients: maybe we already did the computation. Also
here, if the task succeeds we skip to the transformation of the data, while if it fails,

we proceed with the next task.

e spark compute norm: if we don’t have already the normalization coefficients,

we compute them and store in our £OS shared folder. From there, they will be
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available to be used by any other task of the pipeline.

e spark transform data: once we are sure that the normalization coefficients are
computed and stored, we finally transform our data. The job of this task is to get
the data from HDFS and transform them in order to apply the normalization step,
and to have the same format we saw in section 3.2. The specific steps inside this
task can be found in the Appendix ?7. The whole computation of this task happens
in HDF'S using Spark, and nothing is saved locally, we store the final dataset again
in HDF'S for isolation purposes.

e spark move data to local: once the transformation is done, we just need to
clean the dataset (e.g. removing null values) and save it from HDFS to FOS, where

it will be available to all the other pieces of our system.

This list explains the behavior of the data preparation phase. Notice that a task is green

if it was successful, red if it failed, and pink if it was skipped.

We run this pipeline for both training and inference. In particular, the training dataset
TR contains 1 month of data, selected looking at the statistics of the cloud from a very
high level, and the inference dataset will contain 1 day of data. That’s because, how we

will see in the next paragraphs, we run the pipeline every day.

@011
[@lele) Mﬁm
O TRN.check_local_data_presence_TRN L [ [ rrrrrg
(O).TRN.spark_check_norm_presence_TRN BOO00000DD00000D0DOO
(O.TRN.spark_transform_data_TRN BOOOOOO0OOO000000000
(O.TRN.spark_mv_data_to_local_TRN BOOOOOOODOOoOOooDoa
(O.TRN_.train_models ([ [ [ [ [ ][]
(OINF.check_local_data_presence_INF DESESEEREEEEeEEES

(O.INF.spark_check_norm_presence_INF [ w an we We @ bl
(O INF.spark_transform_data_INF | m[m] [m[m] [w[m [ -] ]

(O .INF.spark_mv_data_to_local_INFEDO@OOBOOR0OS0O800
(O.INF_.inference_scores SEGEEEEDNEEEEEEEES

(O dag_exit_status SIS ENETTEEEEEE

(O INF.spark_compute_norm_INF DOOOO0OOOOOoOOooDog

o INF.spark_transform_data_INF [ O@O0S00DR0O800O800

o INF_inference_scores ] ]]

O TRN.spark_compute_norm_TRN BOO000000O0000000D0O
OTRN.sparkﬁtransformfdatafTRN L[
OTRNf.trainfmodels DEGSEEEEREEEEEEEES

Figure 3.6: The schedule of our AD pipeline. The Airflow DAG started, after some
modifications, the 25th of February.

Let’s also briefly describe the details of the last 2 tasks we didn’t mention:

e train models: once we have our data in FOS we can train our models. Inside

this task, we have the same logic as before. Indeed, we check if we already trained
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the models and saved them. If we didn’t, we do that. If we did, we just skip to the

next phase.

e inference scores: once we have our trained models and our inference data, we are
ready to compute the anomaly scores and publish them to the cloud FElasticSearch
service. Notice that we don’t check anything before doing that because, even if
we publish the same scores related to the same time windows, the FElasticSearch

documents are overwritten.

Daily Execution

Once we have built our desired DAG, we have to decide its schedule!®. It is possible to

see an example of scheduling in Figure 3.6.

As we said, we are getting the data from HDFS. Here there is some delay and we don’t
have unfortunately real-time data because of the number of monitored machines and
because of technical constraints. Looking at the average time we need to wait to have the
data ready, we found out that in 95% of the cases, at 8 AM of every day the data related

to the previous day is ready to use in the Hadoop File system.

For this reason, we decided to run the pipeline 3 times per day: at 8 AM, 4 PM and
midnight. With this schedule, almost every time, we have the anomalous scores related
to the previous day published before the working hours start. If this doesn’t happen, it
means that there is a delay in the HDFS saving process and that we have to delay our
process too. The midnight run is used 0.001% of the time and it could be avoided, but

we couldn’t for Airflow constraints.
Following this logic it is easy to understand the image in Figure 3.6:

e On the left part we have all the steps to be followed from the check of training data
to the dag exit.

e In the first run, the presence check of both training and inference data fail. On the

opposite, in all the other runs we already have the training data.

e Focusing on the runs on a specific day, the same logic is applied to the inference
data. At 8 AM we never have those data and we have to run all the data preparation

tasks, while in the other 2 runs of the day we can skip all those steps.

The difference between the first and the other runs can be also seen in Figure 3.7. Airflow

allows us to see, for every specific run of a certain DAG, the related Gantt chart. In

Ohttps://airflow.apache.org/docs/apache-airflow /stable/dag-run.html
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First Run
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Figure 3.7: Gantt chart related to the first run and the following ones.

particular, in this way, we can visualize the duration of the tasks, if they failed or not,

and the time of start and time of the end.

The same information can be visualized in Figure 3.8. In particular, Figure 3.8a shows the
time spent for each task of the inference part, Figure 3.8b shows the same, but with the
addition of the “train _models” task. The comparison highlights the difference between
the first and the other runs, showing that in the first one the “train _models” task took

13 minutes to finish, while the next time it took some seconds.
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(a) Comparison of all the tasks related to the in- (b) Comparison of all the tasks of (a) plus the
ference phase. “train_models” task

Figure 3.8: Duration of the tasks of the AD pipeline. In the x-axis we have the chrono-

logical runs, in the y-axis the time in minutes and every line is a different specific task.
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3.7. Monitoring Dashboards

This final part of the chapter is related to the monitoring dashboards we developed for
allowing the cloud managers to check the results of the system in the easiest and fastest

possible way.

The main idea is to highlight the top anomalous hypervisors allowing also to visualize the

trend of the anomalies. For doing this, two different dashboards are created:

1. The first dashboard, in Figure 3.9, allows the managers to visualize those hypervisors
that are considered anomalous by all the three models we run in production. In
particular, for every model, for every time window of 4 hours, we publish the top
20 anomalous hypervisors, and in the dashboard, those hypervisors are listed from

the most to the least anomalous.

Thanks to this logic, we are able to allow a fast inspection of the most important
problems reported from the models, and to implement an ensemble mechanism using
majority voting between the algorithms. Notice that the ensemble is not algorithmic,

and we will not perform proper experiments with the final ensemble system.

Ensemble anomaly RANKS (min_doc_count: 30; max_rank_position: 20)
Host Distinct Algos 25% rank_position 50% rank_position 75% rank_position max rank_position
i78724427758663

i78724422383438

p06636663d11312

p06636663c86794
p06636663c78481
p06636688u48653

i78724426218616

Figure 3.9: The Grafana monitoring dashboard is related to the ensemble approach. We

don’t focus on the score values but on the rank of the anomalies.

2. The second dashboard, in Figure 3.10, allows the managers to visualize more details
about the results of a specific model. The ensemble approach is a perfect solution
for having a fast response, but in order to inspect the anomalous scores published
by the models, we need this further dashboard. Here we focus more on the absolute

values of the scores.

For a specific hypervisor, we can see how much anomalous it is with respect to the
others, and, furthermore, we can inspect the score values related to the last days.
This permits to understand the behavior of the server itself and to visualize the

trends of the anomalous scores.
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Figure 3.10: The Grafana monitoring dashboard related to the results of a single model.

Here we focus on the anomalous scores allowing us to visualize the trends of the anomalies.

These dashboards are not only used by the cloud managers in their daily operations,
but also by us, the AD system managers. Indeed, we can inspect the results to check
how many false positives we have, to understand how we can improve the models, and
count how many more anomalies we are finding with respect to the static threshold-based

alerting mechanisms.
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4: Implementation Details

Let’s now go deeper into the implementation, focusing on details not mentioned before.
In Section 1.2, we already saw the typical steps we have when an anomaly is present
in the CERN cloud infrastructure. In that case, the anomaly is not really detected by
the system, but its consequences have an impact on the user experience, starting a long

procedure in order to notify the managers who will then try to solve the issue.

Here we will show some more detailed scenarios of possible anomalies, we will present
our design choices, explaining in depth all the tools we use in the system. In order to

understand them, we will also list the goals and requirements of the system.

4.1. Anomalous Scenarios

We present here 2 examples of scenarios and situations where our system can bring an

improvement.

4.1.1. Scenario 1: GitLab CI VM Slowdown

Let’s suppose to have a given hypervisor of the cloud. Thanks to the virtualization
mechanism, many VMs (Definition 1.1.3) are running in the machine, sharing the provided
resources (Figure 4.1). The VMs are different and they are used for different purposes.
Some of them are personal VMs of many CERN employees, some of them are running

benchmarks experiments, others are running CERN services like Gitlab!.

In particular, the Gitlab machine is running the CI/CD testing jobs related to a specific
project of CERN. The user owning this VM finds that the CI/CD jobs take 20 times more
time to finish with respect to before. Something is clearly wrong, but he/she actually
didn’t modify anything that motivates this change in the performances. After working
half a day to understand the problem, he tries to contact the cloud managers opening a

ticket, explaining the problem and giving the information about his VM.

Thttps://gitlab.cern.ch/
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(IT Database Cloud 01) db-gh080

(Personal wiebalck) arne-vm-cs8

(HEP-Benchmarks) bmk-ironic-dev-76faa33603

(IT Gitlab CI) runner-6¢h74t21-privileged-1646322672-7658edc7
(Personal cwicha) dgm-gui

(LxPunk) Ixpunk-dev-oymrtluhqv24-node-2

(HEP-Benchmarks) bmk-amg-consumer-dev-bc351978c4
(Personal junpei) atlas-tgc-offline

(CMG ML4RECO Database server) cerndatabaseservermldreco
(RP_CL_DEV) rpclusterdm0-4

(Personal jaakko) na58ptvm3

(EP EP-DT-DI-Stack) epdtdi-pytimber-gifpp

(IT BRAINS Testing Ground) fe-0513-2-dev

(Personal Itodua) Itodua01

(IT Cloud Infrastructure Developers) dtomasgu-bigcluster-kubernetes-dwoynghsjp4h-node-15

Figure 4.1: The list of VMs in the target hypervisor of the first scenario. We have many
services and VMs all together sharing the resources of the same machine. The specific I'T
Gitlab CI VM is at the center of this scenario.

The cloud manager who is working on the user tickets that week, starts the process to
understand and solve the problem, looking in particular at the hypervisor monitoring

dashboard, shown in Figure 4.2.

Memory Free

VMs in i82006527064065: disk (2 panc
VMs in i82006527064065: Network (2 pane
> CPU i82006527064065  (2panc

System Load & ContextSwitches i82006527064065

System load ! Processes by service: context switches involuntary

0304 0304
w00 1200

Figure 4.2: The monitoring dashboard of the same hypervisor. We can see that the metrics
related to the load and the context switches had a huge change days before. Moreover, a

specific personal VM is consuming much more CPU than usual.

The manager, checking the dashboard, finds out that the Gitlab VM related to the ticket

shares resources with many other VMs, and between them, there is a personal VM consum-
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ing many more resources related to CPU, disk and memory than usual, causing problems
to all the other services hosted in the same hypervisor. The manager now has to contact
the user of the personal VM asking to check its behavior, to wait for the answer, and,
when the behavior of the personal VM is back to normal, to send a message to the starting

affected user giving information about the machine going back to normality.

4.1.2. Scenario 2: Increasing Disk 10 Time

In this other scenario, we are not trying to understand the process of how anomalies are
spotted without a proper data-driven system. Indeed, at this point, it should be clear

how that works and why we want to avoid it (Section 1.2).

Here we want to do one more step in the direction of preventing possible future problems,
talking about some problems our system could prevent. Let’s analyze, for instance, the
dashboard in Figure 4.3.

System Load & ContextSwitches p06428644j88205

Systemload ! Processes by service: context switches involuntary

o219

00153
0188 0219 o
00218 00542 00351 0.0300

Processes p06428644j88205 (2 panc:
Memory p06428644j88205 (4 pane

> Network p06428644j88205 (2 pane
Disk p06428644j88205

Used space ! Disk metrics: o_time

Nodata

Figure 4.3: The monitoring dashboard of another hypervisor. Here both load and disk 10
time increased their values. The drop of the plugins is due to a cloud manager intervention.
After some users’ tickets, and after the previously described process, the manager was able

to solve the issues of the machine.

It is easy to see the increase in the absolute value of the metrics, a typical signal of some
misbehavior. The main point, anyway, is the time that passed from the start of the
misbehavior to the resolution of the issue. Around 20 days were needed for the whole
process to finish. This is, indeed, one of the main reasons behind the building of our
system. We want to prevent those situations where for many days we have not reported
issues in personal VMs and CERN services. On the other hand, it is also crucial to

understand if this was really possible, looking at the metrics’ values at the starting phase
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of the issue (Figure 4.4).

We can see that, weeks before the complaints from the users, the server’s metrics were
already increasing their values. In particular, the disk IO time metric was facing a really

huge increase, going very close to his saturation value, equal to 1.

System Load & ContextSwitches p06428644j88205

Systemload ! Processes by service: context switches involuntary

Processes p06428644j88205
Memory p06428644j88205

> Network p0642864488205
Disk p06428644j88205

Used space ! Disk metrics: io_time

Nodata

Figure 4.4: Here we have the starting phase of the anomaly. Context switches keep
increasing; the CPU load increases too but does not reach super high values; the disk 10

time, on the opposite, increases a lot.

Figure 4.5: Our system detected the misbehavior weeks before the users. Notice that the
intensity of red annotations increases with the increase of the number of models detecting
the time window as anomalous (in this case, the first model detecting the anomaly was

the Isolation Forest; after 1 day of data also the autoencoders started to detect it).

Trying to run our system on this case, as shown in Figure 4.5, it was able to detect this



4| Implementation Details 59

kind of anomaly. Moreover, using different models with an ensemble approach, we are

able to prevent those anomalies with increased robustness.

Here we can also see all the improvements with respect to a threshold-based alerting
system. For instance, a threshold on the load metric wouldn’t have helped, or anyway
would have worked with some delay, and a uni-variate process wouldn’t have been as good

as a multi-variate approach.

4.2. Goals and Requirements

We already mentioned, during the previous chapters and sections, some of the constraints
that our system must follow. Nevertheless, in order to have a complete list, all the

functional, technological, and architectural requirements follow:

1. The system must be modular and it must be ready to adopt both the currently

available and the new IT technologies used in the CERN infrastructure.

2. The implementation must proceed in a collaborative way with testing for every new

feature.
3. The pre-processing step must be able to support the reading of big data using HDF'S.
4. The system must be able to access several different input datasets and data sources.

5. The system must permit the adoption of the main ML libraries (like Sklearn, Ten-
sorFlow, PyOD, ...) both in notebooks and batch processing.

6. The code and the set of functions must allow “offline” explorative analyses and

studies on pre-defined evaluation datasets.

7. The system must be able to scale and parallelize different tasks on the same data
and models. It must be also possible to parallelize the jobs on different data and

models.

8. The anomaly results published by the system must be accessible via the monitoring

dashboards already used by the CERN cloud managers.

9. The implementation must include a job scheduling and monitoring system to auto-

mate the whole process.

10. Different parameters must allow to run the system in a testing environment, publish-
ing anomaly results locally without being connected to the CERN central monitoring

infrastructure.
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11.

12.

13.

14.

4| Implementation Details

The system must allow reproducible results for both the experiments and testing

purposes.

The resources used by the system must be optimized in order to produce anomaly

results using only a single VM.

The results must include metadata and information to be used in the monitoring

framework.

The system’s results dashboard must allow a fast consultation, highlighting the top

anomalies between all the machines monitored by the system.

We will see in the next sections the design choices made by the previous work on the

same topic, and the ones that we made to provide enough features with respect to these

requirements.

4.3.

Background

Our project, as mentioned in section 2.6, was not the first one trying to face the AD task

in the CERN cloud infrastructure. A previous tech student already started to implement a

library and a pipeline for this purpose [2]. A fast read of his thesis can help to understand

the evolution of the project, but we can also summarize here what was done:

The Gitlab repository related to the project was already created. Even if, looking at
the tags, the branches, and the commits, the repository didn’t evolve in a homoge-
neous manner, many features were already implemented. For instance, the support
for PyOD and TensorFlow models was already present, and also functions to be

called from bash commands were already there.
The system was already implementing a first version of containerization using Docker.

The first pipelines were already realized, including a first logic about checking if the

needed data were already present.

The anomalous scores were published using the CERN central monitoring infras-
tructure. Many bugs were affecting the results, but it is important to say that
the communication between the system and the different frameworks was already

implemented.

Many notebooks were available. They were focusing on the first approach of the
previous student, on understanding the problem and, especially, the kind of data

obtainable from the cloud.
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e A first labelled dataset was created. The dataset contained data about 2 different
groups inside the cloud infrastructures, and it was created without cross-checking
the labels. A very important point is that the situation of the cloud changed,
and now there aren’t anymore different groups in the CERN cloud but only the
group of machines described in the previous chapters. Those machines now, only
offer a heterogeneous collection of services and resources. Moreover, when creating
a dataset, the absence of bias is fundamental and it can’t be obtained without a

cross-check of the labels.

e A comparison between many AD models was made using the labelled dataset for
evaluation purposes. Even if the ML models were trained without any kind of
hyperparameters optimization the study was a very good starting point giving us

the possibility to focus on specific algorithms.

We must highlight the comparative study of the last point. That was a very important
contribution and it allowed us to focus on the algorithms that were having the best
results. In particular, this is the reason why we focused on improving the Isolation Forest
and the autoencoders using Recurrent Short-Term units, which were the best models for,
respectively, the traditional ML and the DL families. Moreover, some of our experiments
proved the comparative study results, highlighting some issues and weaknesses of the

algorithms having low performance.

Furthermore, the work mentioned in this section helped also for writing the first article
about this system [1]. In the article we focus on the engineering part mentioning also the

results regarding the Machine and Deep Learning models.

4.4. Design Decisions

Finally, we can explain our design decisions. The complete list of them follows.

e (Req. 1): For having a modular system we decided to use Docker?. Docker is a set
of Platform as a Service (PaaS) products that use OS-level virtualization to deliver
software in packages called containers. Thanks to this ability, the system works us-
ing micro-services, which make easier the compatibility with different environments
and enable the concept of encapsulation, always appreciate in the field of software
engineering. Moreover, Docker is, since many years ago, the standard regarding
micro-services and in particular, for our system, we have different Docker images

for different purposes. For instance, the image containing our library, which updates

Zhttps://www.docker.com/
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itself after every new feature implementation, the image containing the pipeline or-
chestrator and scheduler, the image containing the tools for sending information to
the database, and so on. All these Docker images, when running, “talk” to each

other in order to achieve the final common goal.

e (Req. 2): Regarding the collaborative work, the standard versioning tool to use
at CERN is Gitlab. This framework helps to organize the code, especially when we
consider its evolution, history and different features. Moreover it offers many other
options: for instance the automatic creation of Docker images or the possibility
to run automatic CI/CD tests to be sure that the new code doesn’t break the

functionality of the previous stable one.

e (Req. 3): We use pySpark® for accessing and connecting to the CERN Spark
Analytix Cluster?, for getting the data from HDFS, and for processing them. Once
again, the decision is driven by the fact that people at CERN already use these
kinds of tools and frameworks, and we have to adapt looking for the most compat-
ible choice. Furthermore, pySpark offers many functions for dealing with big data

objects.

e (Req. 4): For accessing different input datasets, we produced a generic implemen-
tation of the ETL phase (Extraction, Transformation, Load). Thanks to a declar-
ative configuration file, used then by the ETL functions, we are able to transform

and process different data coming from different specific sources.

e (Req. 5, 11): We wanted to be able to adopt the main know libraries regarding
data science, data processing, machine and deep learning. In order to do it, we opted
for a major usage of Python3®. We don’t have only Python in our project as a coding
language, but it is anyway composing a big part of the repository. Moreover, with
Python we are able to use our library® in Notebooks” for an interactive approach.
Regarding the reproducibility, Python offers many ways to set random seeds for

reproducible experiments and all the libraries that we use handle this aspect too.

e (Req. 6): As already mention in the section 1.3.2, we use SWAN for this kind of
interactive approach we want to have. It is useful for exploring, in an offline mode,

different solutions, and for preparing theoretical experiments.

3https://spark.apache.org/docs/latest /api/python/
4https://indico.cern.ch /event /716795 /contributions /2946453 /attachments/

1645011,/2628931 /BigData_at CERN _JP.pdf
Shttps://www.python.org/
Shttps://gitlab.cern.ch/cloud-infrastructure/data-analytics /- /tree/qa-v0.4
"https://ipython.org/notebook.html



4| Implementation Details 63

e (Req. 7, 9): We built a pipeline, to be run every day, in order to compute and
publish the anomaly scores. For running this pipeline, we use Apache Airflow®.
Thanks to this tool, we are able to schedule the needed jobs in a parallelized man-
ner and, especially, in an automatic way. Moreover, Airflow permits to monitor
the scheduled processes, allowing us to see, for instance, the time needed for every
task or the logs of every job. In addition, Airflow is easily deployed starting from
a Docker-Compose configuration, and the tasks are designed via directed acyclic
graphs (DAGs), implemented in Python code. In particular, we can have differ-
ent DAGs running in the same moment implementing those desired features about

scalability and parallelization.

e (Req. 8, 14): Thanks to Fluentd we are able to inject the anomaly results directly
into the FElasticSearch infrastructure used by the cloud monitoring team at CERN.
Once the related Docker container is running, Fluentd publishes to the desired
infrastructure all the JSON files, with a specific defined structure, that we print.
Having the data about the scores on ElasticSearch simplifies the monitoring of the
scores themselves. For instance, we can use Grafana and create a dashboard to be

consulted for visualizing the results.

e (Req. 10): We have different Docker images and containers for the production
and for testing environments. Using bash scripts, with the possibility to indicate
parameters at the moment of the run, we are able to change the Docker-Compose
that is called, changing in this way the Docker containers underneath. For instance,
saying to the system to run the testing environment we will use a Docker container
connected to a local fake FElasticSearch service, instead of being connected to the

official CERN one.

e (Req. 12): Optimizing the whole process, we are able to run our pipeline in a
single VM, without the need of clusters or huge infrastructures. In particular, the

VM we use in production is a “m2.2xlarge” instance having 16 virtual CPUs ad 30

GB of RAM.

e (Req. 13): In the previous work [2], there was already a method for publishing the
data with Fluentd with the right structure. We improved that method adding more

important data related to the score, and refactoring what was already present.

8https://airflow.apache.org/
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5 Evaluation Dataset

After the description of the AD system, we move to the theoretical and experimental part
of the thesis. We described the system first because it is the main output of our work, and

because it is used on a daily basis in the unique context of the CERN cloud infrastructure.

Anyway, the selection of the models, the implementation of different mechanisms with
respect to different models, and the changes in the preprocessing phase are all results of the
experiments and the theoretical observations made during the period of this project. As
we already mentioned in Section 1.4, one of the outputs is the labelled dataset, mandatory
in order to evaluate the models with respect to certain metrics and for being able to make

those observations previously mentioned.

Here we want to describe the dataset itself, why it is so important for us and for future
works on this same topic, what changed with respect to the last labelled dataset used in

[2], and how we proceeded with the creation of it in order to have the less possible bias.

5.1. Lack of Public Datasets

The first aspect to tackle is about the reasons behind the creation of a totally new labelled
dataset. Usually, in many data science and ML projects, some public datasets are used to
compare different approaches and models. In this case, the situation is different. Indeed,
there are not many available datasets with data about multi-variate performance metrics

regarding large-scale data centers. In particular, there are 2 main reasons behind this:

1. The first one is about the complexity of labelling such data. Indeed, we are talking
about a huge amount of time series and data in general. Furthermore, anomalies are
many times subjective and they change their definition depending on the specific

use case. Creating a valid and not biased dataset is very challenging.

2. The second reason is about the companies that often have such big data centers.
Our use case, having different types of cloud services offered to different types of
users, is usually the same for commercial cloud providers or, in general, the same

for big tech companies, which don’t share labelled datasets about the metrics.
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Now it is clear that, given those problems, and the uniqueness of our use case, we can’t
just use some random public datasets to evaluate the three algorithms. Moreover, if we
decide to use public datasets, we are just repeating the work of others and we are using
data very different from what we have at CERN.

5.2. Creation Process

It is worth describing briefly the creation process of our dataset. It is definitely not an
easy task, especially if we consider the limited amount of time and the limited amount
of people involved in the project. We had to think about a way to reduce the bias of the
labels and about a way to make objective choices. Indeed, as we said, the subjectivity of

identified anomalies is very high.

In Figure 5.1, we can see the first step of the process. Here we are individually labelling

the hypervisors that are part of the subset we decided at the beginning to include in our

dataset.
HOST Range Start RangeEnd ! A ly A lyEnd Comment RangelLink [AnomalyLink
i73368050121962.cern.ch 1630447200000 1635721199000 NORMAL link link

=
5
=

5
=

=5
=

5
=
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=
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ik

linke
cem.ch 1630447200000 1635721199000 1630539217186 1530549114081 High Disk link link
i73368050466864.cern.ch 1630447200000 1635721199000 1631395947038 1631405724361 Higher Load, Higher C link link
i73368050466864.cem.ch 1630447200000 1635721199000 TOO MANY OTHER PEAKS __ LEAVING IT FOR NOW link link
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5
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Figure 5.1: The first step of the dataset creation. Here we are labelling the host with a
slightly biased approach, without comparing our decisions and without being affected by
the others.

We can notice that, for every server, we are checking if it is normal for the all-time period
under study. If it is the case, we simply add “NORMAL” as label. If it is not, we identify
the intervals where we think there is an anomaly, describing it with a little comment.
Furthermore, for every label, we have the link to the related monitoring dashboard in

order to have a fast way to visualize the metrics in the specific interval we are labelling.

In Figure 5.2 we can see instead, the second step of the process. Here, after labelling the
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anomalies independently, we are comparing the labels in order to make a final objective

decision.

Stiven_Antonin|Labels Antonin + comment Labels Stiven + comment ALLRANGE |Disagree
x x NORMAL NORMAL
i73368050132968.cemn.ch  x x 1LABEL 1LABEL
x x NORMAL NORMAL
x x NORMAL NORMAL
i73368050466864.cern.ch  x-  x- too many other anomaly spikes, lets not label Too many peaks, OR ALL ANOMALOUS OR WE DON'T LABEL
x x NORMAL NORMAL
i73368051288767.cern.ch - ? ANOMALY, but too many other anomaly spikes Too many peaks and we can't say itis always WE DONT LABEL
173368051349706 .cern.ch x 1 LONG LABEL - Whole range extremly low Load+cs 1 LONG LABEL - Load and Context always low, here in particular
x NORMAL NORMAL
i73368051770359.cern.ch x 1LABEL 1 LABEL
x NORMAL NORMAL
x NORMAL NORMAL
x NORMAL NORMAL
i73368053404162.cern.ch x 7 LABELS - Load, memory ops, disk io, disk io_time ‘5 LABELS - Peaks of Load and Disk
i73368053830290.cern.ch x 1 LABEL - Load, memory ops, disk io, diskfo_time 1 LABEL - Single Peak of Load and Disk
x NORMAL NORMAL
i73368054201405.cern.ch x 1 LABEL - Higher load, extreme CS 1 LABEL - Single Peak of ContextSwitches
x NORMAL NORMAL
x 3 LABELS - Load, CS, Memory io, disk io_time ‘3 LABELS - Peaks of Everything (UNCERTAINTY!l THEY ARE ONLY 37)
x NORMAL NORMAL

Figure 5.2: The second step of the dataset creation. Here, on the other hand, we are

comparing the labels in order to remove the inevitable bias of the previous step.

The screenshot shows the final state of the sheet, but of course, while creating the dataset,
this page changed many times. We were especially focusing here on intervals we labelled
differently, and on intervals only present once. For each of these cases, we had to review
our decisions, adding to the final dataset those intervals where, in the end, we were

agreeing on, discarding, on the other hand, those where we still had doubts about.

5.3. Dataset Description

Let’s finish the chapter by talking about the dataset itself. Indeed, it is important to
know as much information as possible on the dataset, because all the metrics values in

the evaluation part will be based on it.

In Figure 5.3, we can see an overview of the labels we created. The dataset contains data
about 32 machines with respect to two months of data, from the 1st of September to the
last day of October. In the heatmap, the blue intervals are related to normal intervals,
the orange ones, on the opposite, refer to anomalous labels. In absolute values, we have
a total of 11712 labels, 11484 normal and 228 anomalies. This means that we have the

2% of anomalous windows in our dataset.

This is the first nice property of the labels. The percentage of anomalies with respect
to the number of normal data must be low, in order to have a context similar to reality.

Moreover, if have too many anomalies, our starting assumption is not true anymore.

Finally, in Figure 5.4a and Figure 5.4b, we show two different examples of our labels.

In the first case, as the caption mentions, we have an example where the anomaly is
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Final Evaluation Dataset Labels

i73368057885621
173368055028053
173368058682474
173368054201405
i73368053830290
i73368053404162
i73368051770359
173368051349706
i73368050132968
173368059479962
173368057997315
i73368059215709
i73368058677530
173368057703097
£ i73368057430997
£ 7336805710541
Enzsssossnswa
£173368056692076
173368056351432
i73368055645872
i73368055388698
173368055305677
173368054477502
173368053965395
173368052892711
i73368052798370
173368052456345
i73368051501389
173368050711710
i73368050296021
173368050269093
173368050121962

b

Figure 5.3: Heatmap of the labelled dataset. Each column represents a time interval, each

row a specific hypervisor. Blue windows are normal, orange windows are anomalous.

very short, but it is not part of the noise. In particular, the anomaly doesn’t last only
some minutes but one or two hours, and for this reason, we want to be notified. In
the second case, we have an anomaly long several days. Here, indeed, there is no spike,
but a continuous misbehavior solved after a long time. Of course, there are many other
examples talking about which anomalies are in the dataset, but here we wanted to show

the 2 opposite cases with respect to the duration and values of the metrics.

(a) Example of an anomalous “spike”. Notice that (b) Example of a longer anomaly. Remember that,
a spike in this case is anyway related to a relevant in our assumptions, we consider also this case as
period of time with respect to our use case. anomalous

Figure 5.4: Examples of labelled anomalies.
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6 Experiments

In this chapter, we will present the experiments we did using our labelled dataset, talking
also about some related implementation details. Furthermore, we will list the results of
those experiments and we will discuss them, trying to get insights about the ML models
we are using and about the AD system itself. In particular, we will show the results about

the comparison between our system and the previous one used for spotting anomalies.

6.1. Figures of Merit

First of all, in order to understand all the experiments and, especially, the related results,

we have to introduce all the evaluation metrics we will use.

6.1.1. Precision, Recall, F1-Score

In our problem, as defined in section 3.1, we want to classify metric windows as normal
or as anomalous. This is a typical classification ML problem, in particular, it is a binary
problem, because of having two specific classes. For these kinds of problems, we usually
refer to the confusion matrix, shown in Table 6.1, for understanding which performance

metrics to use for the evaluation.

True Class
Positive | Negative
Predicted Positive TP FP
Class Negative FN TN

Table 6.1: The confusion matrix of a binary problem.

For each window of time we have in input, given the true class and the predicted one, we

have that the instance is a:
e True Positive, if the window is anomalous (positive) and we predict an anomaly,

e False Negative, if the window is anomalous (positive) and we predict it as normal,
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e False Positive, if the window is normal (negative) and we predict an anomaly,
e True Negative, if the window is normal (negative) and we predict it as normal.

We call TP the total number of True Positives in our dataset for a certain experiment.
The same logic is applied to FN, FP and TN. Given these four quantities, we are able to
obtain many performance metrics. The usually most used one is the accuracy, defined in

6.1, which compares the true labels and the total number of labels.

TP + TN
TP +FN + FP + TN

Accuracy = (6.1)
The accuracy is very intuitive and it often allows us to see in a fast way the results of an
experiment. In our case anyway, we have an unbalanced problem: let’s remember that
our general assumption is to have very few anomalies with respect to the normal data,
and in particular, as mentioned in Section 5.3, we must remember that we have the 2%
of anomalies in our dataset. The accuracy, unfortunately, doesn’t help in this case: the
fewer anomalies we have, the more accuracy I have, despite the performance of the model

we want to test. We have to use other two metrics:

e the precision, defined in 6.2, which measures how many true positives we have

between all the predicted positives, and

TP

—_— 2
TP + FP (62)

precision =

e the recall, defined in 6.3, which measures how many true positives we have between

all the real positives.

P (6.3)
recalt = TP + FN .

If we want to minimize the False Positives, we try to maximize the precision, finding a
balance anyway between it and the recall. On the contrary, if we want to minimize the
False Negatives, we go for higher recall. There is, however, a third metric that can be

used to compare different models: the fl-score.

The fl-score, defined in 6.4, combines the previous two metrics. It gives the same impor-
tance, more or less, to False Negatives and False Positives, allowing to have an unbiased

evaluation that considers different use-case.

precision X recall

fl-score =2 x (6.4)

precision + recall
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6.1.2. Receiver Operating Characteristic and AUC-ROC

The major problem when using these metrics is that we need to predict the final binary
class for computing them, and this means being dependent on the threshold I" defined in
the function 3.7. Because of this, we will often evaluate our models using the Receiver
Operating Characteristic (ROC) curve, shown in Figure 6.1a. The curve is created by
plotting the True Positive Rate (TPR), called also “sensitivity” and equal to the recall,
against the False Positive Rate (FPR), called also “probability of false alarm”, at various
threshold settings.

Thanks to the threshold independence, we are able to compare the models between them,
to see how the models perform with respect to random guessing, and given a FPR value,

to compare the True Positive Rate of specific models.

Furthermore, we can collapse those details and information into a single number in order
to get a fast response and to visualize the results of larger experiments (we can’t really
visualize hundreds of plots, but we can visualize the mean and the standard deviation
of a certain number summarizing the performance). This number is the Area Under the
Curve (AUC), shown in Figure 6.1b. It literally represents how large is the area under the
ROC curve, and for this reason, we also refer to the AUC-ROC metric. The maximum

value is 1, and the random guessing has an AUC-ROC equal to 0.5.

1.0 1.0
A brtter ROC curve

A brtter ROC curve

-
pad
-~

. - An ROC curve

True

Positive
V\ Rate ]|

Performance level
of random gucssing

True
Positive
Rate

)

Performance level
of random gucssing

0.0 : : : : i 0.0 : : : : :
00 False Positive Rate 1.0 0.0 False Positive Rate 10

(a) The Receiver Operating Characteristic curve!.  (b) The Area Under the Curve. A better curve
The closer to the top left corner, the better. implies a larger area.

Figure 6.1: ROC curves examples.

Thttps: / /www.oreilly.com /library /view /neural-networks-with /9781788397872
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6.2. Experimental Setup

Let’s briefly describe the setup used for the experiments. This is relevant in order to know
exactly how the experiments are run and to judge the results themselves. In particular,

the time performance are strictly correlated to the characteristics of the machines we use.

As already mentioned in section 1.3.2, we run the experiments in an interactive envi-
ronment to be able to modify our library on-the-fly. This interactive environment, in
particular, is called SWAN [41] and it allows to perform interactive data analysis in the

cloud, to write and run data analyses leveraging on the Jupyter notebook interface.

In Figure 6.2a we have the configuration setup offered by SWAN when accessing the
service: in our case, we use a Docker container running CentOS 7, with 4 Intel(R) Xeon(R)
E5-2630 v3 2.40GHz, 16 GB of memory and a connection to the Analytix? cluster offering
tools like Spark and HDF'S.

In Figure 6.2b, on the other hand, we have a subset of the notebooks produced during the
thesis work. Some notebooks are about data inspection or data processing, some of them
are about running experiments and visualizing the results, and others are about showing

to other teams our work or about debugging issues.

Configure Environment X

Specify the parameters that will be used to contextualise the
container which is created for you. See SWAN service website for
more details and contact to administrators

01_Reproducing HDFS Folders’ Size Graph.ipynb
02_Reading_EOS_Data - LeetCade ipynb

Software stack more.. 03_Chaoose your metrics - Plugin Tree Explaration.ipynb

‘ 97a " | 04_Retrieve-Info-For-Load-And-Disk ipynb

05_01_zzzzzzz FINAL_AD_System_Demo_AA_Section_Mseting
Platform more...

05_01_zzzzzzz_|nstalling_ga_stiven_and_test.ipynb
‘ CentOS 7 (gcc8) v |

05_02_zzzzzzz 0S-13881.ipynb

Environment script more... ) 10_Given_Results_Plot_Stuffipynb

‘ e | 13_Mix_Last 5_Plugins_For_Large_Shared ipynb

I 14_Saving_In_Our_HDFS_All_Plugins_For_2_Hostgroup.ipynb

Number of cores more.

‘ 4 v | 15_Create_Static_Datasat_For_Testing_USING_SAME_TRICK__

/' 16_Unit_Tests.ipynb
Memory more

‘ 16 GB o | 17_Saving_The_Models.ipynb

I 18_Avtificial_Dataset.ipynb

Spark cluster more.
19_Debugging_Airflowr_Problems ipynb

‘ General Purpose (Analytix) V|

m W W W b o W W W W b W W W W M

I 19 _zz WITH_OLD_REPO_Debugging_Airflow_Problems.ipynb

(a) Details about the configuration (b) Subset of all the notebooks created
setup accessing SWAN. during the project.

Figure 6.2: SWAN details.

Zhttps://indico.cern.ch/event /716795 /contributions /2946453 /attachments,/ 1645011/
2628931 /BigData_at CERN _JP.pdf
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6.2.1. Parameters Selection

In our problem, we have 2 main different types of parameters: the ones directly related
to the anomalies and the ones related to the models’ architectures. Regarding the first
family of parameters, we should not select them in order to improve the performance,
but, on the opposite, we have to decide those even before starting the experiments. For
deciding their values we have to consider the experts’ opinions and the type of anomalies

that we want to detect.

Regarding the second type, we want instead to improve generally the performances and
the stability of the models. Unfortunately, however, we can’t really perform any pragmatic
hyperparameter optimization, because of the unsupervised approach of our use case. Here
we can just use empirical early results and experts feedback, which can give us some hints

about the fair values of the parameters.

In Table 6.2 we list the main parameters of the system and their values. For the following
experiments, we will use these parameters, unless the experiment is about a specific one
between them. In that case, we will keep the others at the same values shown here, and

we will change the parameter under study.

Parameter Value Motivation
Acoresation Resolution | 30 Minutes In order to avoid punctual outliers.
61¢8 Parameter from the experts.
Window Size 3 We are interested in detecting anomalies in the
order of 4 hours. Parameter from the experts.
Training Set Size 4 Weoks To feed the rqodels with the right amount
of data. Empirical parameter.
Number of iTrees 900 To be sure t?@ model performance are
stable. Empirical parameter.
LSTM/GRU Units 1 A less complex' grchitecture doesn’t overfit
the data. Empirical parameter.
To be sure to not underfit the data.
Epochs 50 ..
Empirical parameter.
Dropout layers are added for generalization
Dropout Rate 0.25 of the architecture. Empirical parameter.

Table 6.2: The values of the main parameters of our system. We can see, for each
parameter, the value we set and the motivation. Notice that the first 3 parameters of the
table are common to all the models, while the “Number of iTrees” is only related to the

Isolation Forest and the last 3 parameters are only related to the autoencoders.
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6.3. Results

We will present here the experiments that we approached during the work of the thesis,
and their related results. Notice that you will find the description of the experiments, their
motivation and the details about the results. We will not try to extrapolate information

from those results, but will “just” present them, leaving the discussion to the next section.

6.3.1. Performance of the Proposed Solution

The first experiments are about asserting the performance of the three models with respect
to the evaluation dataset. In particular, we will measure the AUC-ROC metric for each

of them in order to
e have a comprehensive comparison between each other,
e know the average performance of the models, and

e find the models behavior with respect to some parameters.

AUC-ROC of Individual Models

We explore how the model performance changes when varying the temporal interval of
the training set and/or the initialization seed. In particular, for each model, we execute a
total of 45 independent runs of model training by using 15 non-overlapping, one week-long,

training sets and three initialization seeds.

Model AUC-ROC Week AUC-ROC Month

IFOR 0.954 £ 0.006 0.959 £ 0.004
LSTM-AE 0.964 + 0.010 0.964 = 0.010
GRU-AE 0.962 + 0.010 0.971 + 0.005

Table 6.3: Stability of model performance, assessed by the average and standard deviation
of the AUC-ROC, when varying the time interval of one week-long (AUC-ROC week) and
one month-long (AUC-ROC Month), training sets.

For each model, the average and standard deviation of the AUC-ROC values computed
over the 45 experiments are reported in Table 6.3 (‘AUC-ROC Week’ column). The
table reports also the same statistics obtained from other 12 experiments using 4 non-

overlapping, one month-long, sets of data and the three initialization seeds (AUC-ROC



6| Experiments 75

Month’ column). The average AUC-ROC value of all models is above 0.95, with a standard

deviation extremely small, being less than 1 % of the average value.

AUC-ROC when Changing Parameters

We want to analyze the performance of the three models when changing some of the
parameters characterizing their behavior. We start with IFOR. In Figure 6.3, we show
the AUC-ROC metric of IFOR when changing the parameter related to the number of
iTrees it uses. Also here we are changing seed and doing multiple experiments to compute

the standard deviation and plot the error intervals.

We can see that for a low number of iTrees the model is not robust and, indeed, the
variance is very high. When the number of iTrees increases, we have a consequent increase
in the AUC-ROC values. Moreover, also the standard deviation decreases. In particular,
we have a stable AUC-ROC with more than 30 iTrees.

Number of iTrees used in the Isolation Forest - 10 seeds per value

0.96

0.94

0.92

AUC-ROC

0.88

0.86

0.84

0.82°

D ,-1’0 D N 6,0 S N o o \90 '&Q

S o N o
N Ng o ~®

Figure 6.3: The AUC-ROC metric of the Isolation Forest when changing number of iTrees

the model creates and uses.

Another aspect we investigate is the dependency of the LSTM /GRU autoencoders’ AUC-
ROC value from some architecture variants. In particular we explore the effect of applying
dropout and varying the number of recurrent units, which are two strategies to prevent
over-fitting during the training phase. The effect of introducing a layer dropout of 25%
has been combined with the usage of a different number (one or three) of LSTM/GRU
recurrent units in the encoding and decoding layers of the models. For each configuration,

we have performed 12 experiments, using four different one week-long training sets and
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three different initialization seeds. Table 6.4 reports the average and standard deviation
of the AUC-ROC values computed over all experiments. The highest average AUC-
ROC values are obtained for both models when dropout is used. The GRU-AE looks to
benefit more from dropout, with not only an higher average value but also a smaller result
variability, as shown by the standard deviation values. On the contrary, the adoption of

one or three units does not seem to bring much benefit.

Parameters AUC-ROC LSTM AUC-ROC GRU
No Dropout, 1 Unit 0.92 + 0.05 0.86 £ 0.10
No Dropout, 3 Units 0.90 + 0.03 0.80 £ 0.10
25% Dropout, 1 Unit 0.970 + 0.004 0.97 + 0.01
25% Dropout, 3 Units 0.96 £ 0.02 0.96 4+ 0.01

Table 6.4: Performance of the proposed LSTM/GRU autoencoder models when including
25% layer dropout and/or three units. The performance is measured by the average and
standard deviation of the AUC-ROC values computed over 12 experiments with different,
one week-long (AUC-ROC week), training sets.

6.3.2. Comparison with Previous System

The main goal of this thesis is to show that our anomaly detection solution outperforms
the previous system implemented in the CERN cloud for spotting anomalous servers. To
verify that this is the case, we compare the performance of our (individual and ensemble)
models with respect to the performance of the previous system. We guarantee a fair
comparison by configuring the previous system to analyze each time series in four hours
long windows and to consider the same performance metrics of our solution. We manually
adjust the starting thresholds of the previous system, to achieve different target values of
FPR in the following experiments. The performance comparison is expressed in terms of
the TPR values at a given value of FPR.

In Table 6.5 the TPR values are reported for all the approaches, evaluated at four different
values of FPR, ranging from 0.1% to 4%. Due to large number of servers in the cloud
infrastructure, a small FPR is mandatory to avoid that false notifications submerge the
service managers. The results show that our solutions systematically outperform the
previous system. The performance of IFOR at the lowest FPR are comparable with the
one of the previous system, whereas, at 4% of FPR, they become similar to the LSTM-

AFE’s ones. Between the individual models, the autoencoders have the best performance,
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with GRU-AE achieving higher TPR for higher values of FPR.

Regarding the ensembles, ENS; and EN .S, give the best performance at the lowest FPR,
where the inefficacy of IFOR penalises £ N.S3. However, the three ensemble methods have

similar performance at higher values of considered FPR.

True Positive Rates

FPR  Previous System Individual Ensemble

IFOR LSTM-AE GRU-AE ENS, ENS; FENS;
0.001 0.08 0.09 0.45 0.43 0.47 0.45 0.21
0.01 0.14 0.29 0.56 0.58 0.53 0.58 0.59
0.02 0.19 0.57 0.66 0.79 0.61 0.69 0.71
0.04 0.26 0.81 0.81 0.93 0.92 0.89 0.92

Table 6.5: True positive rate (TPR) measured at different values of the False Positive Rate
(FPR) for the predictions of the previous AD system, the proposed individual models and
the proposed ensemble strategies ENS, fore=1,...,3.

6.3.3. Minor Results

In Appendix A, we find other two figures that can bring interesting results:

e In Figure A.1, we can see the loss function behavior related to the training of the
two autoencoders. In particular, we distinguish between the use of one week and
one month of training set. In the first case, we can notice that the loss takes more
epochs to decrease and that the saturation value is equal to 0.008. On the opposite,

in the second case, we have that the loss takes fewer epochs to reach the minimum.

e In Figure A.2, we can see, instead, the ROC curves and the score distributions of
the three models. In particular, is not really possible to show all the experiments,
so we decided to have a general overview showing the plots in the best and in the
worst cases. In particular, the best case is related to those situations where the
models perform well, while the worst case is related to the use of fewer data and
worse parameters. Notice that, the model performs well if it is able to separate the

two classes in the score distribution..

We also present here the results related other minor experiments. In particular, we study
the difference between using non-overlapping or overlapping metric windows, we inspect

the importance of the number of dimensions used in the windows, and we show the time
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performance of the models.

Window Sliding

Our definition of anomaly implies using the temporal dimension, and our solution involves
the definition of metric windows to be classified as anomalous or normal. As shown in
Figure 6.4, one technique for enlarging the training dataset, and for feeding with more

samples the models, consists in creating overlapping windows using a sliding approach.

oY Sliding Window

~ series 4 series 3 series 2 series 1

Figure 6.4: A visualization of the sliding window techniquel*?!. Overlapping the windows

we are able to increase the training dataset size.

In these experiments, we wanted to study the performance in the case of using or not this
sliding approach. This technique, indeed, has some negative aspects that can decrease
the models’ efficiency. For instance, if anomalous data are present in the starting training

set, with sliding windows, we propagate those anomalies on more samples.

The related experiment is shown in Figure 6.5. We tried to apply the sliding window
approach with respect to two specific metrics (CPU Load and Disk 10 Time), increasing
the time period involved in the training set, and for this reason, increasing the number of

data points in the training set itself.

The plots show the drawback of this approach. Being the metrics’ values close in time,
they are also close in absolute value. Increasing the number of data points we find that
artificial clusters of data points are created. This implies that an anomalous data point
will be part of a cluster if we use this approach, and of course, we want to avoid this

situation.
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Taining Data - cloud_compute/level2/main/gva_shared_013 - 2021-10-03 10:00.00 - 142 points Training Data - cloud_compute/level2/maingva_shared_013 - 2021-10.03 10:00:00 - 781 points Taining Data - cloud_compute/level2/main/gva_shared 013 - 2021-10-03 10:00:00 - 33571 point:
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Figure 6.5: The plots show the context of the experiment about sliding windows. We are

plotting two metrics and we are increasing the number of data points.

Another option is to explain the temporal information of overlapping windows adding,
instead of data points, more dimensions. It is actually what we do when when we define
the metric window W, ;. in (3.5). We wanted however to visualize what happens if we abuse
of this approach. In Figure 6.6 we can visualize a summary of the experiment. Notice
that, as said in the caption, adding dimensions we had to reduce the dimensionality by
using the Principal Component Analysis for plotting the data. What we can see is that,
in the right final plot, the data points are really far from each other because of the “Curse
of Dimensionality” [43|. This means that, when running AD models, we will not be able

to identify clusters containing normal data points or distant anomalous points.
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Figure 6.6: The plots show the context of a second experiment about increasing the
amount of data. We are plotting the same metrics of Figure 6.5, but in this case, we in-
crease the number of dimensions instead of increasing the number of data points. Notice
that, because we are increasing the number of dimensions, we have to apply a dimension-

ality reduction for visualizing the data points. In particular, we use the PCA [30].
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Time Performance

Finally, we want to establish the time performance of the three models. We already know
that the autoencoders take more time for the training phase with respect to the Isolation
Forest, given the same amount of data. We want, anyway, to understand the absolute
value of this gap between the two families of models, to measure the time needed also for
the inference phase, and to compare the LSTM and the GRU units used in the two DL
models. Especially in our case study, the time performance is a key aspect for deciding

which model select, and for understanding the capabilities of the different approaches.

In Figure 6.7, we plot the training and inference time that IFOR needs, in function of the
number of iTrees used. We can observe that the absolute value of the training is really
low. Most importantly, the time increases linearly with respect to the number of iTrees
for both the training and the inference. Notice that the training data is composed of one

week of data, while the inference dataset is related to two months.
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(a) Training time. (b) Inference time.

Figure 6.7: The time performance of Isolation Forest when increasing the number of iTrees

the model creates and uses.

In Table 6.6 we can see the time that each of the models we are considering needs for
both the training and inference phases. In particular, we can observe that, as expected,
IFOR needs almost no time for its training phase. On the contrary, with respect to the

inference phase, the three models have similar values.
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Model Training Time Inference Time

IFOR 1.63 = 0.29 94.93 + 16.83
LSTM-AE 64.5 £+ 9.61 107.8 £ 19.36
GRU-AE 83.1 £ 9.83 100.1 £ 22.81

Table 6.6: Training and Inference time, in seconds, of the three models. The training

time is related to one week of data, the inference time is related to two months.

6.4. Discussion

In this last section, we want to retrieve the important information that we can get from
the results of the previous section, and comment on them in order to extrapolate the main

messages. Given those results, we list all the considerations:

e The first consideration that we can make is about the different nature of the models
and their similar performance. Indeed, we see in Table 6.3 that the three models
have all AUC-ROC > 95%. However, IFOR is a traditional ML algorithm that
focuses on the statistics of the data, while the autoencoders, even if they need to be
properly trained, build a non-linear model able to reproduce correctly the normal
inputs. This difference is highlighted in Table 6.5, when we see that IFOR is not
able to have a high TPR for a very low given FPR.

e Secondly, we proved the robustness of the IFOR. In almost all the results that we

presented, IFOR is always the model with less variance in the performance.

e The next consideration is, on the other hand, about the two autoencoders we are
considering. They perform in general slightly better than IFOR, and, especially with
more data in the training set, they are also robust. Furthermore, using dropout
layers in the architecture seems crucial to have good performance, and it seems
that using or or multiple LSTM/GRU units doesn’t matter. Probably, our use
case doesn’t need a complex model to be tackled, and using no dropout makes the

autoencoders prone to overfit.

e Finally, with those experiments we found out that our new proposed approach out-
performs the previous system. In particular, if we set the required False Positive
Rate to 0.001 we have an improvement of the True Positive Rate of 39% reaching
the 47%. In this way, we are able to get almost half of the true anomalies, paying

the fact of finding 1 False Positive every 1000 cases.
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7 ‘ Conclusions and Future Work

Large-scale cloud computing infrastructures require automatic detection tools for report-
ing any server following an anomalous behavior. Solving this problem by machine learning
models is very challenging due to the large number of time series monitoring metrics being
steadily acquired, the large variability of those in normal conditions and the scarcity of

annotations.

In this thesis, we presented an unsupervised anomaly detection approach suitable for
multi-variate time series acquired in the large-scale cloud computing infrastructure of
the European Organization for Nuclear Research (CERN). Our working hypothesis relies
on the observation that the multitude of computer servers in a data center are generally
organised in clusters. Furthermore, servers in the same cluster show, during their standard
operation, a similar average behavior, whereas a handful of them can manifest temporary

deviations defined as anomalous behaviors.

The proposed solution is completely unsupervised, and employs ML models trained to
simultaneously describe all the metrics acquired from servers belonging to the same clus-
ter. These time series are arranged in a multivariate time series and monitored by three
different detectors, namely Isolation Forest, LSTM-autoencoder and GRU-autoencoder,

which are combined in an ensemble.

7.1. Outputs and Contributions

We summarize here the main contributions and outputs of our work (including points
mentioned in section 1.4). Firstly, we developed an Anomaly Detection Python library
able to perform such task in a parametric fashion for different use cases. Then, we
implemented a system, which is running every day since the beginning of 2022, able to
automatically detect anomalous servers in the CERN Cloud Infrastructure. In Figure 7.1,
it is possible to see an example of an anomalous server detected by it during the daily
operations. We also created a representative and unbiased labelled dataset that can be

used to evaluate future models. Furthermore, we showed that, in terms of AUC-ROC,
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the three adopted models achieve high performance (AUC-ROC > 0.95), and that they

are independent to the training data selection and size.

Figure 7.1: The anomalies detected by our system in production. Notice that every red

window is a 4 hours interval detected as anomalous by the models.

Finally, our experiments demonstrated that the proposed solution outperforms by far
the threshold-based system previously employed at CERN, achieving a true positive rate
of 47% against 8% of the previous system, when configured to yield 0.1% false positive
rate. This evidence indicates that relevant anomalies need to be detected by analyzing
patterns and structure of time series, and that is not sufficient to assess whether these

contain outlying values.

7.2. Future Work

Possible future work can bring improvements to the system that we developed. In partic-
ular, for our approach, we implemented IFOR, LSTM-AE and GRU-AE. Those models
are already implemented in many libraries and they don’t have a specific architecture for
tackling our problem. Building a completely new model with a peculiar architecture can
be interesting and can bring novelty to this use case. Moreover, a deeper study can be
done on the input data. For instance, different pre-processing steps can be tried, or more
metrics can be added in the system input, looking then at the performance that those

changes bring.

Another possible future contribution is related to the dataset. We already mentioned in
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section 5.1 the challenges of labelling the time series under study. For this reason, an
extension of the labelled dataset, with the addition of more servers can really improve the

accuracy of the metrics used to evaluate the models and the different approaches.

Finally, a recent line of research is working with application logs [44-48|. These contain
much more information and sometimes can also directly explain the cause of detected
anomalies. This information unfortunately is mostly unstructured, presenting many not
trivial challenges, and it was no intention of this project to approach those kinds of inputs.
Nevertheless, future work on the logs of the machines in the CERN cloud infrastructure

could be attractive, with a potential improvement with respect to the system used now
by the CERN cloud managers.
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List of Symbols

Symbol Description

C The cluster containing similar servers

N The total number of servers under study

M The total number of metrics under study

S; The i-th server of our cluster

sz The time series related to the j-ith metric of a server S;(tx) at the time ¢,
PN The normal process generating normal time series

Pa The unknown process generating anomalous time series

T The time where the anomalous behavior starts

TR The training set

dg (tr) The downsampled time series related to the j-ith metric of S; at the time %,
A The resolution of the downsampling

©i(C) The mean value of the j-th metric w.r.t. the cluster C

o;(C) The standard deviation of the j-th metric w.r.t. the cluster C

ng (tk) The final time series related to the j-ith metric of a server S; at the time t;
N The set of natural numbers

R The set of real numbers

L The length of the time window considered for the AD task

Wik The window of normalized data between t; and t;, 1 of a server S,

A(+) The anomaly score function

AD(W,;;,T) | The anomaly detection function

r The threshold used for detecting anomalies

A The index related to the adopted models (A =1,...,3)

ENS. (W)

The e-th ensemble following the related voting strategy (e =1,...,3
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We include here those images that are too large to
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Figure A.1: The loss function of the autoencoders with different amount of training data.
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Figure A.2: The ROC curves and the score distributions of the three models that we

consider. Notice that, for the worst cases, the models are trained with only one week of

data and the parameters are not decided by the empirical results. On the opposite, the

best cases are related to one month of training data and more robust parameters.
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88 Usage of Hypervisor Resources / Alarms on Extreme Cat
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Figure A.3: A screenshot showing the old system dashboard. We can notice the different
red thresholds for the metrics. If a metric is above its threshold the related server is

identified as anomalous.
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B | Appendix - Code Snippets

B.1. Utils

1 def read_local_window_dataset(config_filepath=None, path=None, nr_timeseries=None,

— list_metrics_to_keep=None):

2 # Read the window dataset from the local cache folder.

3 if (config_filepath is None) and (path is not None) and (nr_timeseries is not Nomne):
4 local_path = path

5 nr_timeseries = nr_timeseries

[§ else:

7 config_dict = read_json_config(config_filepath)

8 local_path = config_dict["local_cache_folder"] + "/" + config_dict["code_project_name"]
9 nr_timeseries = len(config_dict["selected_plugins"])

10 pdf = pd.read_parquet(local_path)

11 for ¢ in pdf.columns:

12 if '_h' in c:

13 pdf [c] = pdflc].apply(lambda x: float( '\%.7f'\%(x) ))

14 pdf = pdf.sort_values(by=["timestamp", "hostname"], ignore_index=True)

15 pdf .drop_duplicates(subset=["timestamp", "hostname"], inplace=True)

16 regex_history = re.compile("_h[0-9]*\$")

17 h_columns = list(filter(regex_history.search, pdf.columns))

18 feature_dataset = pdf [h_columns]

19 if list_metrics_to_keep is not None:

20 columns_to_keep = []

21 for metric in list_metrics_to_keep:

22 regex_this_metric = re.compile(metric + "_h[0-9]*\$")

23 columns_this_metric = list(filter(regex_this_metric.search, pdf.columns))
24 columns_to_keep += columns_this_metric

25 feature_dataset = feature_dataset[columns_to_keep]

26 provenance_dataset = pdf[["hostname", "ts", "timestamp"]]

27 feature_dataset.head()

28 provenance_dataset.head ()

29 return feature_dataset, provenance_dataset, nr_timeseries

1 def read_json_config(local_path):
# Read the configuration file.
with open(local_path) as json_file:

config_dict = json.load(json_file)

oo WwoN

return config_dict
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fun

def create_paths_for_plugins(plugins, days):

2 # Create the paths to access the plugin metrics.

3 paths = []

4 for k in plugins.keys():

5 current_plg_dict = plugins[k]

6 plg_folder = current_plg_dict["plugin_data_path"]

7 for (year, month, day) in days:

8 str_year = str(year)

9 str_month = str(month).zfill(2)

10 str_day = str(day).zfill(2)

11 new_path = plg_folder + "/" + str_year + "/" + str_month + "/" + str_day + "/"

12 paths.append (new_path)

13 return list(set(paths))

1 def keep_only_existing_paths(spark, paths, local=False):

2 # Filter paths and discard the non-existent.

3 if not local:

4 sc = spark.sparkContext

5 hadoop = sc._jvm.org.apache.hadoop

6 fs = hadoop.fs.FileSystem

7 conf = hadoop.conf.Configuration()

8 existing_paths = []

9 non_existing = [1

10 for path_str in paths:

11 if not local:

12 path = hadoop.fs.Path(path_str)

13 try:

14 fs.get(conf) .listStatus(path)

15 existing_paths.append(path_str)

16 except Exception:

17 non_existing.append(path_str)

18 else:

19 if os.path.isdir(path_str):

20 existing_paths.append(path_str)

21 else:

22 non_existing.append(path_str)

23 if len(existing_paths) ==

24 if not local:

25 raise Exception("In this configuration file you inserted only data that do not exist in
< HDFS")

26 else:

27 raise Exception("In this configuration file you inserted only data that do not exist in
— EOS")

28 return existing_paths
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def filtered_plugins_hostgroups_df (df, plugins, hostgroups):

def

# Keep only the plugins and hostgroups.
only_my_hgs = df.filter(F.col("submitter_hostgroup").rlike(hostgroups[0]))
filter_str = ""
or_conditions = []
for k in plugins.keys():
plugin_dict = plugins/[k]
plg_filter = "( " + plugin_dict['plugin_filter'] + " )"
or_conditions.append(plg_filter)
filter_str = " or ".join(or_conditions)
only_my_plugins = only_my_hgs.filter(filter_str)
df _list_plugin_ranamed = []
for plg_name, condition in zip(plugins.keys(), or_conditions):
df _current = only_my_plugins.filter(condition)
df __current = df_current.withColumn('plugin', F.lit(plg_name))
if "function" in plugins[plg_name]:
function_name = plugins[plg_name] ['function']
df _current = df_current.withColumn("value", getattr(F, function_name) (col("value")))
df _current = reduce(lambda df_current, x: df_current.withColumn(x, F.when(F.col(x) < 0,
— 0).otherwise(F.col(x))), ['value'l], df_current)
df_list_plugin_ranamed.append(df_current)
only_my_plugins_renamed = union_all(df_list_plugin_ranamed)
relevant_cols = only_my_plugins_renamed.select("event_timestamp", "plugin", "host",
— "submitter_hostgroup", "value").withColumnRenamed("event_timestamp",
< "timestamp") .withColumnRenamed("host", "hostname").withColumnRenamed("submitter_hostgroup",
< "hostgroup") .withColumn("timestamp", (col("timestamp") / 1000).cast("int"))

return relevant_cols

get_date_between(start_date: str, end_date: str):

""hGet date in the following range as tuples of int (year, month, day).

NB: the end_date is ezcluded
nwnn
list_of_dates = []
sdate = datetime.strptime(start_date, ")Y-/m-%d") # start date
edate = datetime.strptime(end_date, "/Y-%m-%d") # end date
delta = edate - sdate # as timedelta
for i in range(delta.days):
day = sdate + timedelta(days=i)
day_tuple = (day.year, day.month, day.day)
list_of_dates.append(day_tuple)

return list_of_dates
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B.2. ETL Steps

[un

def data_reading(spark, plugins, days, hostgroups, local=False, schema_path=None):

2 # Read all plugin and all days.

3 plugins = copy.deepcopy(plugins)

4 inpaths = create_paths_for_plugins(plugins=plugins, days=days)

5 existing_inpaths = keep_only_existing_paths(spark=spark, paths=inpaths, local=local)

6 try:

7 if local:

8 existing_inpaths = ["file://" + x for x in inpaths]

9 if schema_path is not None:

10 schema = load_schema(schema_path)

11 df _raw = spark.read.schema(schema) .parquet (*existing_inpaths)

12 else:

13 df _raw = spark.read.parquet (*existing_inpaths)

14 except AnalysisException:

15 return

16 all_data = filtered_plugins_hostgroups_df (df _raw, plugins, hostgroups)

17 return all_data

1 def downsampling_and_aggregate(df_all_plugins, every_n_minutes):

2 # Create the aggregate every = minutes.

3 aggregated_data = df_all_plugins.withColumn('minutes_group', F.col("timestamp") -
— (F.col("timestamp") \’% (60 * every_n_minutes))).withColumn('timestamp',
— F.col("minutes_group") + (60 * every_n_minutes)).groupBy(['hostgroup', 'hostname', 'plugin',
— 'minutes_group']) .agg(F.mean('value').alias('value'),
« F.max("timestamp").alias("timestamp")).orderBy("timestamp")

4 aggregated_data.show(5, False)

5 return aggregated_data

1 def normalize(df, df_normalization):

2 # Normalize the data given a dataframe with the coefficients.

3 df = df.persist()

4 df _normalization = df_normalization.persist()

5 to_be_normalized = df.join(df_normalization, 'plugin')

6 normalized_data = to_be_normalized.withColumn("value", (F.col("value") - F.col("mean")) /
— F.col("stddev")).select("timestamp", "hostname", "hostgroup", "plugin", "value")

7 normalized_data.show(5, False)

8 return normalized_data

1 def pivot_plugin_as_column(df, plugin_names_list):

2 # Pivot your dataframe and get the plugins as column.

3 plugins_as_col = df.groupBy(["timestamp", "hostname", "hostgroup"]).pivot("plugin",
— values=plugin_names_list) .min("value")

4 plugins_as_col.show(5, False)

5 nonNull_cols = [c for ¢ in plugins_as_col.columns if

— plugins_as_col.filter(col(c).isNotNull()).count() > 0]
6 plugins_as_col = plugins_as_col.select(*nonNull_cols)
7 plugins_as_col.show(5, False)

8 return plugins_as_col
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compute_the_coefficients(df_aggregated) :

# Compute from each of the plugin columns.

df _normalization = df_aggregated.groupBy("plugin") .agg(F.avg('value').alias("mean"),

<« F.stddev('value').alias("stddev"))
df _normalization.show(5, False)

return df_normalization

save_normalization(df_normalization, id_normalization,
outfolder, mode="overwrite", local=False):
# Save the normalization database in the folder.
norm_path = outfolder + "/" + id_normalization
if local:
norm_path = "file://" + norm_path
try:
df_normalization.write.format("parquet") .mode(mode) .save(norm_path)
except Exception as e:
return 1, None

return O, norm_path

create_window(df_plugins_as_col, steps):
# Create a window with the timesteps for history and past.
plugins = df_plugins_as_col.columns
[plugins.remove(x) for x in ['timestamp', 'hostname', 'hostgroup']]
window_spec = Window.partitionBy("hostname").orderBy("timestamp")
metrics_dfs = []
for metric in sorted(plugins):
df _metric = df_plugins_as_col
for lag_step in range(steps):
lag_col_name = metric + "_h" + str(lag_step)
df _metric = df_metric.withColumn(lag_col_name, F.lag(metric,
— -lag_step) .over(window_spec))
columns_to_clone = [x for x in df_metric.columns if x not in plugins]

metrics_dfs.append(df_metric.select(columns_to_clone))

df _window = join_all(dfs=metrics_dfs, attributes=["timestamp", "hostname", "hostgroup"])

return df_window

data_writing(df_window, outfolder, mode='overwrite'):
# Save the windows partitioned in the outfolder.

try:

df_window.repartition(10).write.format ("parquet") .mode(mode) .save(outfolder)

except Exception as e:
return 1

return 0, df_window
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ETL Pipelines

get_aggregated_data(spark, config_filepath, normalization=False, local=False):
config_dict = read_json_config(config_filepath)
plugins = config dict["selected_plugins"]
if normalization:
days = get_date_between(config_dict["date_start_normalization"],
« config_dict["date_end_normalization_excluded"])
else:
days = get_date_between(config_dict["date_start"], config_dict["date_end_excluded"])
hostgroups = config_dict["hostgroups"]
try:
schema_path = config_dict["schemas"]["raw_path"]
except Exception as e:
schema_path = None
all_raw_data = data_reading(spark=spark, plugins=plugins, days=days, hostgroups=hostgroups,
< local=local, schema_path=schema_path)
every_n_minutes = config_dict["aggregate_every_n_minutes"]
agg_data = downsampling_and_aggregate(df_all_plugins=all_raw_data,
< every_n_minutes=every_n_minutes)

return agg_data

pipeline_preparation_norm_coeff (spark, config_filepath, local=False):
# Run the pipeline to get the coefficeint and create a normalization df.
config_dict = read_json_config(config_filepath)
plugins = config_dict["selected_plugins"]
hostgroups = config_dict["hostgroups"]
agg_data = get_aggregated_data(spark=spark, config_filepath=config_filepath, normalization=True,
— local=local)
normalized_data = compute_the_coefficients(df_aggregated=agg_data)
id_norm = create_id_for_hostgroups_and_plugins_start_end(hostgroups=hostgroups, plugins=plugins,
< start=config dict["date_start_normalization"],
< end=config_dict["date_end_normalization_excluded"])
outfolder = config_dict["normalization_out_folder"]
try:

if config dict["overwrite_on_hdfs"] is True:

mode = "overwrite"
elif config_dict["overwrite_on_hdfs"] is False:
mode = "append"

except Exception as e:

mode = "overwrite"
exit_code, norm_path = save_normalization(df_normalization=normalized_data,
< id_normalization=id_norm, outfolder=outfolder, mode=mode, local=local)

return exit_code, norm_path
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1 def read_normalization_dataframe(spark, normalization_folder: str, normalization_id: str,
— schema_path=None) :
2 # Get the normalization dataframe with the corresponding tid.
3 df _normalization = read_spark_df (spark=spark, df_path=normalization_folder + "/" +
< normalization_id, schema_path=schema_path)

4 return df_normalization

1 def run_pipeline_all_in_one(spark, config filepath, local=False):

2 # Run the pipeline for the specified data.
3 config_dict = read_json_config(config_filepath)
4 plugins = config_dict["selected_plugins"]
5 hostgroups = config_dict["hostgroups"]
6 normalization_id = create_id_for_hostgroups_and_plugins_start_end(hostgroups=hostgroups,
< plugins=plugins, start=config_dict["date_start_normalization"],
< end=config_dict["date_end_normalization_excluded"])
7 try:
8 schema_path = config_dict["schemas"] ["norm_path"]
9 except Exception as e:
10 schema_path = None
11 norm_df = read_normalization_dataframe(spark=spark,
— normalization_folder=config_dict["normalization_out_folder"],
— mnormalization_id=normalization_id, schema_path=schema_path)
12 agg_data = get_aggregated_data(spark=spark, config_filepath=config_filepath, normalization=False,
— local=local)
13 normalized_data = normalize(df=agg_data, df_normalization=norm_df)
14 pivotted_data = pivot_plugin_as_column(df=normalized_data,
— plugin_names_list=1list(plugins.keys()))
15 history_steps = config_dict["history_steps"]
16 windows_data = create_window(df_plugins_as_col=pivotted_data, steps=history_steps)
17 outfolder = config_dict["hdfs_out_folder"] + "/" + config_dict["code_project_name"]
18 try:
19 if config_dict["overwrite_on_hdfs"] is True:
20 mode = "overwrite"
21 elif config_dict["overwrite_on_hdfs"] is False:
22 mode = "append"
23 except Exception as e:
24 mode = "overwrite"
25 if not local:
26 try:
27 subprocess.call(["hdfs", "dfs", "-rm", "-R", "-skipTrash", outfolder])
28 except Exception as e_delete:
29 return
30 exit_code, final_df = data_writing(df_window=windows_data, outfolder=outfolder, mode=mode)

31 return exit_code, final_df
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materialize_locally(spark, config_filepath, local=False):
# Create a window dataset and move it locally."""
config_dict = read_json_config(config_filepath)
project_code = config_dict["code_project_name"]
hdfs_outfolder = config dict["hdfs_cache_folder"] + "/" + project_code
local_outfolder = config_dict["local_cache_folder"] + "/" + project_code
df_win_train = read_window_dataset(spark=spark, config_filepath=config_filepath)
if local:
hdfs_outfolder = "file://" + hdfs_outfolder
df_win_train.coalesce(l) .write.format("parquet") .mode("overwrite") .save(hdfs_outfolder)
if not local:
copy_to_local (hdfs_path=hdfs_outfolder, local_path=local_outfolder)
raw_folder = config_dict["hdfs_out_folder"] + project_code
try:
subprocess.call(["hdfs", "dfs", "-rm", "-R", "-skipTrash", raw_folder])
except Exception as e_delete:
return
try:
subprocess.call(["hdfs", "dfs", "-rm", "-R", "-skipTrash", hdfs_outfolder])
except Exception as e_delete:

return

read_spark_df (spark, df_path, schema_path=None):
# Reading a spark dataframe with the possibility of using the schema.
if schema_path is not None:
schema = load_schema(schema_path)
try:
df = spark.read.schema(schema) .parquet (df_path)
except Exception as e:
raise
else:
try:
df = spark.read.parquet(df_path)
except Exception as e:
raise
try:
df . show(5)
except Exception as e:
raise

return df

get_normalization_pandas(spark, config_filepath, local=False, schema_path=None):
# Return the Pandas dataframe of nmnormalization.
path = get_normalization_path(config_filepath=config_filepath)
if local:
path = "file://" + path
df = read_spark_df (spark=spark, df_path=path, schema_path=schema_path)
pdf = df.toPandas()
return pdf



B| Appendix - Code Snippets

B.4. PyOD Wrapper

1 class BaseOutlierAnalyser (ABC):

2 Q@abstractmethod
3 def __init__(self):
4 # Abstract class for all outlier detection algorithms.
5
6 @abstractmethod
7 def fit(self, X, prov, y=None, value_for_missing=0):
8 # Fit the model using X as training data.
9 pass
10
11 Q@abstractmethod
12 def predict(self, X, prov, y=None, value_for_missing=0):
13 # Predict the scores for the X testing data.
14 pass
15
16 def get_scores(self, on_machines=None):
17 # Get the score of the machines analyzed.#
18 return self.scores
19
20 def get_machines(self):
21 # Get the names of the machines analyzed.#
22 return self.host_names
23
24 def _compute_ranking(self):
25 # Compute the ranking of the scores.#
26 ordered_index = np.argsort(self.scores)[::-1]
27 self.ordered_scores = [self.scores[i] for i in ordered_index]
28 self.ordered_host_names = [self.host_names[i] for i in ordered_index]
29 self.ranks = [sorted(self.scores, reverse=True).index(x) + 1 for x in self.scores]
30 self .percentiles = [scipy.stats.percentileofscore(self.scores, a, 'weak')
< self.scores]
31
32 def prepare_to_publish_config(self, config_file, slide_steps, algo_name):
33 # Give all the info necesssary to publish.
34 config_dictionary = read_json_config(config_file)
35 hostgroup = config_dictionary["hostgroups"] [0]
36 self.cell_name = hostgroup[hostgroup.rfind("/") + 1:]
37 self .hostgroup = hostgroup
38 self .granularity_min = config_dictionary["aggregate_every_n_minutes"]
39 self.plugins = config_dictionary["selected_plugins"]
40 self.normalization_name = "standardization"
41 self .normalization_id =
< create_id_for_hostgroups_and_plugins_start_end(hostgroups=config_dictionary["hostgroups"],
— plugins=config_dictionary["selected_plugins"],
— start=config_dictionary["date_start_normalization"],
— end=config_dictionary["date_end_normalization_excluded"])
42 self.slide_steps = slide_steps
43 self .history_len = config_dictionary["history_steps"]
44 self.classname = self.__class__.__name__

45 self.algo_name = algo_name
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fun

class PyODWrapperAnalyzer (BaseOutlierAnalyser) :

2 def __init__(self, pyod_detector, normalization_anomaly_scores=True, robust=False):
3 # Create the wrapper of a PyOD detector.#

4 self.pyod_detector = pyod_detector

5 self.robust = robust

6 self .normalization_anomaly_scores = normalization_anomaly_scores
7

8 def fit(self, X, prov, y=None, value_for_missing=0, forward_prov=False):
9 # Fit the model using X as training data.#

10 X_cleaned = X.fillna(value_for_missing)

11 if forward_prov:

12 self .pyod_detector.fit(X_cleaned, prov=prov)

13 else:

14 self.pyod_detector.fit(X_cleaned)

15 if self.normalization_anomaly_scores:

16 self._compute_coefficients_std_score()

17

18 def predict(self, X, prov, y=None, value_for_missing=0):

19 # Predict the model using X as testig data.#

20 X_cleaned = X.fillna(value_for_missing)

21 self.scores = self.pyod_detector.decision_function(X_cleaned)

22 self.std_scores = self.scores

23 if len(prov.shape) ==

24 self .host_names = [h for h in prov.iloc[:, 0].values.flatten()]
25 else:

26 self .host_names = prov[0]

27

28 def get_std_train_scores(self):

29 # Get all the scores standardized during training.#

30 train_scores = self.pyod_detector.decision_scores_

31 return self.standardize_with_train(train_scores)

32

33 def get_train_scores(self):

34 # Get the anomaly scores on the train set.#

35 return self.pyod_detector.decision_scores_

36

37 def predict_std(self, X, prov, y=None, value_for_missing=0):

38 # Predict the scores and standardize with training scores.#

39 self .predict (X, prov, y, value_for_missing)

40 std_scores = self.standardize_with_train(self.scores)

41 self.std_scores = std_scores
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B.5.
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def
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—

def

def

def

GRU-AutoEncoder

EGruTF2(BaseDetector) :

__init__(self, nr_timesteps, patience=None, loss=mean_squared_error, optimizer='adam',
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gru_units=1, epochs=10, batch_size=16, dropout_rate=0.25, validation_size=0.1, verbose=1,

random_state=None, contamination=0.1, preprocessing=True):

_build_model(self, gru_units):

if self.random_state is not None:
fix_seeds(self.random_state)

model = Sequential()

model.add(GRU(gru_units return_sequences=True, input_shape=(self.nr_timesteps,

— self.nr_timeseries)))

model . add (Dropout (self .dropout_rate))

model.add(GRU(gru_units,return_sequences=True))

model . add (Dropout (self.dropout_rate))

model.add(TimeDistributed(Dense(self.nr_timeseries)))

model.compile(optimizer=self.optimizer, loss=self.loss)

return model

fit(self, X, y=None):
self .plugin_names = list(set([x[:x.rfind("_")] for x in X.columns]))
self .nr_timeseries = len(self.plugin_names)
X_image = np.reshape(X.values, (len(X), self.nr_timeseries, self.nr_timesteps))
X_image = np.nan_to_num(X_image, nan=0, posinf=0, neginf=0)
if self.preprocessing:
self.v_min = X_image.min(axis=(0, 2), keepdims=True)
self.v_max = X_image.max(axis=(0, 2), keepdims=True)
denominator = (self.v_max - self.v_min)
denominator [denominator == 0] = 1
X_image = (X_image - self.v_min) / denominator
X_image = X_image.swapaxes(1l, 2)
self .model_ = self._build_model(gru_units=self.gru_units)
early_stop = EarlyStopping(monitor = 'val_loss', patience = self.patience)
self .history_ = self.model_.fit(X_image, X_image, epochs=self.epochs,
< batch_size=self.batch_size, shuffle=True, validation_split=self.validation_size,
— verbose=self.verbose, callbacks = [early_stop]) .history
pred_scores = self.model_.predict(X_image)

nr_rows = pred_scores.shape[0]

pred_scores_flat = np.reshape(pred_scores, (nr_rows, self.nr_timeseries * self.nr_timesteps))

original_images = np.reshape(X_image, (nr_rows, self.nr_timeseries * self.nr_timesteps))

self.decision_scores_ = pairwise_distances_no_broadcast(original_images, pred_scores_flat)

self._process_decision_scores()

return self

decision_function(self, X):
check_is_fitted(self, ['model_', 'history_'l)
X_image = np.reshape(X.values, (len(X), self.nr_timeseries, self.nr_timesteps))
X_image = np.nan_to_num(X_image, nan=0, posinf=0, neginf=0)
if self.preprocessing:
denominator = (self.v_max - self.v_min)

denominator [denominator == 0] = 1
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B.6. Airflow

1 def ad_dag(dag_id='give_me_a_name', override_params={}):

2 default_params={

3 'default_args': {

4 'owner': 'Airflow',

5 'start_date': datetime(2021, 1, 1),

6 'ad_config_train': {...},

7 'ad_config_inference': {...},

8 'ad_config_experiment': {...},

9 1,

10 'schedule_interval': 'O 0 1 * *',

11 'max_active_runs': 1, # number active runs

12 'concurrency': 1, # total tasks concurrency

13 'dagrun_timeout': timedelta(minutes=120),

14 'tags': ['Airflow_Production'],

15 }

16 dag_args = merge({'dag_id':dag_id}, default_params, override_params)

17 dag = DAG(**dag_args)

18 dag_exit_status = PythonOperator(task_id='dag_exit_status', provide_context=True,
< python_callable=final_status, trigger_rule='all_done', dag=dag)

19

20

21

22 tg_train = TaskGroup(group_id='TRN', dag=dag)

23 tg_train_models = TaskGroup(group_id='TRN_', dag=dag)

24 tg_inference = TaskGroup(group_id='INF', dag=dag)

25 tg_inference_scores = TaskGroup(group_id='INF_', dag=dag)

26 tg_train >> tg_train_models >> tg_inference >> tg_inference_scores

27 for atask in ad_tasks_train:

28 globals() [atask[0]] = return_configured_BashOperator(*atask, task_group=tg_train)

29 for atask in ad_task_train_models:

30 globals() [atask[0]] = return_configured_BashOperator(*atask, task_group=tg_train_models)

31 for atask in ad_tasks_inference:

32 globals () [atask[0]] = return_configured_BashOperator(*atask, task_group=tg_inference)

33 for atask in ad_task_inference_scores:

34 globals() [atask[0]] = return_configured_BashOperator(*atask, task_group=tg_inference_scores)

35

36 check_local_data_presence_TRN >> train_models

37 check_local_data_presence_TRN >> spark_check_norm_presence_TRN

38 spark_check_norm_presence_TRN >> spark_compute_norm_TRN >> spark_transform_data_TRN

39 spark_check_norm_presence_TRN >> spark_transform_data_TRN

40 spark_transform_data_TRN >> spark_mv_data_to_local_TRN

41 spark_mv_data_to_local_TRN >> train_models

42 train_models >> check_local_data_presence_INF

43 check_local_data_presence_INF >> inference_scores

44 check_local_data_presence_INF >> spark_check_norm_presence_INF

45 spark_check_norm_presence_INF >> spark_compute_norm_INF >> spark_transform_data_INF

46 spark_check_norm_presence_INF >> spark_transform_data_INF

47 spark_transform_data_INF >> spark_mv_data_to_local_INF

48 spark_mv_data_to_local_INF >> inference_scores

49 inference_scores >> dag_exit_status

50 return dag
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B.7. Unit Tests

1 class TestEtlSteps(unittest.TestCase):

2 def setUp(self):
3 os.environ['PYSPARK_PYTHON'] = sys.executable
4 os.environ['PYSPARK_DRIVER_PYTHON'] = sys.executable
5 number_cores = 1
6 memory_gb = 3
7 conf =
— (pyspark.SparkConf () .setMaster('local[{}]'.format (number_cores)) .set('spark.driver.memory',
— '{}g'.format (memory_gb)))
8 self.sc = pyspark.SparkContext (conf=conf)
9 self.spark = pyspark.sql.SparkSession(self.sc)
10 test_file = os.path.dirname(os.path.realpath(__file__)) + "/test.yaml"
11 with open(test_file) as yaml_file:
12 self.file_dict = yaml.safe_load(yaml_file)
13
14 def test__filtered_plugins_hostgroups_df__compare(self):
15 df = self.spark.read.parquet("file://" + self.file_dict['df_raw_path'l)
16 df_to_compare = filtered_plugins_hostgroups_df(df:df,
— plugins=self.file_dict['selected_plugins'],
— hostgroups=self.file_dict['filtered_plugins_hostgroups_df_HOSTGROUPS_TO_FILTER'])
17 outfolder = self.file_dict['df_filtered_path']
18 expectation = self.spark.read.parquet("file://" + outfolder)
19 self.assertTrue(are_dfs_equal (df _to_compare, expectation))
20
21 def test__PLUGIN_FUNCTIONS_filtered_plugins_hostgroups_df__compare(self):
22 df = self.spark.read.parquet("file://" + self.file_dict['df_raw_path'])
23 df _to_compare = filtered_plugins_hostgroups_df (df=df,
— plugins=self.file_dict['PLUGIN_FUNCTIONS_selected_plugins'],
— hostgroups=self.file_dict['filtered_plugins_hostgroups_df_HOSTGROUPS_TO_FILTER'])
24 outfolder = self.file_dict['df_filtered_path']
25 expectation = self.spark.read.parquet("file://" + outfolder)
26 self.assertTrue(are_dfs_equal (df_to_compare, expectation))
27
28 def test__data_reading__compare(self):
29 df _to_compare = data_reading(spark=self.spark, plugins=self.file_dict["selected_plugins"],
— days=get_date_between(start_date=self.file_dict["start_date"],
<» end_date=self.file_dict["end_date"]),
— hostgroups=self.file_dict["data_reading HOSTGROUPS_TO_FILTER"], local=True,
< schema_path=self.file_dict['json_load_schema_paths']['raw'])
30 outfolder = self.file_dict['df_filtered_path']
31 expectation = self.spark.read.parquet("file://" + outfolder)

32 self .assertTrue(are_dfs_equal(df_to_compare, expectation))
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