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Abstract
With the increasing popularity of neural networks, it is also important to make
sure that at least some properties can be guaranteed for neural networks, es-
pecially if safety is a major concern for their applications. In this work, tech-
niques and tools for formal verification specifically made for neural networks
are studied. The tools are top performers in the VNN-COMP 2022, which is
a competition specifically for formally verifying neural networks. By provid-
ing a neural network model in the ONNX format, and a specification in the
VNNLIB format, the tools can find whether there exists a case where the spe-
cification is satisfied, given the model. With this result, several properties can
be verified for different applications of neural networks.
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1 Introduction
Neural networks with various architectures and sizes, as shown in Figure 1, are becoming ubiquitous in
many fields and applications. At CERN, several neural networks are being developed for control systems
for LHC, such as cooling tower control systems [1] and BLM sensor instance segmentation. However,
reliability and safety of neural networks are heavily concerned due to the “black box” nature of their
behavior. Therefore, in order to guarantee or verify that a certain scenario will never happen, formal
verification for neural networks is required, especially in critical systems.

Figure 1: Example of NN archituectures.

Among the variety of neural networks, a multi-layer perceptron (MLP) and a convolutional neural
network (CNN) are the most popular architectures of neural networks for most control systems out there,
so most of the experiments will mainly focus on these two architectures.



2 State of the Art
In order to discover available techniques and tools for formal verification, the VNN-COMP 2022 [2] is
chosen to be the main entry point of this study. The VNN-COMP stands for the Verification of Neural
Networks Competition, which has been held annually for three years, and has had many active research-
ers in this field as participants.

From the most recent VNN-COMP, we have selected three tools which achieved the best per-
formances, participated in most (if not all) benchmarks, and provided sufficient documentation for our
application, which includes:

1. alpha-beta CROWN [4–7], which utilizes linear bound propagation and the branch and bound
[8] method for adversarial search

2. nnenum [9], which uses zonotopes for over-approximation and geometric path enumeration [10]
for efficiently splitting ReLU networks

3. VeriNet [11–13], which implements symbolic interval propagation and a branch-and-bound-based
method.

2.1 Background
Although each tool is implemented independently, the common approach to verify a neural network is
to efficiently compute the output bounds of neural network outputs by relaxing activation functions and
non-linear operations. This concept can be illustrated in Figure 2. Note that the actual rule for relaxation
varies among the tools and research. Most works such as [3, 14–16] focus on only ReLU activation,
while others such as [17] try to generalize the relaxation for more activations like sigmoid, tanh, etc.
After that, the verification can be formulated as a linear programming (LP) problem, which can be solved
using third-party LP-solving tools.

Figure 2: Example of linear relaxation for ReLU networks proposed by [3].

2.2 Standard Format

(declare-const X_0 Real)
(declare-const X_1 Real)
(declare-const X_2 Real)
(declare-const Y_0 Real)
(declare-const Y_1 Real)
(declare-const Y_2 Real)

(assert (>= X_0 20.000000))
(assert (<= X_0 25.000000))
(assert (>= X_1 23.000000))
(assert (<= X_1 27.000000))
(assert (>= X_2 8.000000))
(assert (<= X_2 21.000000))

(assert (or
(and (<= Y_2 Y_0))
(and (<= Y_2 Y_1))
))

As the standard for the VNN-COMP 2022, the tools are compatible with neural network models
in the Open Neural Network Exchange (ONNX) format, which can be easily converted from other file

2

https://github.com/Verified-Intelligence/alpha-beta-CROWN
https://github.com/stanleybak/nnenum
https://github.com/vas-group-imperial/VeriNet


formats from other machine learning frameworks. For specifications, the VNNLIB format, specifically
created for the competition, is used. This specification format consists of variable declarations and
assertion statements, as shown above.

2.3 Verification Result
By providing an ONNX model file and a VNNLIB specification file to each tool, the result indicates
whether a counter-example, a case where all conditions in the specification is true given the model,
exists. If a counter-example exists, the result is denoted SAT. Otherwise, it is denoted UNSAT. In some
situations, however, a tool may not be able to conclude the result for the verification, and will provide
UNKNOWN as a result. In addition, since the tools are designed for the competition where scores also
depend on runtime, if a tool is unable to finish verification within a specified period of time, the algorithm
is terminated and TIMEOUT will be provided as the result.

In practice, these verification results can be interpreted as guarantee for certain properties, depend-
ing on what the specifications mean for the users. Some of these interpretations will be demonstrated in
Section 3. The method of formulating problems for verification will be a bit different, depending on the
quantifier of the property we wish to verify for a neural network f , where y = f(x).

2.3.1 Existential Verification
If we aim to guarantee that an output condition v(y) may hold given closed bounds of possible inputs
u(x), meaning our property P is in the form

P ≡ ∃x, u(x) ∧ v(y)

then we can directly formulate the specification as H ≡ P . If the result is SAT, then the property
P is guaranteed for f .

2.3.2 Universal Verification
If we aim to guarantee that an output condition v(y) always holds given closed bounds of possible inputs
u(x), meaning our property P is in the form

P ≡ ∀x, u(x) → v(y)

then, since the verification tools can only find counter-examples, we instead try to guarantee a
possibility of any violations of P , so the specification becomes

H ≡ ∼ P

≡ ∼ (∀x, u(x) → v(y))

≡ ∃x,∼ (∼ u(x) ∨ v(y))

≡ ∃x, u(x) ∧ ∼ v(y)

If the result is UNSAT, then the property P is guaranteed for f .

2.4 GUI Application
To conduct a study on neural network verification using the available tools, a GUI is developed to provide
a unified pipeline, as shown in Figure 3, for using all of the tools to verify a given model and a given
specification. The GUI provides a convenient way to choose ONNX and VNNLIB files for verification
with all (or each) of the tools under a specified timeout. It also shows runtime used by each verification
tool, and a counter-example provided by each tool providing SAT as a verification result.
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Figure 3: Overall pipeline of neural network verification

3 Experiments
To demonstrate a range of properties neural network formal verification can guarantee, we mainly con-
sider the neural network from [1]. Although we have successfully perform verification for other models
such as a 2D-CNN MNIST classifier and a 1D-BLM signal classifier, their properties are encoded in
similar fashion to our example in this section.

3.1 Overview
The example model, as shown in Figure 4(a), consists of fully-connected layers mapping three temper-
ature inputs from sensors within the LHC cooling tower to two separate outputs: a fan speed and the
probabilities for the three possible modes of operation. Therefore, this model can be view or split into
two MLPs where the weights in the first two layers are the same. The model uses ReLU activation at
every layer except at the last classification layer, where softmax activation is used. For this experiment,
since we would like to utilize all three tools, the softmax activation is removed, making the classification
output become logits scores instead. This practically makes no difference, since we can still determine
the classification result using the highest logits score.

(a) Original model architecture (b) Modified model for verifying
fan speed monotonicity

Figure 4: Overview of LHC cooling tower system neural network for formal verification
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3.2 Verifiable Properties
3.2.1 Reachability
This property is about whether there exists a set of input temperatures within the operating region which
can produce the target output, such as the following:

– The second mode of operation can be activated during operation.
(the second logits score can be the highest score)

– The fan speed will never reached 20%-40% during operation.

3.2.2 Robustness
This property (may also be called monotonicity in the context of classification) is about whether all
outputs will follow the expectation for all input temperatures within the operating region which can
produce an output within a target interval, such as the following:

– The LHC cooling tower will always be in the first mode of operation during a certain state.
(the first logits score will always be the highest score)

– The fan speed will remain within 60%-80% during operation.

3.2.3 Monotonicity
This property (in the context of regression problems) is about whether an output at a specific dimension
will always strictly increase or decrease if an input at another specific dimension increases. However, to
make this work, the model needs to be encapsulated with additional custom operations as a new model
for verification. This is illustrated in Figure 4(b).

4 Discussion
4.1 Performance Comparison
After putting the available neural network verification tools in Section 2 to use, it can be observed that for
different neural network models and different specifcations, the performance can vary among the tools,
currently with no obvious patterns. However, the overall performance for each tool can be summarized
as shown in Table 1 shown below.

Table 1: Overall advantages and disadvantages of experimented tools

Verification Tool Advantages Disadvantages
alpha-beta CROWN Has low runtime Needs complicated configurations

Works with custom built networks Provides some unknown results
nnenum Is fast and easy to use Only works with ReLU activation

Barely provides unknown results
VeriNet Works with most activations Does not support certain operations

Can utilize multiprocessing Has higher runtime

4.2 Limitations
Despite the successful attempts at using these verifiers for neural network verification in Section 3, there
are still limitations in using these tools for neural network verification:
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4.2.1 Specification Expressiveness
Since the tools are designed for verifying output properties given input properties, they are only capable
of working with a single pass through a neural network. they currently do not support verifying properties
involving temporal logics (i.e. properties involving loops). In addition, since the parsers are designed for
properties given by the VNN-COMP, which are mostly not too complicated, the tools may not work with
too many nested conjunctions or disjunctions in the VNNLIB format.

4.2.2 Architecture Support
Neural network verification requires verification tools to both make a linear approximation of each oper-
ation in a neural network and effectively "split" the model to make verification feasible, some complex
neural network architectures, such as RNNs, LSTMs, and transformers [18], are not supported.

Fortunately, neural network formal verification for more complex architectures, especially recur-
rent nodes, are being studied and actively researched on. For example, [19] proposed a method for
verifying LSTM models with non-linear activations. In fact, alpha-beta CROWN, one of the three tools
from Section 2, claims that it can also work with recurrent connections, but this currently has not been
tested in this work.

4.2.3 Model Adjustments
In case the verifiers indicate that a model does not have a desired property, they cannot fully explain the
cause of such result, and cannot provide us how to correct or adjust the model so that the property can
be guaranteed. However, an interesting approach is presented by [15], which demonstrated an increase
in robustness of a MLP model when trained with a custom robust loss, essentially letting the model learn
to be robust to noise since during training.

5 Conclusion
In this project, several top-performing tools from the VNN-COMP 2022 for neural network verification
are utilized to study a range of properties which can be verified for several applications of neural net-
works. Further development includes applying the verification tools to other neural networks deployed
at CERN, discovering more techniques to express safety properties as specifications, and exploring veri-
fication techniques for more complex network structures such as RNNs, transformers, etc.
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