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1 Introduction

The Large Hadron Collider is the largest particle accelerator in the world with
a circumference of about 27km. It is located at the European Organization for Nuclear
Research in Switzerland and is used to study the properties of known elementary
particles and search for new particles beyond the Standard Model of particle physics.

This is achieved by protons which are accelerated by the [LHC|in opposite directions in
parallel so called beamlines. Each of these protons has an energy of 6.5 TeV per direction.
The two beamlines cross each other at four different locations with a total collision energy
up to 13TeV. At every crossing point are cylindrically shaped detectors, the largest of
these is the A Toroidal LHC ApparatuS detector. The secondary particles from
an proton-proton collision are measured by those detectors and the information of the
detected particles can be used to reconstruct a collision event. This acquired data is used
to test theories of particle physics [1].

In 2012 first findings on the Higgs Boson were published which is considered very
important for the Standard Model and the understanding of the world. The data for
this discovery was obtained during 2010 to 2012, also known as Run 1. The collision
energy in this phase was 7TeV and 8 TeV. After a first shut down of the [LHC]| the data
taking continued with proton-proton collisions at 13 TeV. A shut down from 2025 to mid
2027 is planned to increase the collected data even further. This upgrade is called the
High-Luminosity [LHC| and enables more accurate measurements and observations of rare
processes and increase our understanding of high energy physics. During the data taking
after the upgrade in Run 4 and following the number of total measured collision increases
by a factor of ten. Over the following ten years [LHC| aims to acquire a data set of about
4000 b= [2].

The upgrade increases the peak luminosity to 7.5 x 103* cm~2s~! which is equivalent
to about 200 proton-proton collisions per beam crossing by a crossing rate of 40 MHz.
The detector also requires an upgrade to increase the data taking abilities. Some of the
hardware therefore has to be replaced . Hardware of the current and future
detector is briefly described in Chapter The increase in data collected by the new
detector also has to be handled. In order to analyze the physics with the measured data,
it has to be transmitted to a computer and stored.

This thesis focuses on a possible hardware and software solution for the transmission
respectively receiving of high data rates with a network between a Field Programmable
Gate Array and a server computer. The used experimental setup for testing is
shown in Chapter [3] The software and the performed tests are described in Chapter []
they include the predictability of the data source and the determination of maximum
receivable data rates for used CPU cores. The results of these tests are discussed in

Chapter [3}
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2 Overview

This chapter outlines the basic information about the [ATLAS| detector and the readout
of the pixel detector. The path of the data from the front-end electronics in the detector
to a server computer is described. A simplified version of this structure leads to the test
setup which is used for performance measurements.

2.1 ATLAS Experiment

The [ATLAY]| detector is one of the main particle detectors at the [LHC] It was designed
for the search of the Standard Model Higgs Boson but is not restricted to this. Different
subsystems of the detector enable the precise measurements of particle tracks, electromag-
netic and hadronic showers and muon properties. An overview of the detector is shown
in Figure [2.1

The measurements are performed by three main parts of the detector, which are placed
around the beamlines to have high angular coverage to detect as many particles as possible.
The inner system provides a good charged particle momentum resolution. The second
layer is a electromagnetic calorimeter for electron and photon detection followed by an
hadronic calorimeter for accurate jet and missing transverse energy measurements. The
third layer is the muon chamber to identify and measure the muons [4].

The inner detector is immersed in a 2T solenoidal field, which deflects charged particles
depending on their charge. This allows for momentum measurements.

Tile calorimeters

LAY hadronic end-cap and

forward calorimeters
Pixel detector \

LAr electromagnetic calorimeters

Toroid magnets

Muon chambers Solenoid magnet | Transition radiation tracker
Semiconductor tracker

Figure 2.1: Overview of the ATLAS detector in a cut-away schematic H



For this thesis the relevant part is the innermost part of the inner detector, the pixel
detector. This detector contains high resolution semiconductor pixels with a size of
50x400 um? in the current detector which was driven by electronics design limitations
at that time. If an ionizing particle passes trough a pixel an electric charge is measurable.
Each pixel acts basically like a diode. A pixel sensor with a chip on a printed circuit board
form a pixel module as seen in Figure The current pixel modules contain 46080 pixels
and feature an area of about 63x24 mm?. Requirements for these pixel modules are fast
detection and a radiation resistant structure .
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Figure 2.2: Overview of the currently used pixel module .

A schematic of the integrated parts on the module are shown in Figure [2.3] The analog
signal from the sensor is converted to a digital signal by the readout chip.

In order to keep up with the higher radiation dose and more events at the same time
from the High-Luminosity [LHC| new hardware for the pixel detector is required along with
a reduction of the pixel size to 50x50 um?. This will also improve the spacial resolution of
the measured data. The first prototype for the new pixel module called RD53A contains
400x192 pixels on a area of about 20x12mm?. Because of the plan of increased amount
of events per crossing and an increased trigger rate to a nominal frequency of 1 MHz, the
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ZX L {D_‘% |::> Digital data bus
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Figure 2.3: Schematic of the pixel module converting a event to digital data [@]



data rate is estimated to reach up to 5.12 Gbit/s per module. For the production module
an array of 400x 384 pixels is planned [3].

2.2 Readout Chain

The acquired data has to be sent through a readout chain of processing units, where it
is processed before the data can potentially be stored. The digital part of the front-end
chip transmits the data to off-detector readout hardware from where the data is sent to
a server via a network solution. A simplified schematic of the detector readout chain can
be seen in Figure 2.4

The software also has to be changed because of new features and the higher data
rate from the pixel modules. In this thesis an alternative setup to [ATLASY|is used to
test a possible software solution for data transmission. The hardware is reduced to a
Field Programmable Gate Array for data generation and direct sending into the
network. A server CPU is used for receiving and additional network hardware enables the
communication between both.

For the readout chain it is very important to not lose any data. If a fraction of the data
of a collision event is lost, the whole event might not be reconstructed by the analysis
computer.

The used setup aims to transfer high data rates of up to 100 Gbit/s from the source to
the destination without an occurrence of data loss. The widely-used Ethernet protocol
is used as the networking technology. Data is transferred by dividing the data set into
smaller portions and inserting additional information to enable a purposeful exchange
of data. It is possible to lose packets and hence data at multiple points in a network.
Usually lost data can be sent multiple times until it is successfully transmitted. This takes
additional time and resources. The used software tries to reduce the effort for reliable
data transmission by reducing data loss and therefore the necessity for resending data.

T T

Detector Q:D FPGA <:::> % Network \S<:::> Server :ll> Physics
—

Figure 2.4: Much reduced schematic diagram of the readout chain from the ATLAS detector
to a server.







3 Setup for Data Transmission Tests

In the used test setup, test data in a specific format is generated by a data generator
within the [FPGA] and send out via the network by a network stack. At the computer
this test data is received via a network card and checked by a test program. Figure 3.]]
shows a block diagram of the setup. The generated data, also referred to as payload, is

generated by an [FPGA| In the test setup the [FPGA| VCU-128 by Xilinx is used . Its

connection to the network allows for up to 100 Gbit/s of data rate.

FPGA

Data Generator

Figure 3.1: The schematic diagram of the used setup. The involved parts are described in the
following sections in more detail.
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3.1 Data Generator

A data generator can output the generated data with a fixed 160 MHz clock rate and
64 bit wide bus of the [FPGA] Hence it can output up to 8 bytes of data per clock cycle
and a theoretical total payload data rate of 64 bit - 160 MHz = 10.24 Gbit/s. The pay-
load is thus made of a given number of clock cycles n and 64 bit respectively 8 byte (i.e.
payload = 8n B). Assuming the bus can either output all 8 bytes or none, one can count
the clock cycles with generated data as n and the clock cycles with no generated data
with p per packet. p standing for paused clock cycles because no generating can be seen
as equivalent to pausing data generation. n + p is now the number of needed clock cycles
per packet. The number of packets per second, the packet rate can therefore described as

160 MH
packet rate = TZ (3.1)
n-+p

The data rate can be derived from the packet rate. Per packet the amount of data is
the payload size hence

data rate = payload - packet rate
64b-n-160 MHz
n+p
data rate = ——— - 10.24 Gbit/s. (3.2)
n-+p

data rate =



This data rate needs two corrections. It is possible for the data generator to output a
non complete data word in a clock cycle, for example 6 out of 8 bytes. As a result the last
data word of a payload can be a non multiple of 8 bytes. Still the clock cycle of the data
generator is an integer value thus causing for non multiple of 8 bytes a not fully used bus.
Thus the number of needed clocks n has to be always rounded up. In the mathematical
formula the ceiling function [n] can be used.

Secondly, in the beginning of each generated payload the generator does not output any
data for one clock cycle because of a subsequent module in the data generator. This adds
one extra cycle to the paused clock cycles and p increases to (p + 1). In the results (see
Chapter |5 it can be seen that this addition describes the data generator correctly. The
corrected generated data rate depending on size of the payload and number of paused
clocks can now be described as

data rate = -10.24 Gbit/s (3.3)

n] +p+1

with any payload size which is a multiple of a byte. For the pause p holds p > 1 because
p = 0 is handled the same as p = 1 by the data generator. Thus the theoretical maximum
data rate of 10.24 GBit/s can never be achieved.

For a given amount of data, which is consecutively generated, the number of paused
clocks cannot be changed to a different value between payloads. Also the data generator
does not stop until the end of the generated block is reached. This amount will be called
block length and can be set via a parameter. When the end of this amount of data is
reached, the last generated payload size is only the size of the remaining block length size.
As a result the last generated payload can differ in size from all other payloads generated
out of one block length.

The generated payload data is an increasing 16 bit counter. This leads to a repeat-
ing pattern of 65536 different values in the payload. This structure is important when
histogramming the transferred data.

3.2 Network

A network is used to transfer data between devices, often over a physical distance. It
can be described by a conceptual model called Open Systems Interconnection model
. It divides the network into seven layers from a physical layer to an application
layer. The most relevant layers for this thesis are the transport oriented layers. For
transmitting data the following protocols are used: 802.3 Ethernet, Internet Protocol

version 4 , User Datagram Protocol and a custom Data ReadOut Protocol
(DROP).

The most underlying protocol according to the is the Ethernet implementa-
tion. It fits into the first and second layer called physical and data link. Ethernet provides
the basis to transfer data over a physical link, for example a cable. A packet, which is
send with Ethernet contains additional information besides its payload. Destination and
source address use additional 12 bytes of data. There are also two bytes used to specify
the encapsulated protocol and a four byte check sum. This adds a total of 18 bytes of
information to the payload. Finally Ethernet has a minimum payload size of 46 bytes so
that the minimal packet size including header is 64 bytes. This restricts the maximum
payload and packet rate for small payloads [@ﬂ



The implementation for the third layer of the [DSI modellis [Pv4l The network layer is
responsible for moving packets through a network and addressing devices. This protocol
uses 20 bytes of header to enable its features. These bytes are additional information
towards the Ethernet header [10].

On the fourth layer of the model, the transport layer, [UDP]can be used if the underlying
layer uses IP. [UDP] provides port numbers to address specific functions at source and
destination of a network. It works with 8 bytes of header to provide a minimum of protocol
overhead. Due to a connection that does not require a circuit to be established between
source and destination, there is no check if packets are transmitted in the right order or
if packets are received at all .

The data transmission has no error correction. At this point[DROP]functions as counter
of the transmitted packets. A 4byte header uses SEl of its bytes for a packet counter to
enable checking if packets are in the right order and not missing at all.

The total size of the header is 46 bytes. [Pv4] and [UDP] header do not count towards
the minimum Ethernet packet size. The [DROP)| header of 4 bytes is going to be relevant
later when measuring the data rate.

DROP \ payload
Y Y
UDP application data
v Y
IPv4 | UDP | application data
h 4 h 4
Ethernet | 1Pv4 ‘ uDP | application data check sum
14 B 208 8B 4B + payload 4B

A
Y

Ethernet frame

Figure 3.2: Schematic of the Ethernet frame with its various headers. In the following packet
refers to this structure.

3.3 Receiving on Computer

The packets transmitted via the network are received by a network card in a server
computer. A program can then take the packets and check for lost packets with the[DROP]
header. After this, the received packets can be histogrammed. In the histogramming the
occurrences of certain data words are counted, further details in Section [3.4, The used
CPU on the server side of the setup is an AMD EPYC 7302 processor. It has 16 physical
cores and 32 logic threads with a total of 128 MiB of L3 cache. This L3 cache is divided
into 16 MiB that is shared and can be accessed by a pair of two physical cores. The CPU
can hence be divided into 8 identical parts named Core Complex by AMD [12].
This will be relevant for running software on the CPU.

A server with two of the same CPUs is used. These are set up so that one of them
is reserved for the receiving program only, while the other is used by the kernel and all
other running programs. The network card is connected to the reserved CPU. Per [CCX]
one receiving program can be run. Each port number has a set queue number unique for
each data stream. For each queue the network card triggers the interrupt which copies the

IThe fourth byte is reserved for future features.



received data into the cache of the CPU. From there the receiving program can process the
data further. A receive thread counts the packets and histogrammer threads histogram
the payload data.

3.4 Histogramming

When histogramming is enabled the histogramming thread generates data which is also
written to the output file of the receiving program. This output can then be plotted with
the following procedure. The receiving program counts the number of occurrences of a
given word. The 16 bit value can be split into two 8 bit parts, each representing a decimal
number between 0 and 255. These values can be plotted against each other and the
number of occurrences of each pair can be counted in a histogram. Thereby a histogram
has 256 = 65536 possible points. To fill a histogram once 256%-2=131072B = 128kiB
are needed with 2 being the factor from splitting each counter value into two parts.

Thus a transmitted payload containing multiple counter values increases the count of
given consecutive combinations of higher and lower 8 bits by one. Not received packets
keep the number of occurrences of given values unchanged. Thus consecutive combina-
tions of the 16 bit in the histogram have a lower value than expected. Since the histogram
is filled multiple times, areas of consecutive combinations can overlap and cause substruc-
tures such as short lines and gradients in the occurrence. When consecutive packets are
lost the area of lower occurrences is bigger and can be as big as multiple lines in the
histogram. If all packets are received the increasing 16 bit counter results in fill up of the
histogram from the bottom left to the top right corner. At one point in the histogram
a step in the number of occurrences is to be expected because the counter of the data
generator just stops at a given counter value. Hence the maximum and minimum of the
number of occurrences differs by one when all data is received.

The histogram is a fast way to see if all packets are received and the variation of the
number of occurrences can give an idea on the percentage of lost packets. Examples of
the generated histogram are shown in Figure [3.3

255 2973464 % i2949379
0 63 127 191 255 2973463 00 63 127 191 255 2949367
Lower Byte Lower Byte

"
o
2
-
o)
=

Higher Byte
No. of occurrences
Higher Byte
No. of occurrences

o
[
o
o

(a) Histogram of lossless transmission (b) Histogram with light loss of packets

Figure 3.3: Examples of the described histogramming. Histogram (a) shows a transmission of
packets with a payload of 2000 byte. No packets are lost during this transmission.
In the middle the expected step is visible.
Histogram (b) is made of payloads with the size of 1000 byte. The number of
occurrences suggests that most of the data is received but some packets in the
testing setup are lost.
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4 Testing Software and Procedure

In this chapter the used software is described in more detail. This contains the configu-
ration of data source and destination as well as the methodology of handling the config-
uration. Also the supplied parameters are described and the needed parametrization to
perform a test of a certain aspect of the networking system is discussed.

4.1 Configuration

The configuration of the data generators in the [FPGA] is done by a program called
(Configuration of Front-EnD Data InterfacE). This program can load dif-
ferent configuration files and depending on the parameters in the files, data streams with
different properties can be created.

In the following three configuration files are used to parametrize the data streams,
which are send over the network. The board configuration specifies the numbering of data
streams. A start configuration sets the number of paused clocks between each generated
payload in data streams and starts them. The last configuration file stops the started
data streams.

On the receiving end the receiving program loads a configuration file of parameters,
which sets the size of payload a data stream is divided into. A receiving program can work
with up to 4 data streams in the latest implementation. This program is started before the
start configuration for the data streams is loaded into [CfgFreddie] The configurations
can be loaded via the terminal with a given filename.

4.1.1 Handover of Parameters

As mentioned the configuration of the stream and the transmission are managed by
and a receiving program. Each configuration file has to be loaded indi-
vidually. Doing this by hand would consume a lot of time and could be unreliable to
due user errors. At this point an automated loading of the configuration files is handy.
The used file for this task is fittingly named runTests. It is a bash script which loads
all board configurations into and the computer configuration files into the
receiving programs. It also starts all given data streams and stops them again when the
test is over.

A set of parameters has still to be set by hand to enable the testing of different config-
urations. These parameters are encoded into a file of the data interchange format JSON.
It enables grouping of parameter into data objects and has easily understandable lists of
key-value pairs.

This file has to be converted to the fitting configuration files, which[CfgFreddie|and the
receiving program are able to interpret. At this point a python script named genConfig
handles the generation of all needed configuration files with the parameters from the given

JSON file.
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Figure 4.1: Flowchart of the involved programs and configuration files.

To start a test, the JSON file is passed to the runTests script. runTests calls the
python script first and after the generation of all configuration files, they are loaded into
the programs mentioned above.

The names of the files and their purpose is shortly summarized in the following enu-
meration, in which * indicates that the name also includes information to differentiate
the configuration files for different boards or data streams.

config *.json is used to configure the receiving program on the CPU.
board *.cfg sets up the data generators of the board.
startGen *.cfg starts the data generators from the board configuration.

stopGen_*.cfg ends the data generation by not starting a new block length.

4.1.2 StreamConfig

The StreamConfig is the most important file for testing. It is edited by hand and contains
all important parameters in two JSON objects. The general object contains among other
things the runtime duration and the enable statement argument for histogramming the
received data.

The board object is a list of possible data generating boards. Each board contains a list
of all configured data generators. These objects include more specific information about
the data generation, the network and the histogramming configuration if latter is enabled.
In Figure [4.2] an example for a StreamConfig is shown.

Some of the general parameters are not relevant for this thesis and therefore ignored, but
are included to avoid as much hard-coded variables in the genConfig script as possible.
The lists of board and stream objects also allows for a change of used hardware without
changing the genConfig script.

The Boolean arguments have to be strings, because the configuration files are inter-
preted with true and false as strings and not with the Boolean arguments of JSON. This
is important when changing parameters in the configuration file.

For testing it is important, that the number of used data streams can be changed by
adding or removing objects from the streams list. Each stream can be different from
another and has to differ in stream and queue value. The pause, block-length and payload-
size are for configuring the data generators and the remaining values are important for the
receiving program and histogramming. Each parameter is explained in the Section [1.2]

12



{

"general":{ { - )
"duration" : 300, Szreams [
"histo" : "true", :streaT” : 1,
"rx-cpu-mask" : 1 queue" : 1,
}, "pause" : 1,
"boards" : [ "numFrames" : 1024,
{ "frameSize" : 4096,
"name" : "vcul28-1", "batchSize" : 128,
"board-ip" : "172.17.200.3", "block-length" : 134217728,
"streams" : [ "payload-size" : 1000,
{ ...} "histo-cpu-mask" : 3
] 1,
]} ]
}

3

Figure 4.2: On the left is a general structure of the JSON file. The boards list contains a list
of streams. A example for a stream is given on the right.

A list of streams contains in this example the parameters for only one data stream.
This example results in the histogram of Figure (b)

4.1.3 genConfig

In order to convert the given StreamConfig to the needed configuration files the python
script genConfig is used. It parses the input from the JSON file and from there the
values can be accessed. The script processes the parsed data and determines the necessary
configuration file and writes to it.

The setup uses only one board but more than one can be configured and for each used
board in the StreamConfig a board configuration file is created. Each file gets the fitting
board-ip first and then the queue and stream numbers are passed to the configuration
file. After this all data streams and their block length are set with a small delay between
the stream configurations.

For the receiving program the given streams in StreamConfig have to be sorted. For
this all streams are counted and it is determined to which configuration file they have to
be passed to. This is possible, because the queue numbers are fixed to a certain Compute
Complex and hence to a certain receiving program. If a computer configuration file has to
contain at least information about one data stream the according JSON file is generated.
The general parameters and fitting stream parameters are passed through to the file.
Hence only needed configuration files are generated.

The data generation starting file is generated per board and sets the board-ip and the
pause between each generated packet. Then the data generation is started. The different
pauses to start with slower then intended data streams are calculated at this point. The
reasoning for a slow data rate at the beginning of a test is preventing the loss of data on
the receiving end. Reasons for this behavior are not clear. The last entered configuration
of the data streams has the pause given in StreamConfig and is hence as fast as intended.

Lastly, the files to stop the data generation are generated. Similar to the starting
configuration files it includes the board-ip and then every data stream of a board. It just
changes the write command so that the data generation is not restarted again after the
current block of data. The loading of these stop configurations is automated.

13



These configuration files can be read by [CfgFreddie|and the receiving program so that
an automated configuration is possible.

4.2 Test procedure

In this section all relevant parameters and the configuration files are discussed. Under-
standing the configurable parameters leads to possible tests and limitations of the testing
environment. Most interesting are the parameters for changing the properties of the data
generator and the managing of the received data on the computer end of the network
setup.

The runTests script checks every 10 seconds for running instances of the receiving
program and loads the configuration for each data stream to stop if no receiving program
is running anymore. After the termination of all involved processes the script copies
the output from each receiving program, all configuration files, the script itself and the
StreamConfig, which is explained in Section [4.1.2] into a result folder.

4.2.1 Board Configuration

It contains the IP address of the board it should configure and sets the mapping of the
queue regarding the data streams. Setting these data streams requires a write command
for each parameter. Between each change the configuration file has built-in sleep com-
mands to avoid a too fast configuration. This is especially relevant for a high number of
streams.

After that, the payload size for each stream is set. Once again by writing to a memory
address by changing 16 bits to the payload value by loading its hex value to [CfgFreddie]
The relevant parameters are described in more detail in the following. The payload is
explained in Section 4.2.4

stream is an [FPGA] internal number to specify the data stream. The used board allows
for 16 different data stream. Each stream also has to get a queue number for the
network. A stream number can be used multiple times per board to fine-tune the
data rate by adding multiple slower data streams. But this also would complicate
the checking with a histogram.
Possible values: 0-15.

queue numbers have their own[UDP]port. The receiving program has one packet counter
per queue number. They are chosen so that the queues 1, 2, 17 and 18 are written
by the genConfig script to the configuration for the first receiving programﬂ For
the next receiving program the numbers 3, 4, 19 and 20 are used and so on.

For each test this is taken into account when writing the streamConfig file. If
not stated differently, only one stream per receiving program is used. If multiple
receiving programs are used, the queues are set up in a way that the receiving
programs use the Compute Complexes in a consecutive order.

Possible values: 1-33.

2During testing the number of possible queues has been changed. This numbering enabled (re-)running
tests with the numbering of old configuration files.
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4.2.2 Start Generation

First the board-ip is set in[CfgFreddie| with this configuration file enabling the addressing
of the board. Then the used data streams from this board are set for a first time with
a pause of (16 - pause + 64) in order to reduce the data rate at the beginning. Writing
to specified 32 bits blocks in the memory indicates if a new block-length of data has to
be generated by changing certain bits to 8pe,. This sets the data generator to generate
blocks. Writing a 0 effectively stops the data generation. The configuration file sets the
pause between the packets two more times.

Having slower data generators at the beginning does not effect the important long
term data transmission. It does only change the pause on the first few block lengths of
generated data. After 200 ms the pause for the next block length is set to (4-pause + 64).
At an additional 200 ms later the pause is set a last time to the intended value of 1-pause.

The calculation for the needed pause values is done in the genConfig script in Sec-
tion

pause is the value for the pause parameter used in packet and data rate. It is measured in
clock cycles and is given as a unsigned 16 bit value in the configuration, consequently
dictating the maximum pause value. This makes really slow data rates possible
because even the largest possible payload of 3400 bytes needs 425 clock cycles to
be generated. The minimum pause is set by the FPGA. If 0 is entered into the
configuration, the value is handled as 1. Thereby limiting the smallest value to 1.
The pause is given by a 4 digit hex value limiting the maximum value.
Possible values: 1-65535, default: 1.

4.2.3 Stop Generation

While the receiving program has a set run time, the data generators generate data until
they are explicitly stopped. The automated loading of the stop files for each board with
active data generators stops all of them.

The configuration file for this sets once again the board-ip first. Then the same value
as in the start configuration is set for each data generator with the difference being the
highest digit is 0 to stop the data stream. As mentioned before, the remaining data to
complete a block length is still generated and sent through the network. This can cause
configuration problems for a following test if the data generator is still active, because
of the time it takes to generate the remaining block length at very low data rates. As a
result a new test cannot be immediately started afterwards.

4.2.4 Computer Configuration

Also the receiving end of the network has to know about the streams and how to handle
the histogramming of the transmitted data. The configuration file is a JSON file, which
is suitable for passing over multiple key-value pairs at once.

The parameters are structured into two groups (general values and data stream specific
values). The first general parameter is the destination folder name for the output of the
receiving program. A configurable folder name enables saving the test results in one folder
and using a different name for each test. As the folder name the date and time of the test
start is used. Because the start time for each part of the programs are slightly different, a
general parameter allows for clear folder assignment. Second is the duration of the tests in
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seconds. Each receiving program gets the same duration parameter and when the runtime
duration is elapsed, the program stops and closes itself. The third relevant parameter is
the concrete thread on the CPU the receiving part has to run on.

The remaining parameters are stream specific and can be different for every stream.
Every stream has a queue number, so that the 3 byte DROP| header can be differentiated
from other data streams. Block length and payload size is also given to the receiving
program. It is then able to identify the packets from the network which are addressed to
the receiving program on a given port by packet size. From block length and payload size
it is also possible to obtain the size of the last packet from the payload block.

The other parameters are a Boolean value if the received data should be histogrammed
and parameter for handling of a buffer in the CPUs cache for the receiving program.

This buffer consists of numFrames slots of frameSize sized memory blocks as shown in
Figure 4.3]

frameSize is the size of a slot a packet is stored in. Most important is that the program
can only allocate a whole or a half page of 4kiB in the memory. This leads to frame
sizes of 2048 or 4096 B. Because one CPU is only used for the receiving program,
the memory allocation uses the CPU’s cache first. Because the frameSize has fixed
values it cannot be adjusted to the packet size. For payloads with a size of about
1000 B the frame size is set 2048 B and for larger packets to 4096 B. Using only the
larger possible frameSize could result in a too fast fill up of the buffer for small
packets because the packet rate is higher for smaller packets and only one packet
can be stored per page in the buffer.
Possible values: 4096, 2048.

numFrames describes the number of slots that are allocated. The buffer is the total
allocated part of the cache.

Because of the limited cache of the CPU , a maximum of 4 MiB is chosen as
requirement for the buffer. In order to not exceed 4 MiB, the number of stored
packets (numFrames) is limited to 2048 and 1024 respectively. The rest of the
cache can be used by the histogrammer.

Possible values: 1024, 2048.

batchSize is the number of frames which are taken per batch. It is necessary because the
receive thread has to handle stored packets. Taking one packet at a time would lead
to very high computation overhead. That is why packets are handled in batches.
The number of frames per batch is set by batchSize and is one eighth of numFrames.
This is chosen as a middle ground between taking as many packets at once and being
able to free the handled buffer that is occupied by the packets frequently. At all
times a part of the allocated buffer should be free to store new packets. If the buffer
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Figure 4.3: Schematic structure of the allocated buffer in the CPU cache.
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would be completely filled, packets would be discarded and lost.
Possible values: 128, 256.

duration is the parameter that sets the runtime of the receiving programs in seconds.
Possible values: 1- (23! —1).

payload is the size of the generated payload per packet. It is important for the packet
rate and data rate. Very small payloads result in small packets and can lead to
very high packet rates. For many tests the payload is often set to 2000 byteE| if the
payload size is not important for a test. The maximum value is given by the used
eXpress Data Path which is integrated into the Linux kernel. When changing this
value too high the kernel states that the maximum transmission unit is 3498 byte
and therefore the maximum of 3400 byte is chosen. Hence the sum of payload and
header can fit into one transmission unit.
possible values: 1-3400.

block-length is the parameter which sets the generated block length in bytes. block-
length is a 64 bit value resulting in a wide range of possible values. Changing the
block length only changes the size of the last packet which is generated within a
block length and hence the average packet size. The default value of 134217728 B
reduces the percentage of different sized packets but is also generated relatively fast
reducing the time it takes to stop a data generator.
Possible values: 1- (2% — 1) default: 134217728 (=2%7).

rx-cpu-mask sets the logical thread of CPU the receive thread has to run on. There
is one receive thread per receiving program and per Compute Complex only one
program runs. The logical thread for the receive thread therefore only has to be
chosen out of 4 available logical threads. A numbering for the threads in a Compute
Complex is set as in Figure 4.4
Possible values: 0- 3, default: 1.

histo-cpu-mask is the number of the thread a histogrammer has to run on. A receiving
program has two additional threads. Interrupts of the linux kernel capture the
transmitted packets, this is fixed to thread 0 for each receiving program. A statistic
thread is responsible for a console output and is fixed to thread 2. The default
configuration leads to an assignment of one part of the receiving program per logical
thread setting the default for histo-cpu-mask to the remaining thread 3.
Possible values: 0-3, default: 3.

3During early testing 2000 B has been a functional size and has been kept since.

[ 0 Thread ] Core 1 [ Thread 1 }

Compute Complex

[ 2 Thread ] Core 2 [ Thread 3 }

Figure 4.4: Schematic of a Compute Complex in the CPU. The physical and logical threads
are numbered the same for all Compute Complexes.
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4.3 Planned Tests

In this section the possible tests are discussed. After an editing of the StreamConfig
file the test can be started with a single command line input. As a launch parameter
the name of the StreamConfig can be passed. Running the runTests opens for each
receiving program a tab in the terminal. First the runtime is displayed and then all
queues of the receiving program. This output is split into a absolute value column and a
rate column. Each column is split further into the interval and total information of each
recorded quantity. These four recorded quantities are the number of received data and
packets and the number of missed packets and batches in which packets are lost. The
interval output every ten seconds is shown in Figure [£.5]

status (running time: 70.081s, interval time: 10.088s ):

Socket @:

value (interval/total) | rate (interval/total)
received data ;12749369972 / 84715853612 | 10199.358 / 9681.665 Mbps
received packetes : 4244203 / 262081493 | 424.415 / 402.872 kpps
missed packetes a/ e | a.008 / 0.000 mpps
missed batches : a8/ e | 0.008 / 0.000 mbps

Figure 4.5: Example of terminal output from the receiving program. The units are bits per
second (bps), packets per second (pps) and batches per second (also bps) with
metric unit prefixes. The example shows a data stream with payload size of 3000 B
and the default pause of one clock cycle.

Each time the amount of received data, received packets, lost packets and the number
of batches where a packet loss occurred are listed. In addition the time average for the
complete test is output. It is important to consider that starting the data generators with
a lower data rate as final lowers the time average. In addition the receiving program is
started before the data generators. For a short moment the receiving program does not
get any data causing the average data rate to be even lower. This order cannot be changed
otherwise packets would be send before the receiving program is ready. The average of
time intervals is not effected when ignoring the first few intervals.

The CPU usage of the receiving program can be seen with htop . The display style
of the information is changed by the built-in interface. htop displays the information
of both CPUs in the computer thus the numbering of the threads. One row represents
one CPU core with both its logical threads. The first two displayed lines are a Compute
Complex. Each following pair of lines form a different Compute Complex.

The performed tests can roughly be split into three main parts of the setup. First is an
understanding of the data generators to predict their properties when setting the payload
size and pause parameters. Second is the limitation of the network solution and the
consequences for the data rate and packet size. Third is the processing of the transmitted
data on the CPU and how the computing ability depends on the data.
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Figure 4.6: Example of monitoring the CPU usage with htop. Shown are half of the cores of
the used CPU. Green indicates a user process, red the kernel see CRT .c|.
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4.3.1 Data Rate and Packet Rate

At first the theoretical dependencies of the data rate are tested. This includes different
pause clocks for a certain payload and different payloads. Larger payloads reduce the
ratio between the payload data rate and network header. Equation [3.3] also suggests for
very high and very low pauses a small relative difference for differently sized payloads.

Additional testing is necessary to measure the behavior for non multiple payloads of
8byte. An additional byte in payload theoretically increases the data rate, but because
of the data generator needing sometimes one more clock to generate a one byte larger
payload, the rate decreases for this payload size. Hence the bus of the data generator is
not completely used for certain payloads.

If a pause value is needed, it can be calculated by rearranging Equation and ceiling
the term because the pause only can be an integer and rounding down has the chance to
increase the packet rate to much. Ceiling the pause results in slightly slower data streams.

10.24 Gbit /s
data rate

n — ([n] + 1)} (4.1)

pause = {

The packet rate which is proportional to the data rate can also be measured. The
aforementioned pause equation also influences the packet rate because it is dependent
from the pause as seen in Equation [3.2

For example four data streams with a combined data rate of 40 Gbit/s created by a
payload of 500 B have a packet rate of 10 x 10° p/s. p being the abbreviation for packets
as a unit. Ten million packets per second could become a problem for the network card
or the receiving program because of the high rate and each packet needing a certain
computation time. The linear relationship also ten-folds the packet rate if the payload
would be reduced to 50 B.

When operating the system at very high packet rates, the limitations of the network
card and the receiving program will emerge. By reducing the packet rate until no packet
loss appears, a stable upper limit can be estimated. Hence the packet rate has to be
artificially limited. This estimated packet rate can be used for the next type of tests.

4.3.2 Combining of Packet and Data Rate

If the data rate and packet rate is plotted as a function of the payload size with a maximum
packet rate, the data rate and packet rate behave as follows. The pause is as small as
possible but has to change at one point because of the necessity to floor the packet rate.
This can be seen in an example in Figure

At one given small enough payload the packet rate has to be floored by introducing a
pause between the packets. Otherwise the packet rate could ask too much of the used
hardware. This results in a increasing data rate for increasing payload sizes. Because the
possible packet rates are quantized a given packet rate cannot be reached for 7 out of 8
payloads. Only 1 of 8 payloads is divisable by 8 without a remainder.

The pause value needed to floor the packet rate depends on the payload size. For
sufficient large payloads the packet rate is low enough, so that the pause can be the
minimum value of one clock cycle. Decreasing the packet size until the floored packet rate
is reached, the pause is still the minimum of one clock cycle. For eight more payload sizes
the pause of one is enough because all these payload sizes need the same amount of clock
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cycles to be generated. At the payload size for which another step in packet rate would
occur, a pause of two clock cycles is needed. The reason is that the data generator needs
one clock cycle less to generate the smaller payload at this point but by adding an extra
artificial pause cycle, the number of clock cycles stays constant and hence the packet rate
is constant. This is caused by the properties of the data generator.

Because of the constant packet rate, the data rate decreases linearly as seen in Equa-
tion and this is tested. The described relations can be seen in Figure [4.7] It is also a
comparison between the uncorrected and corrected theory of the data generators.

For sufficient large payload sizes the minimum pause of one clock cycle is enough to
keep the packet rate lower than the maximum packet rate. For these payloads a term
in the denominator cancels and the packet rate becomes constant for 8 B intervals. As
an example, one uses the payload sizes from 800 to 808 B. The payload of 800 B needs
100 clock cycles to be generated and all other payloads from this interval need 101 clock
cycles. Thus the packet rate is constant for 801 to 808 B and has a step at payload 800 B.

Over many intervals the packet rate increases for smaller packets still as function of
payload~!. If the packet rate stays constant in an interval then Equation still implies
that for increasing payloads the data rate increases. The data rate shows the same steps
for increasing payload because it is connected to the packet rate via a factor. This behavior
of the data rate is tested too.

At the payload size for which no artificial paused clock cycles are needed, the packet
rate also decreases in steps because for a constant data rate less packets with a larger
payload are needed to transmit the same amount of data.
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Figure 4.7: Theoretical behavior of data and packet rate for a maximum packet rate of
13.5Mp/s. The data generation consist of 5 streams. Shown are both theoret-
ical descriptions that are worked out before as a continuous function for better
visualization.

Due to the quantization of the possible packet rates, a certain ranges of packet rates
cannot be set as the floor value. For smaller maximum packet rates the payload size for
which the packet rate decreases is offset to larger payload sizes. At a given payload size
the different packet rates cannot be differentiated, this is the case when the necessary
pause reaches one clock cycle. This can be seen in Figure [4.8|
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Figure 4.8: In this plot are shown different maximum packet rates of 13.5, 13, 12.5 and 12 Mp/s
from the visually highest curve to the lowest curve. As expected, the different
graphs are the same after a certain payload size.

Also a different amount of data streams can offset the curves. If more data streams
are used the data increases but the maximum number of packets per second cannot be
increased. Thus more payload data has to be send per packet. This is also tested.

Most interesting is the point at which the transition from a constant packet rate to a
decreasing packet rate happens. The payload size at this point describes the minimum
payload size for which a transmission of packet is possible without a need to introduce an
artificial gap between packets in the network. For the application this result means that
payload data has to exceed a certain size in order to not result in a too high packet rate.
Sending each event fragment from a detector in a separate packet would not be possible
at a certain point.

4.3.3 Histogramming

As described in Section the receiving program has a receive thread and multiple
histogrammers that can be assigned to different logical threads of the CPU. It is reasonable
to assume, that not all possible assignments for the threads are useful in application
because the possible occurrence of packet loss. The first test is combining the receive
thread with one histogrammer and testing all 16 different possibilities of assigning the
threads to a Compute Complex. Only the default configuration, which is used for all
testing done before, has a known behavior at this point.

After this the configuration of two histogrammers in each receiving program is tested.
Assuming both histogrammers behave the same and the numbering of them therefore
permutes, 40 possible combinations are possible. Because of the observation from the
test with one histogrammer, not all 40 combinations need to be tested. If there are
combinations with two histogrammers and no packet loss remaining, these could be tested
with a third histogrammer. If necessary, the third gets a lower data rate to histogram
than the first two.
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Alongside the packet loss of certain configurations, the CPU usage can be observed.
The CPU usage of the receiving program still has to have a bit of overhead. At this
point the scaling of the CPU usage for different payload sizes and data rates can also be
monitored.
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5 Results

Results of the aforementioned tests are presented and discussed in this chapter. If unex-
pected behavior is encountered, further tests are described and performed.

The first observation refers to the data rate which is displayed in the console output.
Received data in an interval is counted with the 4 B[DROP] header included. Equation [3.3
for the data rate of the data generators does not take this into account. For each generated
payload size of payload = 8nbytes are counted (8n + 4) bytes by the receiving program
and are shown in the terminal output. This results in a final correction of the data rate
and all derived quantities. These are listed in the following.

4
data ratepess = sn + - data rategen
8n
4 1
= data rateyess = sn + . -10.24 Gbit/s (5.1)
8 n] +p+1
dat te |MB
= packet rate = e 221[4 /5] (5.2)
10.24 Gbit /s
= . 4) — 1 )
= pause [data rate [MB Bn+4) — ([n]+1) (5.3)

This correction makes the payload data rate slightly smaller than the actual measured
data rate. For payloads larger than 400 B this correction is less than 1%. Due to this the
data rate is used to refer to the payload data rate from now on. This correction is also
used for the plots because the plotted values are the output from the receiving program.

The second observation is about temporal fluctuations of the terminal output. Data
rates of 10 Gbit/s fluctuate in the order of 0.01%. This is a comparable small absolute
deviation, but considering the pause value can be a thousandth of the payload size, the
configurable data rate can be changed in almost equally small increments compared to
the fluctuation. The error of the data rate is therefore estimated by the fluctuation. To
increase the accuracy of the measurement multiple interval outputs are averaged.

This can have multiple reasons. First this can depend on the timing of receiving and
processing of transmitted data. A batch of packets is processed at regular intervals at a
constant data rate. Even though the interval statistics are an average over 10 seconds
different numbers of packets can be processed.

Additionally the data rate at the beginning is slower than the final data rate and the
time interval of the receiving program is started before the data generation. For example
a hypothetical data stream with 10 Gbit/s, which runs for the first 10 seconds with half
the data rateEl, has over 10 minutes an average of about 9917 Mbit/s. Over an hour the
average reaches 9986 Mbit /s. After 84 minutes the average differs by less than 0.1%, hence
the time average needs a long run duration to be accurate. Thus the interval rates are
more accurate than the average rates for shorter test runtimes.

4Half data rate is only an approximation for the start procedure of the data generation for this example.
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Lastly the statistic thread takes a moment of computation time to output the infor-
mation into the console. This also slows down the time of the statistic thread, between
outputs of the statistic thread the elapsed time is 10 s plus about 300 to 400 us. But this
does not change the average value because the statistic thread uses the actual elapsed
time. The output interval just shifts with time.

5.1 Data Rate

First measurements of the payload data rate are meant to prove the theoretical description
of the data rate to ensure that in the following tests the data rate can be predicted
correctly. The first test checks the payload dependency of the data rate.

When a certain packet size is set in the configuration file, the average payload size of
the data streams is not always the set payload size. Because of the last packet which is
generated in a block length, the average packet size is different when a payload size does
divide the block length with a remainder. This effect is small for a block length of 128 MiB
because a packet with the size of the remainder is rarely generated for all possible payload
sizes. For a payload size of 2000 B in the configuration file the average generated packet
size is about 1999.996 B, hence the one remaining packet does not significantly change the
average. For smaller payload sizes this effect is even less relevant and is neglected for the
results.

For the first test an interval of payload sizes around 2000 B is used. 256 paused clock
cycles are used to approximately half the data rate to avoid the data rate limit of about
10.24 Gbit /s.

The payload sizes from 1993 to 2000 B need the same number of clock cycles n = 250
to be generated. For one byte smaller respectively bigger payload sizes a step in the
data rate is expected. By choosing the interval of 1991 to 2002 B also payload sizes with
n = 249 and n = 251 are covered therefore two steps are expected. The result of this test
is shown in Figure [5.1
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Figure 5.1: Property of the data rate for different payload sizes. The data rate shows the
expected steps from the data rate having an 8 B bus.
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The relative effect of the steps in the data rate is quite small, the change in data rate in
a step is about 1% in this test. Larger payloads require more clock cycles and adding an
extra cycle to a quite large number n is a relative small change. For very small payload
sizes this effect becomes more relevant.

The number of payload sizes for which the data rate is slower after a step depends on
the absolute data rate. In this test the data rate is for a by 8 dividable payload size like
1992 B higher than for 1995 B. As in Equation the limit of high data rates behaves
proportional to S?Z]*fg. Besides a smaller relative change for larger payloads this effect
leads to more payload sizes with a slower data rate compared to a smaller payload size
which is a multiple of 8 B.

Next is the data rate for different pause values in the configuration files. This is the
second dependency beside the payload size of Equation In this test the pause value
is set in logarithmic steps and changed from one to 16384 clock cycles. For even higher
pause values the data rate would be even smaller and very small data rates are not very
relevant in this thesis.

The measured value for plotting of the data rate is acquired by averaging three interval
data rates from the console output of the receiving program.

Equation [5.1] implies a similar data rate for different payload sizes by the minimum
pause of one clock cycle. For very high pause values the determining term is pause™!
and hence the data rate decreases towards a very low data transmission. This factor also
determines the global behavior.

The pause value is the parameter to set different data and packet rates for a given
payload size. For this reason multiple fixed payload sizes are used. For larger payload
sizes an offset to higher data rate is expected when neglecting the aforementioned effect.
As a result of the effect different payload sizes can have similar data rates. That is why
the curves are fitted in this test. The only free parameter in Equation [5.1] as fit is the
payload size when expecting that the maximum theoretical output of the data generator
is always 10.24 GBit/s. The result can be seen in Figure Because of the absolute
scale the error bars are relatively small.
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Figure 5.2: Data rate for different paused clock cycles between payloads. Tested are multiple
payload sizes which offset the data rate and Equation @ is used as fit function.
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Table 5.1: Fit results for data rate in dependency of paused clock cycles. The payload of the
fits is consistent with the set parameter in the configuration file.

payload /B fit payload /B

1000 999.98(1)
2000 1999.98(2)
3000 2999.98(6)

The fit parameter suggests, that the effect of the average payload size which is generated
in a block length can be seen in the measured results. The reduced chi-square also suggests
that the error is overestimated, this could likely be solved by averaging more interval data
rates than three.

The measurements above show that the description in the data rate equation is correct
and pause, data and packet rate can successfully be predicted.

5.2 Packet Rate Limitations

The packet rate has an upper limit which can be seen by the following measurement.
High packet rates can be reached by reducing the payload size per packet or by running
multiple data streams where each one contributes to the total packet rate. A payload size
of 64 B leads to a packet rate of up to 16 Mp/s per data stream.

When receiving such a data stream the receiving thread limits the packet rate which
can be processed. At 16 Mp/s the right packet order or completeness cannot be con-
sidered. The console output for one data stream shows a limit of 3.88(1) Mp/s if the
histogramming is enabled. When disabling the histogramming, the allocated buffer in the
cache an be cleared more frequently. Processed data rate increases as a result and reaches
4.66(1) Mp/s. This is the maximum packet rate a receiving program can process and this
rate seems to be handled by the network card just fine. To further increase the packet
rate more streams are needed, this is shown in Figure [5.3
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Figure 5.3: The total packet rate for a different amount of data streams with a payload of 64 B.
A saturation in packet rate can be seen for 4 or more data generators.
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For 3 or less data streams the total processed data rate is just a multiple of the maximum
packet rate that can be processed by one receiving program. At a number of 4 streams
something else limits the maximum packet rate. The network card is most likely the
reason for this behavior.

To ensure that the packet rate can be set high enough for the following test, 5 data
streams are used. To find the exact maximum packet rate a range of packet rates has
to be set and the packet loss is observed. The highest possible packet rate without
packet loss with enabled histogramming is estimated to 3.5 Mp/s based on the maximum
transferable rate of 3.88(1) Mp/s from the previous section. To reach about 3.5 Mp/s with
the minimum pause of one clock cycle a payload size of 350 B is required. Therefore this
payload size is used for the following test.

Different packet rates with a constant payload size require different numbers of paused
clock cycles, these are calculated with Equation [5.3] Buy transmitting 5 data streams at
once, the reached packet rate can exceed 3.5Mp/s. The packet rate interval is set from
10Mp/s to about 15Mp/s to ensure that the maximum packet rate without packet loss
is covered. The runtime duration for the packet rates without a occurrence of packet loss
is 60 min.

If the packet rate becomes unstable and packets are lost the transmitted data rate
decreases further than the highest stable packet rate. This makes sense because once the
packet rate cannot be processed completely by the network card, it starts to lose even
more packets because of the time is takes to discard a packet to make place for new
packets.

Even higher packet rates lead to more and more discarded packets. Therefore the
received packet rate stays constant, the relative packet loss just increases. Both effects
can been seen Figure [5.4]

The result of this part is that the maximum packet rate without packet loss for a payload
of 350 B is about 12.2Mp/s. This can be used for the next test, where this packet rate is
set as an upper limit and the payload size is changed.

—— theoretical relation
¢ without loss . .

120004 .
+  with loss

11500+

11000

measured packet rate / kp/s

105004

10000 -

10000 11000 12000 13000 14000 15000
theoretical packet rate / kp/s

Figure 5.4: The first 4 data points do not show packet loss over 60 min. Higher packet rates
lead to a loss of packets.

27



5.2.1 Maximum Packet Rate

A first test with the maximum packet rate set to 12.2 Mp/s and combining packet and
data rate is shown in Figure [5.5|

This observation implies a dependency of the maximum packet rate on the payload size
and requires unexpected further testing. The step occurs between a payload of 450 B and
500 B. For a payload of 466 B the total packet size (the payload plus the 46 B header) is
512 B. A first test for the packet sizes of 465 B and 466 B shows that the maximum packet
rate suddenly changes.

A possible reason is a structure in the hardware or software of the network card which
corresponds to 2". If a packet is smaller than a certain size it can be processed way faster
than a minimal larger packet even though the network card only uses the header of the
packet which does not change in size. This can result in sudden changes in the maximum
packet rate the network card can handle.

To further investigate this finding, different payload sizes are set with a number of
data streams so that the packet rate is too high for the network card and packet loss will
occur. For a packet size of 128 B to 512 B also the payloads around each 64 B interval
are measured. A performance difference of the network card for 64 B can result from the
internal structure or processing of the network card. These 64 B intervals are not tested
for larger payloads, because of the high number of necessary test.

For very small packets and therefore very high packet rates, the network card can only
handle the first few data streams and loses all packets of the other data streams. This
results in a overtaxing of the receiving threads on the CPU and limits the maximum
packet rate to the maximum the receiving program can handle as seen in Section [5.2, To
overcome this the pause parameter of each data generator is adjusted to limit the total
packet rate of all streams to 16 Mp/s.

Instead of an even higher packet rate for packet sizes below 192 B the data rate is lower
than expected. This is an unexpected behavior. A possible reason could be the timing of
the packets on a clock cycle level being different by introducing an artificial gap between
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Figure 5.5: A very apparent step in the packet and data rate is observed. Because of rounding
errors in the pause value to reach the maximum packet rate, the data points are off
the theoretical line. The first two are to high, the third to low.
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packets. Doing this the maximum packet rate for different payload sizes can be seen
and an upper limit of the packet rate can be estimated for different payload sizes. The
result of the tests is Figure [5.6]

Beside the packet rate step by a packet size of 256 B + 64 B = 320 B all steps in the
maximum packet rate are continuously linking to each other. The deviating step can not
be explained. For larger packet sizes the continuous steps are also expected but this could
be validated by further testing.

When estimating a maximum stable packet rate the largest occurring payload size has
to be used. This is necessary because the maximum packet rate is a decreasing measure
and the largest payload sets the upper limit. It is also important to keep the packet
header in mind when estimating an upper limit, especially at the steps for 2.
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Figure 5.6: The maximum packet rate for different payload respectively packet sizes can be
seen.

5.3 Combining Packet and Data Rate

With a new way to estimate a high but stable packet rate for different payload sizes the
test combining the packet rate and payload rate can be repeated. A high but stable
maximum packet rate is estimated to 8.5 Mp/s using Figure for a payload of about
500 B. Lowering the estimation for the maximum packet rate shifts the payload size, for
which a transmission is possible without an artificial pause, to larger payloads. This
requires a new estimation of the maximum packet and so on.

This procedure ends at about 7Mp/s at a payload size of about 900B. With this
parameters a new test is conducted. The payload is varied from 850 B to 975 B and the
test runtime for each data point is 90 min. For 5 data streams the result is Figure [5.7]

For all tested points not a single packet loss occurred. Changing the number of data
streams at the same maximum packet rate is no problem. For a lower number of data
streams the data rate is lower and therefore the payloads smaller which are needed to
reach the same packet rate. This is no issue because for smaller packet sizes the maximum
packet rate is even higher. A test of this can be seen in Figure [A]]
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Figure 5.7: Combined packet and data rate for 5 streams and a combined maximum packet
rate of 7TMp/s.

With 6 data streams the payload rate can be further increased. The maximum packet
rate is set to 5 Mp/s and the minimal payload that can be transmitted without a added
pause shifts towards 1500 B. Each point is tested again for 90 min.
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Figure 5.8: Combined packet and data rate for 6 streams and a combined maximum packet
rate of 5Mp/s. No packet loss occurred in this test.

This result shows that for ever higher transmitted data rates the minimum payload size
per packet increases. This expectation is a strong information for the payload which is
used. In addition only one constant payload size can be used for a data stream, which
can not simulate a real usage scenario completely if the payload sizes can vary.

In order to reach high data rates the data has to be combined into as few packets
as possible if the network card is the limiting factor in the system. Less than 3 data
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streams should not be a problem for the network card. Choosing 3 data streams with
small payload sizes are more of a problem for the receiving program on the CPU.

All tests are conducted over 90 min in order to complete the tests in a reasonable time.
For the packet loss only a statistical statement can be made. For example at 7Mp/s the
total transferred packets over 90 min are about 40 billion packets. The average packet loss
can hence be estimated lower than 1 in 40 billion (i.e. <2.5 x 10~'"). Longer tests with
histogramming enabled which increases the resource usage of the CPU are performed in
the next section.

5.4 Histogramming the Data

Also the processing of the received data on the CPU is very important. The first test
is one data stream per receiving program and testing the possible distribution of the
receiving and histogramming thread onto the four logical threads of a Compute Complex.
For some combinations also adding a second or even third histogramming thread could
be possible.

5.4.1 Receiving Data Streams

The genConfig file handles the rz-cpu-mask which sets the thread for the receiving thread
as a general parameter meaning that if only one StreamConfig used to configure a test, the
assigned number for the receiving thread is the same for all started receiving programs.
Hence four tests with four possible histogrammer configurations are run to test all 16
possible combinations for one receiving and one histogramming thread.

Each test runs for 2 hours and the packet loss can be observed in the console output.
The percentage of the lost packets is calculated with missed packets and received packets
as seen in the Figure [4.5] of the console output. Result of the test is Table 5.2

The parametrization of the data streams uses the default values of 2000B for the
payload size and one paused clock cycle.

Table 5.2: Test of all 16 combinations of thread assignment in the receiving program. For each
combination of the mask numbers the sometimes fluctuating packet loss in percent

are stated.
histo >0 1 2 3
0 ~31 ~9 ~8 ~12
1 0 ~24 0 0
2 0 0 ~17 0
3 0 0 0 ~15

The packet loss for some combinations fluctuates a lot but an exact percent of packet
loss is not relevant because every packet loss exceeding one percent is way to high for
actual use. No packet loss means in this case that per combination no packet in about 28
billion transmitted packets got lost.

In the diagonal elements of Table can be seen that setting the receiving and his-
togramming thread on the same logical core results in packet loss. This is to be expected
because a histogrammer already uses about 85% of a logical thread and adding the re-
ceiving threads requires even more computation time.
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The first line in the table is the histogrammer set on the same thread as the fixed
interrupt thread. This also increases the CPU usage to such an extend that packet loss
occurs. From this observation two rules can be made for not useful combinations.

Firstly, the histogrammer should not be on the same thread as a receiving thread. Sec-
ondly, the histogrammer should also not be on the thread for the interrupt (i.e. thread 0).

5.4.2 Multiple Data Streams

To increase the processed data per Compute Complex the received data rate per receiving
program has to be increased in the setup. This is done by configuring two data streams
instead of one per receiving program. The second data stream gets a second histo-cpu-
mask so that in this test three parts of the program can be assigned to logical threads.
The data streams are configured as before.

In the following the cpu-mask names are abbreviated as rz, hl and h2, the latter
standing for first and second histogrammer. There are 40 combinations of rz h1 h2 if both
histogrammer considered to behave the same. From all possible combinations not all will
be tested. The first and second histogrammer not assigned to the same logical thread is an
additional and reasonable restriction for useful configurations because one histogrammer
already has an high CPU usage on a core.

After applying the sensible restriction for all possibilities, six combinations are left. This
is made comprehensible in Table The remaining combinations are rx h1 h2=012,
013,023,123, 213 and 312. These are tested with two data streams with a payload
size of 2000 B and a pause of one clock cycle therefore with a data rate of about 20 GBit//s.
The result of this test with 60 min runtime is shown in Table (.3l

Table 5.3: Test results for two histogramming threads per Compute Complex. The packet loss
fluctuates for the most of the data streams and is calculated to a percentage per
histogramming thread.

re h1h2  packet loss hl /% packet loss h2 /%

012 ~11 0.6
013 ~9 1.1
023 ~32 ~31
123 ~30 ~30
213 ~4 0.002
312 ~2 0.001

No configuration of the receiving program is able to receive about 20 Gbit/s and pro-
cessing this data without packet loss. At a first view on the CPU usage displayed in htop,
every test has at least one histogramming thread using 100% of a thread.

The combinations 023 and 123 where two histogrammers share a physical core of the
CPU seem to perform comparatively worse than the other tested configurations. 012 and
01 3 lose less packets in a given interval but are still 3 to 4 times worse in packet loss than
the remaining configurations 213 and 312.

In the following only 213 and 312 will be further tested because for receiving higher
data rates than 10 Gbit/s they seem to be the most promising. For these configurations
one histogramming thread shows more CPU usage than the other one as seen in Figure[5.9]
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Figure 5.9: In the upper two rows the receiving program with configuration 213 is displayed
and below configuration 312 in third and fourth row with 2x10 Gbit/s each.

A reason for this behavior is not clear and the high CPU usage cannot be changed by
swapping the queue numbers nor by starting a second instance of the runTests script.
Also adding a third data stream to the receiving program with a pause of 6000 clock
cycles and a data rate of about 400 Mbit/s does not change the too high CPU usage
of one the histogramming threads. The higher CPU usage seems to be a property of
one histogramming thread running on thread 1 in a Compute Complex. Therefore the
histogrammers do not behave the same but their numbering still permutes.

In order to reduce the packet loss the data rate is lowered. First one data generator is
slowed with a pause of 34 clock cycles to 9 Gbit/s. For a total of 19 Gbit/s still packet loss
occurs. The data rate is lowered until a point without packet loss over a longer period of
time. Each following test in Table was run for 12h.

Configuration rz h1 h2=213 shows that for a payload of 2000 B per packet the max-
imum processible data rate is about 15.5 Gbit/s. The relative packet loss is as low as
5 x 107! and could be potentially smaller. At this point a longer runtime duration is nec-
essary to improve the statistical conclusion. The remaining configuration rz h1 h2=312
has not the same relative packet loss for tested combinations of data rates as 213 as
shown in Table [5.3] A reason for this unexpected observation is not known.

As a result the configuration rz h1 h2 =213 seems to be the best possible configuration
for assigning threads from the receiving program if two data streams have to be processed.
With a constant payload size of 2000 B a data rate of 15.5 MBit/s can be reached.

For the combination 213 a third data stream can be added. As seen in Figure the
CPU usage on the receiving thread is only about 15%. Three data streams with 2000 B
payload are used, two streams with a data rate of 7.5 GBit/s and one with 2 Gbit/s. The
latter is assigned to the same logical thread on the CPU as the receiving thread. Over 1h
for the streams with 7.5 Gbit /s a relative packet loss of about 1.0 x 107° is seen. Lowering
the data rate even further for these streams to 7 Gbit/s, hence a total rate of 16 Gbit /s,
is not a huge improvement over the 15.5 Gbit/s for two data streams. At first sight three
data streams are not really beneficial at least for a payload size of 2000 B. But further
testing is needed to make a concluding statement.

Table 5.4: Test results for two data streams per receiving program with different data rates. hl
is always the histogramming thread with more CPU usage.

data rate /Mbit/s | packet loss /packets relative packet loss
rehl1h2 | hl h2 h1 h2 h1 h2
213 8.0 8.0 318 0 1.5x1078%  <4.6x 1071
7.5 8.0 0 0 <50x 10711 <4.6x 1071
7.5 8.5 63 0 3.1x107° <44 x 1071
312 8.0 8.0 237866 238583 1.1 x107° 1.1 x107°
7.5 8.0 220558 237428 1.1 x107° 1.1 x107°
7.5 8.5 223417 252848 1.1 x107° 1.1 x107°
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5.4.3 CPU Usage Scaling

Until here only one payload size is used. Fence the CPU usage of the individual threads
of the receiving program is measured for different payload sizes. Only one data stream
per receiving program and a payload range from 250 B to 3000 B with a pause of 1 clock
cycle is used to maximize the data rate. The receiving and histogramming thread get
their default assignment to the logical threads of the CPU, results are in Table [5.5. The
error of the CPU usage is estimated by the observed fluctuation.

Table 5.5: CPU usage of the receiving program for different payload sizes.

CPU usage for each thread /%
payload /B | interrupt receive histogramming
3000 27(2) 12(1) 86(1)
2000 38(2) 15(1) 86(1)
1000 43(2) 12(2) 82(1)
750 52(2) 22(2) 81(1)
500 64(3) 26(3) 79(1)
200 71(3) 38(3) 76(1)

The CPU usage for the interrupt thread depends heavily on the payload size. Higher
payload sizes lead to a lower packet rate and decrease the usage. When comparing the
measurement for 2000 B in Table [5.5| with the Figure [5.9] one can see about a doubling of
CPU usage for the interrupt thread when doubling the data rate with two data streams
as used for Figure Therefore the CPU usage of the interrupt thread scales with the
packet rate.

Comparing the receive thread with Figure[5.9/implies a dependency only on the payload
size and not on the amount of data in a given time. For 10 and 20 Gbit/s the CPU usage
is the same. Small payload sizes decrease the overhead for an additional histogramming
thread on top of the receiving thread. The change in usage between 2000 B and 1000 B is
likely from the necessary change of the parameters num#Frames, frameSize and batchSize.

Lastly a histogramming thread scales with data rate. For higher data rates the usage
increases and reaches a maximum of about 86% leaving a bit of overhead.

These results have to be taken into account when receiving multiple data streams per
receiving program with a different payload size than 2000 B.
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6 Summary and Outlook

In this thesis a working custom networking solution is studied regarding its performance.
First the transmitted data has to be understood. For this a theoretical description of the
payload data rate and network packet rate is successfully made. This is possible because
the data is generated by an [FPGA]in a set pattern, this pattern can be configured to
alter the data generation. A data stream can be configured from kbit/s to close to the
theoretical maximum data rate of 10.24 Gbit/s and with a network stack that supports
up to 100 Gbit/s multiple data streams at a time are possible.

It is observed that very high data rates are limited by the receiving end of the network.
Because of the very high data rates this is expected. The result of the limitation is a loss
of transmitted data which is not useful for the application and has to be reduced to a
minimum. A maximum stable packet rate can be measured and is about 4 to 14 million
packets per second depending on the payload size per Ethernet packet. Depending on a
specified data rate the maximum achievable packet rate depends on the payload size. This
payload size was measured for different data rates, as example for 60 Gbit /s is a payload
size of at least 1520 B necessary to avoid packet loss over time. This would set a limitation
to the structure of the transmitted data in a real application if similar hardware is used.

After receiving the data it is processed on a server CPU. A receiving program can
be configured to use the logical threads of the CPU for different parts of the receiving
program. When receiving and processing 10 Gbit/s on four logical threads on the CPU
some limitations are given for the receiving program and found with testing. For most of
the possible configurations a lossless processing is possible.

This changes when more than 10 Gbit/s have to be processed on four logical threads.
Out of 40 possible configurations only few are able to process significantly more data.
One configuration is able to process 15.5 Gbit/s with a relative packet loss of less than
5x 107,

For this thesis the test duration is limited by available time and especially the statistics
of relative packet loss for longer runtimes could be improved. In addition only fixed
payload sizes are tested. This does not represent real data with a variation in packet sizes
to a full extend. A distribution in the payload size can be configured but requires the
combination of different payload sizes with different data rates. Also one could analyze
as example the structure of the payload which is output by an RD53A chip to have an
indication for the size and variation of payload, which represents the real application data
in a more precise way. If the variation of the packet size is relatively small no relevant
difference is expected because the receiving program has no problem processing packet
with different sizes at the same time. Lastly, the observed properties of data transmission
depends on the used hardware. Changing hardware can solve existing and introduce new
limitations to the setup.
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Appendix
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Figure A.1: Combined packet and data rate for 4 streams and a combined maximum packet
rate of 7Mp/s.

Table A.1: Possible thread assignments and which make sense for testing.

rehlh2 | re h1h2 | re h1 h2 | rz h1l h2

012 112 212 312
013 143 213 313
022 122 222 322
023 123 223 323

000: hl # h2 and hl, h2 #0
11-2: hl, h2 # rx
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Glossary

ATLAS A Toroidal LHC Apparatus.

CCX Core Complex (AMD Zen2 architecture). [9]
CERN European Organization for Nuclear Research.

CfgFreddie Configuration program for the Front-EnD Data InterfacE. [L1]
DROP Data ReadOut Protocol. [8] [9)

FPGA Field Programmable Gate Array. [I B} [7 [L1]

IPv4 Internet Protocolversion 4. [§] 9]

LHC Large Hadron Collider. [T}, B] (]

OSI model Open Systems Interconnection model. [§] [J]

UDP User Datagram Protoco. [8], [9}
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