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Viewpoint

By David Foster

It is perhaps no coincidence that many dystopian 
visions of the future in popular fiction, such as 
Nineteen Eighty-Four, Brave New World and 
Fahrenheit 451, have breach of data privacy at 
the core of their plots. With an ever growing 
level of interaction between humans and a global 
infrastructure tied together by the internet, there is 
always the fear that others know more about you than 
you would like. How can we save ourselves from such 
a bleak future?  

The answer has been to create, over the past 
20 years, a number of strict legal obligations and 
rights when dealing with the personal data of 
individuals. You will notice that you are increasingly 
asked for consent for use of your personal data on 
websites and to allow software to store cookies 
on your computer. Such legislation is sometimes 
criticised for generating bureaucracy that gets in the 
way of “real work”. But for those who work in the 
data-privacy arena, it is clear that we need to adapt 
quickly to a rapidly evolving digital environment. 
What you do, where you go and how long you spend 
there are valuable assets in the information world.

In 2012 the European Union (EU) proposed 
new data-protection reforms to strengthen the 
fundamental rights of citizens. Three years later, 

EU institutions reached agreement on the rules, and 
in May 2016 a new regulation was issued called the 
General Data Protection Regulation (GDPR), which 
enters into force in all European Economic Area 
(EEA) countries from 25 May 2018. 

You probably haven’t heard much about the GDPR 
until now, yet it is almost certain to impact the way 
our field deals with personal data. The central idea 
is that your personal data is truly yours: it cannot be 
taken or processed without safeguards to its privacy, 
and any data collection or processing must have an 
appropriate legal basis. The new laws offer a very 
broad interpretation of what “personal data” and 
“processing” mean, and offer a number of legal bases 
that must be considered. Personal data is anything that 
could be used to identify you, including obvious things 
like name and address but also more subtle information 
like GPS location or IP address. Processing is equally 
loosely defined, from storing data in a database to 
viewing data on a screen and even copying a file. 

Although in practice there are many details to be 
determined, the intention of the regulators is evident: 
to stop the use of people’s personal data except for 
well-defined purposes that must be clear when 
the data are collected to be fair to the individual. 
Crucially, the new regulations aim to be technology 
agnostic and therefore apply equally to online 
databases as well as a filing cabinet full of paper.

All EEA institutions, companies, labs and 
universities will be subject to the GDPR. Although 
CERN, as an international organisation, is not 
directly subject to EU regulations, in light of the 
coming changes it is reviewing its internal legislation 
to offer equivalent levels of personal-data protection. 
Consequently, in January this year CERN established 
the Office of Data Privacy Protection to assist services 
that process personal data and to help anyone who 
is concerned about how their personal data is being 
handled by the Organization. 

Given the broad scope of personal data and data 
processing, it can be complicated and somewhat 
burdensome to comply with these new practices. For 
instance, it will require us to review how passport 
information should be sent, how records such as 
medical information and personal attributes are 
secured, as well as how photos and CCTV are used. 
At the same time, we need to recognise that protecting 
privacy is important and that adopting a “nothing to 
hide, nothing to fear” approach does not protect us 
from future unknown uses of our personal data.

So, if in any doubt, simply adopt the golden rule of 
personal data: if you don’t really need it, don’t collect 
and store it; if you do, delete it as soon as possible.

Data privacy concerns us all
CERN responds to new European data-protection regulations due to enter force next year.

National institutions, 
companies, laboratories and 
universities in Europe will 
soon be subject to the General 
Data Protection Regulation.

David Foster, 
formerly deputy 
head of CERN’s 
IT department, 
is head of data 

privacy protection, where he works 
at the intersection of business, 
technology and law.
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News

On 27 June, representatives of CERN and the 
Republic of Lithuania signed an agreement in 
the capital city of Vilnius admitting Lithuania 
as an associate Member State. The agreement 
will enter into force once official approval is 
received from the Lithuanian government.  

“The involvement of Lithuanian scientists 
at CERN has been growing steadily over the 
past decade, and associate membership can 
now serve as a catalyst to further strengthen 
particle physics and fundamental research in 
the country,” said CERN s̓ Director-General, 
Fabiola Gianotti. “We warmly welcome 
Lithuania to the CERN family, and look 
forward to enhancing our partnership 
in science, technology development and 
education and training.”

Lithuania’s relationship with CERN 
dates back to a co-operation agreement 
signed in 2004, which paved the way to 
participation of Lithuanian universities 

and scientific institutions in high-energy 
physics experiments at CERN. Lithuania 
has been a long-time contributor to the CMS 
experiment and has also played an important 

role in developing databases for the 
experiment. The country actively promoted 
the BalticGrid in 2005, and more generally 
participates in detector development relevant 
to the High Luminosity LHC.

Lithuania’s associate membership will 
strengthen the long-term partnership 
between CERN and the Lithuanian scientific 
community. It will allow Lithuania to take 
part in meetings of CERN Council and its 
committees, and Lithuanian scientists will 
be eligible for staff appointments. Finally, 
once the agreement enters into force, 
Lithuanian industry will be entitled to bid for 
CERN contracts.

Lithuania joins CERN as associate member 
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CERN Director-General, Fabiola Gianotti, 
president of Lithuania, Dalia Grybauskaitė, 
and Lithuanian minister of foreign affairs, 
Linas Antanas Linkevičius, at the signing of 
the agreement in Vilnius. 
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First stable beams in the LHC were declared 
on 23 May, just 25 days after the first beam 
was injected and almost three weeks 
ahead of schedule. Since then, interleaved 
with physics operation and remaining 
commissioning activities, the LHC teams 
have been busy ramping up the intensity 
of the beams. During this procedure, the 
number of proton bunches circulating the 
machine is increased in a stepwise manner: 
beginning with three bunches per beam and 
going up to 12, 72, 300, 600, 900, 1200, 1800, 
2400 and finally 2556 bunches per beam. To 
ensure that all systems work as they should, 
each step requires a minimum of 20 hours of 
stable-beam operation and that the machine 
is filled three times. As the Courier went 
to press on 28 June, 2556 bunches were 
circulating in the machine and already the 
experiments had clocked an integrated 
luminosity of around 5 fb–1. 

Another important procedure during the 
LHC restart is the so-called scrubbing run to 
condition the vacuum chamber, which took 
place in early June. Despite the ultra-high 
vacuum of the LHC beam pipe, residual gas 
molecules and electrons remain trapped on 
the walls of the chamber and can be liberated 
by the circulating beam, eventually heating 

the walls and destabilising the beam. Such 
“electron-cloud” effects can be reduced 
by repeatedly filling the LHC with closely 
spaced bunches, provoking intense electron 
clouds that gradually become less prone to 
produce further electrons.

The rapid and smooth restart of the LHC 
this year, which marks the continuation of 
Run 2 at a centre-of-mass energy of 13 TeV, 
is due to the excellent availability of the 
machine and its injector chain, and also the 
dedication of many specialists. The LHC is 
now ready to continue the intensity ramp for 
physics-data collection, with the ambitious 
goal of reaching an integrated luminosity of 
45 fb–1 for 2017. 

Physics resumes at LHC 
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LHC Run 2 has seen a record increase in 
peak luminosity.
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